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BlackBerry - BlackBerry Cloud - AtHoc Services for Government

System Profile

Service Model
S5az5 POC: Raczhad Munawar
E-mail: bbfedcompliance@blackberry.com

Deployment Model Wehsite: http://blackbemry sthoc.com
Hybrid Cloud

Contact Information

Impact Level
Moderate

Package ID
FL30Z271524

Package Access Request Form
FedRAMP Authorization Details
Authorization Type: Azzncy

Independent Assessor: Kratos Secureinfo
Agency Authorization Date: 02/15/2017

FedRAMP Authorization Timeline
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Account for 100% of your people to achieve operational
resiliency. AtHoc Account enables real-time visibility into
the safety status of your personnel for more effective crisis
response and assured business continuity.

AtHoc Alert unifies all communication modalities to alert
everyone you care about with a single click. Emergency
managers can provide assured rapid communication
across the entire enterprise or community.

Emergencies, even small ones, do not happen in isolation.
AtHoc Connect bridges the communication gap between
organizations during these events.

AtHoc Collect enables your field personnel to be the eyes
and ears of the operations center. See what’s happening at
an incident scene, and mobilize rapidly for an effective
response.

© 2019 BlackBerry. All Rights Reserved.
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BlackBerry - CylancePROTECT
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FedRAME Authorized

System Profile

Service Model
EEER

Deployment Model
Government Community Cloud

Impact Level
Moderate

Package ID
F1602167854
Package Access Reguest Form

FedRAMP Authorization Details

Authorization Type: Agzncy
Independent Assessor: Bcoz Allen Hamilton
Agency Authorization Date: 01242017
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Contact Information

POC: Shannon Noonan
E-mail: complisnce@cylance.com
Website: wyw.cylance.com

CylancePROTECT is an integrated threat prevention
solution that combines the power of artificial intelligence
(Al) to block malware infections with additional security
controls that safeguard against script-based, fileless,
memory, and external device based attacks.

Streamline management from the cloud. A single
lightweight agent supporting Windows, Mac and Linux.
Deploy in minutes — no reboots, no signatures, with zero
hardware and maintenance cost — for immediate effective
prevention.

CylancePROTECT uses Al and machine learning, not
signatures, to identify and block known and unknown
malware from running on endpoints.

Deployed on AWS Government cloud.

© 2019 BlackBerry. All Rights Reserved.



BlackBerry Government Mobility Suite (BGMS)

« BGMS is a cloud-based endpoint management

"z BlackBerry . solution that provides the ability to utilize a single,

BlackBerry - BlackBerry Government Mobility Suite Integrated VIeW Of userS, mUItI_OS deVICeS,
applications, and policies within IT environment.

.nﬁ
QT —————— « The BGMS platform includes productivity

applications BlackBerry Work and Dynamics.

System Profile

Service Model Contact Information

e e et canircegisiberscom - BGMS designed as the foundational architecture

ovemment commurtty cove that will support the addition of the full suite of

e BlackBerry products. Upon achieving full
Package D FedRAMP authorization we will add BlackBerry

Frasa1oussst Workspaces (secure document exchange/sharing).

Package Access Request Form

FedRAMP Authorization Details

thoriaion ype deerey « Roadmap includes achieving FedRAMP High and
e dRAMP Authortzation Timeline DoD IL4 and IL5 authorizations.

« BGMS is hosted on the Azure Government Cloud.
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@ » BlackBerry SecuSUITE for Government

» Platform for end to end security of voice calls and text messages

« Designed to meet the specific US Government certification standards

» Easy to use application requiring little or no user training on standard devices.

« High quality voice with instant call setup and minimal to zero latency across global networks

« Enterprise integration including PBX systems, certificate authorities and archiving systems to support federal records acts
» Protect Unclassified, SRG/CUI and Classified Communications. NIAP, NSA CSfC certified, MACP compliant

* Fully Admin managed, support for UEM or unmanaged devices, Self-containerized client

« FedRAMP High deployment in Azure is underway.
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BlackBerry FedRAMP Ecosystem

Azure Gov Cloud AWS Gov Cloud

ﬁ BlackBerry. AtHoc

€% BlackBerry Secusduite

i“ BlackBerry. Warkspaces
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lackBerry, @@ BlackBerry
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BGMS
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BlackBerry Government Solutions (BGS)
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BGS established at 800 North Capital Street and is
home for CSOC and Compliance staff conducting all
FedRAMP continuous monitoring, reporting, and
annual reassessments.

One stop shop for Agency and PMO staffs on
BlackBerry FedRAMP systems.

U.S. based/U.S citizen staffed O&M support team
being established to ensure only U.S. citizens have
access to FedRAMP systems.

BGS applying to obtain FCL.

© 2019 BlackBerry. All Rights Reserved.



Thanks again to our
speakers, sponsors and
participants.

See more at:
carahsoft.com/FedRAMPForum
carah.io/fcmf




