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DocuSign is the fastest most secure 
way to make every agreement and 

approval digital, so you can keep life 
and business moving forward.

Presenter
Presentation Notes
DocuSign is the fastest most secure way to make every agreement and approval digital, so you can keep life and business moving forward.

And it connects our brand to why it matters -- whether we are talking to an Enterprise that is interested in making its business fully digital, or a parent trying to sign a child’s permission slip



Security Is a Top Concern

2015 Forrester Digital Transaction Management (DTM) survey reveals:

81% of respondents state “Security” as top concern when 
considering adopting and growing a DTM solution*

Presenter
Presentation Notes
Security is by far the top concern when considering DTM. A recent survey conducted by Forrester showed that 400 global enterprise leaders said Security was their main concern when n considering whether purchase or extend their investment in a DTM solution.




Trust
The most reliable and 
globally trusted service 
for digital transactions.

Simple to use, implement, 
and manage, driving 
immediate user adoption.

Experience

The DocuSign Difference
Why Customers Choose DocuSign

Works with applications, 
services, and devices you 
already use.

Choice
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[Read the slide directly]
Customers choose to partner with DocuSign for three reasons:
Choice
DocuSign works with more of the applications, services, and devices you already use in your business
Experience
Simple to use, implement, and manage, driving immediate user adoption 
Trust
DocuSign is the most reliable and globally trusted service for digital transactions

The  risk management and security team are focused on the third and final pillar. We have a holistic risk mitigation strategy that focuses on maintaining this trust..



World Class Security



Delivering World-Class Risk Mitigation and Security

Governance, 
Risk and 
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Information 
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DocuSign delivers world-class risk mitigation and security through seven key areas: 

Governance, Risk and Compliance – includes a in-depth security strategy, highest levels of certification, comprehensive security policies, an in-house security council, and threat and vulnerability management

Information Security – includes security tools architecture, Intel security suite, data leakage prevention, and malware protection as well as 24/7 security  operations center,  incident response, and investigations

Operational Risk–   includes areas where our day-to-day operations could become compromised

 Third- Parties/ Vendor Risk Management– includes vendor security lifecycle and a compliance program

Product Risk and Security – includes SDLC security, customer security “story,” and security as a key product portfolio element

Physical Security and Safety – includes access control, workplace safety, travel safety, event support, and emergency preparedness

Communication and Thought Leadership – includes xDTM Standard, risk training, employee awareness, and risk success metrics





DocuSign: Highest and Broadest Set of Security Certifications

DOCUSIGN INTERNAL

• Data Privacy
• Collection of Data

• Use of Data
• Data Requirements

• Protection of Data
• General Computing Controls Focus
• Comprehensive Scope (Level-3 Merchant, Level-1 Service Provider)

• Security Framework
• Testing of Controls

• Effectiveness Measured
• Reliability of Service

• Global Security Gold Standard: ISO 27001:2013
• Defines an (ISMS) Information Security Management System
• Requires Business Continuity

• Data Protection, Identity Verification, Service Security, Business 
Practices, and Legal Protection for Cloud Services

• Based on Criteria Developed with Cloud Security Alliance (CSA)

IS 580155

Presenter
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Security is something we treat extremely seriously at DocuSign. We have the most intensive continuous audits of any eSignature service and the most certifications. No other company can match the security and compliance investments DocuSign has made – and we are proud to say we have year after year of clean audit reports.

Here’s why security is a key differentiator for DocuSign:

DocuSign is ISO (“Eye-So”) 27001 certified as an Information Security Management System. This is the highest level of global information security assurance available today, and the emerging standard for technology vendors. It’s a very stringent set of standards and requires external auditing. Specifically, this certification requires that management:
Systematically examine the organization's information security risks, taking account of the threats, vulnerabilities, and impacts;
Design and implement a coherent and comprehensive suite of information security controls and/or other forms of risk treatment; and
Adopt an overarching management process to ensure that the information security controls continue to meet the organization's information security needs on an ongoing basis.
	We are the *only eSignature service* certified to this specification. 
Only ~100 companies meet this level of certification. Examples include:
Amazon Web Services
McAfee
PwC
Salesforce
Samsung
Workday

We are SSAE 16 examined and tested annually to define our security framework and controls for our customers. These in-depth third party audits provide assurance regarding the effectiveness of those controls and the reliability of our service. 

DocuSign is PCI DSS 2.0 compliant as both a service provider and a merchant with annual examination and testing of a comprehensive scope of general computing controls essential to protecting payment card data security. While some smaller eSignature players are able to self-certify, we have reached a threshold of transactions that requires a third-party audit, ensuring the deepest level of examination. 

DocuSign is TRUSTe certified. TRUSTe is a third party seal of approval that reflects their assessment of our privacy policy with respect to collection, use and retention of customer data. 

US Dept of Commerce Safe Harbor relates to international usage. Essentially a seal of approval from the US Dept of Commerce saying that our privacy policy and treatment of personal data complies with the treaty between the US and the European Union. 




In Process

DocuSign Sponsored by Federal 
Communications Commission (FCC) for 
FedRAMP Authorization – 10/17/2016

3PAO Audit

DocuSign’s  System Security Plan (SSP) 
and Develop Security Assessment Report 
(SAR) – 11/14/2016

Authorization

Authority to Operate (ATO) Issued by 
FCC Anticipated Early 2017 

Path to Authorization
Coming Soon: FedRamp

DOCUSIGN CONFIDENTIAL

Multi-Tenant 
Platform

Dedicated Storage 
Appliance

Dedicated Security 
Appliance

Existing DocuSign 
Data Centers



DocuSign Trust Center: Keeping Customers Informed

trust.docusign.com
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DocuSign’s top priority is the privacy and security of our customers’ information, documents, and data.

We pride ourselves on offering customers access to the latest security and system performance information. 

From our dedicated trust center (trust.docusign.com), customers can: 
View the details of our certifications and security assurance program. 
Access system status, scheduled maintenance and uptime information.
Learn about security best practices
Find current security updates and alerts
Much, much more





The Transaction Management Standard for an Open Digital World

Raising the Quality Bar Together

Availability Scalability Universality InteroperabilitySecurity Privacy Compliance Enforceability
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DocuSign is a proponent of  the xDTM Standard, which is the transaction standard for an open digital world, and is a founding member of the xDTM Standard board. The xDTM Standard helps organizations and consumers leverage the speed, efficiency, and convenience of Digital Transaction Management (DTM) to conduct critical transactions online without exposing them to the risks and consequences of using noncompliant technologies. It was established by the xDTM Governing Board an independent body comprised of leaders from diverse industries.



xDTM Standard Governing Board
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The xDTM Standard Association is committed to having broad industry participation, as evidenced by the Association’s Board of Advisors, an independent body comprised of leaders from diverse industries. The companies behind the xDTM Standard include multinational organizations with a global presence, such Visa, Intel, FedEx, HP, Microsoft, and more.

The mission of the Board is to oversee the development, management, education, and awareness of the xDTM Standard. 





A Dedicated Team Focused on Risk and Security

A team of 30+ people and growing that 
includes bank security specialists

Headed by DocuSign Legal, with 
accountability to the CEO and Board of 

Directors

Over 100 years of combined security 
experience

A charter to oversee and manage risk, 
audit, information security, and physical 

security, and participate in the xDTM 
organization
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We expanded our team in 2013 – and continue to do so – with a specific focus on adding new skills that will take us beyond industry best practices. By the numbers, you can see that we have:
A team of 30+ people and growing, including banking security specialists 
Over 100 years of combined security experience
Accountability to the CEO and Board
A charter to oversee and manage risk, audit, information security, and physical security, and participate in the xDTM Standard organization



Only Customers Can Access Customer Data

OPS Key 
Password

OPS AD 
Credentials

Service 
Master Key

Database 
Credentials

Database 
Master Key

Ops 
Master Key

Document 
Encryption Keys

Multi-Layered Protection of Encryption Keys
 All customer data is encrypted at all 

times 

 Customer data can only be retrieved 
by the customer; even the most 
privileged DocuSign employee cannot 
access customer data

 DocuSign enforces strict segregation 
and rotation of key custodianship 
duties to ensure security is never 
compromised
 4 sets of independently held keys are 

needed to decrypt the document
 Keys are rotated regularly 

Tech Ops Custodianship DBA Custodianship
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Overall message: Customer data can only be retrieved by the customer, and all customer data is encrypted at all times. Even the most privileged DocuSign employee cannot access customer unencrypted data. DocuSign enforces strict segregation of key custodianship duties to enforce customer data is safe at all times. 

Details and Glossary: 
Two teams manages two sets of keys (Ops Master Key and Database Master Key) that must be present together to access the document encryption key. A member of each team is required to gain access to the Document Encryption keys. The Tech Ops team never has access to Database Master Key, and the DBA team never has access to the Ops Master Key. The above chart uses color coded keys to represent the combinations of keys required to access the document encryption keys, which are in turn used to protect customer data.

Quarterly, the Tech Ops and DBA teams collaborate on a rotation of document encryption keys. A purpose built tool consumes keys from both the Database Credentials and the Ops Master Key. The newly generated 1,000 keys are then used to encrypt all new documents that enter the system.  All previous batches of keys remain to decrypt existing documents.


Ops Master Key: used to encrypt the document encryption keys
Database Master Key: DocuSign encryption key manager 
Ops Key Password: a password used to protect Ops Master Key
OPS AD Credentials: membership in a Tech Ops security group maintained in Active Directory
Service Master Key: used to protect Database Master Key
Database Credentials: membership in a DBA group maintained in Active Directory
Document Encryption Key: encryption key to customer document data
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DocuSign Network Architecture

Back End (BE) Network
Sw

itc
h

Web and API Servers

Flash-based OLTP 
Database Cluster

BLOB Document 
and Data Storage

Sw
itc

h

BLOB Storage 
Middle Tier Servers

Sw
itc

h

Fi
re

w
al

l

Private, 
Dedicated 
Fiber for Data 
Replication

Internet

Fi
re

w
al

l

Gl
ob

al
 T

ra
ffi

c 
M

an
ag

er

Users across 
devices/
clients

Notification Servers 
(Email, Connect)

Sandboxed Document 
Conversion VM Servers

Edge 
Routers

Web Tier

Front End (FE) Network

Load 
Balancers

Transport Layer Security with Strong Cipher Encryption

AES-256 Data Encryption with 256-Bit Keys

SQL Server Transport Layer Security

Encryption Technologies
Documents

Metadata

• Customer data is encrypted at all times using state-of-the-art encryption technology

Presenter
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Overall message: DocuSign’s business relies on keeping customer data safe. DocuSign uses state-of-the-art transport encryption, data encryption, and encryption key management practices to ensure that customer’s data can only be retrieved by the customer. Even the most highly privileged DocuSign employee is unable to access unencrypted customer data. All customer data (documents, metadata) is encrypted at all times.
Traffic that enters our data center is filtered by the front end firewall. All cross datacenter traffic passes through our backend firewall before reaching the back end network to storage.

Transport encryption: All communications between users of the DocuSign service and DocuSign use industry standard TLS encryption and support the most modern cipher suites available. 
Data encryption:
There are two primary kinds of information stored by DocuSign on behalf of our users; envelope metadata (who sent what, when, and to whom) and documents. Each is stored separately and documents are always encrypted using the strongest encryption available, AES-256. 
Documents are stored in Blob Storage with AES-256 bit encryption. Metadata is stored in authenticated SQL Server on an isolated BE network with TLS Transport Encryption. 

.








Unparalleled Availability



Unparalleled Availability and Resilient Performance

Never worry about system availability or disaster recovery again

DOCUSIGN CONFIDENTIAL

 Zero maintenance downtime
 Zero data loss in a disaster for maximum peace-of-mind
 Consistently high performance, even at peak load

16

Pictured: Active-Active-Active Architecture

• Carrier grade architecture

• Real-time replicating, active DocuSign sites

• Massively redundant distributed data (9 copies across 3 
sites in North American or the EU)

• Fusion IO-powered, flash memory-based OLTP subsystem

• Global load balancing and traffic management with session-
based site failover

• Choice of data residency within North America or the EU

Presenter
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DocuSign’s Carrier Grade Architecture ensures that our service is always available when you need us, with zero  maintenance downtime, zero data loss in disaster situations and consistently high performance at peak loads (just ask our retail customers who use us to complete transactions during Christmas season.) 

We achieve Carrier Grade Architecture through real-time replicating, active DocuSign sites and massively redundant distributed data (9 copies across 3 data centers in North America and 3 data centers in the EU). Our global data center locations means you can choose your data residency within North America or the EU. 



DocuSign’s Carrier Grade Architecture Is Unprecedented in SaaS

Annual Maintenance Days?

Recovery Time Days??

Maximum Data Loss 24 Hours?

Data Copies 2

Industry Average DocuSign Carrier Grade Architecture

Annual Maintenance 0 Hours

Recovery Time 0.5 Hours

Maximum Data Loss 0 Hours

Data Copies 9
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Due to our extensive investment in our platform, DocuSign’s Carrier Grade Architecture is unprecedented in SaaS, and none of our competitors can offer our performance metrics. We have 0 annual maintenance, 0 maximum data loss, and the shortest recovery time (30 minutes, to be exact) in the industry. 



We Build a Robust Product by Stress Testing Every Failure Scenario

Make everything fail
• Disk, server, network, dependent 

infrastructure
Add a lot of stress 
• >5000 hours storage stress
• >1,000,000 failure injection cases 

executed
Get Creative in Failure Scenarios
• Hundreds of executed scenarios

DocuSign Testing Principles
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We have the highest testing standards. 
We continuously stress test every failure scenario to make sure that you will never encounter any of them. We have executed hundreds and hundreds of failure scenarios, added >5,000 hours storage stress, >1 million hours of failure injection cases and have failed everything in our infrastructure, from disk, server to network. 
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