DATASHEET

Xi Beam: Security and

Cost Governance for
Nutanix

KEY FEATURES

* Automated security audits and
compliance remediation

* Network, VM, data and access
related security audits

e Cluster and VM Costing utilizing a
TCO model for accurate cost

analysis

* Automated Showback and
Chargeback reports

NUTANIL.

BEAM CAPABILITIES FOR NUTANIX ON-PREM
ENVIRONMENTS

Beam is a multi-cloud governance platform that provides security compliance
and cost governance capabilities for Nutanix, AWS and Azure clouds. Beam
helps with real-time detection of security vulnerabilities and compliance
validation with regulatory policies using 300+ automated audits. Beam also
provides cost governance capabilities including Nutanix private cloud metering,
automated chargeback reports and workload cost analysis across Nutanix and
public clouds.

In this datasheet we go into detail about Beam'’s security and cost governance
features for Nutanix on-premises environments.

NUTANIX COST GOVERNANCE IN BEAM

Private Cloud Metering and Chargeback

Beam'’s key cost governance capabilities include metering and chargeback for
Nutanix. This utilizes a built-in Total Cost of Ownership (TCO) model that
calculates all direct and indirect costs of owning and maintaining your Nutanix
infrastructure. The TCO model uses an assumed market price for the Nutanix
products and also allows you to easily configure the Nutanix product costs. There
are 6 different cost heads in the TCO model:

* Hardware: Nutanix or third-party hardware license costs

« Software: Nutanix or third-party software license costs

» Facilities: Power, cooling and datacenter infrastructure costs
» Telecom: Ethernet / top-of-rack switch costs

* Services: One-time or recurring third-party services costs

* People: Salaries for IT administrative staff
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The TCO model is customizable for each cost head giving you the flexibility to
configure the costs to match your specific needs. The key input parameter that
the TCO model depend on is the number of Nutanix nodes. With the TCO model
configured accurately, you will be able to analyze the true cost of the VMs and
workloads running on your Nutanix infrastructure.

Beam detects the number of nodes and product license details associated with

your Nutanix clusters through your purchase history and calculates the cost per
cluster using the TCO model. If you have enabled Pulse Insights in Prism Central,
Beam will be able to detect the VMs running in each cluster.

Beam will then allocate the cluster level costs to the VMs within that cluster
based on the virtual CPU and virtual storage configuration, and the VM state.
Users can either get dynamic VM costs based on the existing virtual capacity
consumed by the VMs or set a target virtual capacity by configuring the compute
and storage overcommit ratios.
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PREREQUISITES

* Most of the security audits
depend on AHV

* Cost governance features are
hypervisor agnostic

* Only Nutanix HCl is currently
supported.

NUTANIL.

Dashboard ~ Analyze  Purchase VM Costing | new

Total Cost of Ownership

—

/ TOTAL COST

(September)

$830

Q s VM by ID/N.
VM Name 2 WM :
NTN_XXX_1-2 185591

Cost Hoads

o Hardware

Facilities

= People

Services

Telecom

VePU 3

Memory Capacity *

Cluster Details

Cost Broakups Hyparvisor AHV
$649

User VM Count 1
$ng

Pulse Status * Enabled
$6301
0 VM Costing Model Actual Virtual Capacity
$0.448 VCPU: pCPU

VStorage: pStorage

Allocated Cluster Cost - October 2019 : $986

Storage Capacity : VMState Active Hours. = Total Cost = Cost per Hour =

1268 102 GiB. s0On 456 $99.51 $0.2182 ~

Costof a VM s allocated on a daily basis. vCPU, Storage capacity and duration of the VM on VM creation and deletion day are considered for the pro-rated VM cost.

a
1268
10268 storage

vePy Total Cost: $99.51

memory

VM Creation Time:  Dec 19, 2018, 03:43 PM GMT-08:00

Allocated Hours: 456

day(§)

With the cluster and VM level costs accurately configured, users can create
spending reports by grouping together various VMs and clusters using tags and
categories (same as defined in Prism). This allows users to create segmented
spending views for their teams, projects, regions, etc. These detailed reports can
be used to chargeback the Nutanix investments appropriately to the relevant
business units or cost centers.

Beam'’s chargeback capabilities are completely multi-cloud including Nutanix and
public clouds like AWS and Azure. Beam also allows you to create budget views
to track spending against allocated budgets and receive alerts before spending
exceeds the budget.
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NUTANIX SECURITY COMPLIANCE IN BEAM
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Detection and Remediation of Security Vulnerabilities

Beam'’s security compliance capabilities come with 300+ out-of-the-box security
audits for Nutanix AHV environments. These security audits provide details of
any resource misconfigurations in near real-time. The security audits can be
classified into the following broad categories:

* Network audits
* VM audits

+ Data audits

» Access audits

Some examples of Beam'’s security audits include publicly accessible TCP/UDP
ports, unencrypted data, VMs without backup protection, and much more. In
addition to detecting the resources that fail these security audits, Beam also
provides remediation actions that you need to perform to improve the security
baseline of your infrastructure. With Beam you can easily detect and remediate
security vulnerabilities for your Nutanix on-prem infrastructure and improve your
cloud and data security.
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YOUR ENTERPRISE CLOUD
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Regulatory Policy Compliance

Beam also provides out-of-the-box policies that can help validate your level of
compliance with regulatory policies such as PCI-DSS (available now), HIPAA,
NIST (coming soon), etc. Beam’s Compliance features can be used as a system of
records that maps all the necessary process, documentation and configuration
steps you need to take to ensure that your infrastructure is in compliance with
these regulatory policies.

For example, in order to comply with PCI-DSS policy, one of the key steps is
installing and maintaining a firewall configuration to protect cardholder data and
also ensuring that data-at-rest (DAR) encryption is enabled. Beam can be used
to create a record of the formal process steps and documentation that you have
put in place to approve and test all network connections and changes. Beam also
runs automated audits to validate that DAR encryption is enabled on all your
Nutanix clusters and provides a report detailing the clusters that fail that audit so
that you can take remediation actions.

Learn more and start your free trial at
www.nutanix.com/beam
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