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• No agents or software installed on clients, servers, 
routers
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Customizable Security Banner (per-host or global)

Status
Bar

Errors and other information
passed to status bar
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Traditional SSL Daisy-Chain Network Design
SSL Visibility

Web Gateway DLP/ICAP IDS/TAP IPS/NGFW

decrypt encrypt decrypt encrypt decrypt encrypt decrypt encrypt

inspect inspect inspect inspect

%

• Multiple Intercept Points
• Multiple Points of Failure
• Increased Latency
• Increased Complexity 
• Complicated troubleshooting
• Performance Impacts

Challenges & Realities of Daisy-Chaining
• Impacts “Perfect” Forward Secrecy
• Reduced Security ROI
• Must go through every service
• Over-subscribing services
• Complicated Mesh HA Designs
• Bypass on failure (added Hardware)



Internet /
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Dynamic grouping 
of security devices

Topology independent

Maximizes security 
investments

Service insertion, 
monitoring, scaling
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Traffic 
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Advanced 
monitoring and 
scaling

Rich set of 
traffic selectors 

Decrypt and 
steer traffic 
based on policy

Contextual 
classification 
engine
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Decrypt and steer to 
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F5 SSL 
Orchestrator 
Key Use Cases

SSL/TLS visibility 
and orchestration

Maximize security 
investments

Risk management 
and privacy



F5 SSL 
Orchestrator 
Advantage

Go beyond visibility 
with orchestration

Dynamic service 
chaining and policy-
based traffic steering

Seamless 
integration
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Cisco ASA 
F5 BIG-IP and Cisco ASA FirePOWER: Using the SSL Intercept with 
Service Chaining iApps Template v3.0

FireEye NX
F5 BIG-IP and FireEye NX: Using SSL Intercept 
with Service Chaining iApps Template v3.0

Symantec DLP
F5 BIG-IP System with Symantec DLP: Using SSL 
Intercept with Service Chaining iApps Template v3.0

Palo Alto Networks NGFW
The F5 BIG-IP Platform and Palo Alto Networks Next-Gen Firewall 
Solution: SSL Orchestration with Service Chaining

F5 BIG-IP and 
Cisco ASA

F5 BIG-IP and 
Symantec DLP

F5 BIG-IP and
Palo Alto Networks NGFW

F5 BIG-IP and 
FireEye NX

https://hive.f5.com/docs/DOC-44742
https://hive.f5.com/docs/DOC-44742
https://hive.f5.com/docs/DOC-44742
https://hive.f5.com/docs/DOC-44742
https://hive.f5.com/docs/DOC-41209
https://hive.f5.com/docs/DOC-41209
https://hive.f5.com/docs/DOC-41209
https://hive.f5.com/docs/DOC-41209
https://hive.f5.com/docs/DOC-43802
https://hive.f5.com/docs/DOC-43802
https://hive.f5.com/docs/DOC-43802
https://hive.f5.com/docs/DOC-43802
https://f5.com/Portals/1/PDF/security/F5_BIG-IP_Platform_Palo_Alto_Networks_Next-Gen_Firewall_Solution.pdf
https://f5.com/Portals/1/PDF/security/F5_BIG-IP_Platform_Palo_Alto_Networks_Next-Gen_Firewall_Solution.pdf
https://f5.com/Portals/1/PDF/security/F5_BIG-IP_Platform_Palo_Alto_Networks_Next-Gen_Firewall_Solution.pdf
https://f5.com/Portals/1/PDF/security/F5_BIG-IP_Platform_Palo_Alto_Networks_Next-Gen_Firewall_Solution.pdf
https://hive.f5.com/docs/DOC-44742
https://hive.f5.com/docs/DOC-43802
https://f5.com/Portals/1/PDF/security/F5_BIG-IP_Platform_Palo_Alto_Networks_Next-Gen_Firewall_Solution.pdf
https://hive.f5.com/docs/DOC-41209
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