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Access Policy Manager
Smart Card Auth Getting Started
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F5’s Remote/Application Access Solutions
AUTHENTICATION, AUTHORIZATION, REMOTE ACCESS AND SSO TO ALL APPLICATIONS USING ACCESS POLICY MANAGER (APM)
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F5 Access Policy Manager (APM)

Client

Certificates

Password
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• Transform one type of authentication into another so an app may understand and use it without 
installing additional agents

• Allow flexible selection of SSO technique appropriate to the application
• Allow for centralized session control of all applications, even SaaS
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• Windows 10 Workstation

• BIG-IP VE 15.1.0.2

• Licensed and provisioned with LTM and APM

• LAMP Web Server

Working Environment
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1. Generate CA Bundle(s)

2. Client SSL Profile

3. Create Pool

4. Virtual Server

5. Verify Virtual Server works

6. Access Profile

7. Verify Smart Card authentication works

8. Customize message boxes

CONFIDENTIAL

Enable Smart Card Authentication in BIG-IP APM
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Generate CA Bundles and Import into BIG-IP
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Create CA Bundle using CA Bundle Manager
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Create ClientSSL Profile
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Create Pool
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Create Virtual Server
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Verify Virtual Server Works



| ©2020 F512 CONFIDENTIAL

Create OCSP Responder Server
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Create Access Profile
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Modify Access Policy
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Apply Access Profile to Virtual Server
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Verify Virtual Server Works with Access Profile
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DoD Consent Banner Customization
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APM Training videos
• https://devcentral.f5.com/s/articles/Free-F5-Training-Getting-Started-with-BIG-IP-APM

YouTube
• https://www.youtube.com/user/f5networksinc
• https://www.youtube.com/user/devcentral
• https://www.youtube.com/channel/UCMiRji4gfmK-PKB6CN5HmGA - F5 Government Solutions

LearnF5
• https://account.f5.com/learnf5/signin

Webinars
• https://www.f5.com/company/events/webinars

Support
• https://support.f5.com/csp/home

More Resources

https://devcentral.f5.com/s/articles/Free-F5-Training-Getting-Started-with-BIG-IP-APM
https://www.youtube.com/user/f5networksinc
https://www.youtube.com/user/devcentral
https://www.youtube.com/channel/UCMiRji4gfmK-PKB6CN5HmGA
https://account.f5.com/learnf5/signin
https://www.f5.com/company/events/webinars
https://support.f5.com/csp/home
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Q&A
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Appendix/Backup APM
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Access Profile Policy Continued



| ©2020 F523 CONFIDENTIAL



| ©2020 F524 CONFIDENTIAL



| ©2020 F525 CONFIDENTIAL



| ©2020 F526 CONFIDENTIAL

Consent Banner Appendix
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd">
<html><head><title>Department of Defense</title>

<link rel="stylesheet" type="text/css" href="/public/include/css/apm.css">
<script language="JavaScript" src="/public/include/js/session_check.js"></script>
<script language="javascript"><!--//
if(self != top) { top.location = self.location; }
window.onerror=function(){ return function(){ return; } }
<? include_customized_page("logout", "session_expired.js"); ?>
function sessionTimedOut() {
showSplashLayer("MessageDIV", SessionExpired_CustomizedScreenGet());
}
function OnLoad() {
try{
if ( "undefined" != typeof(window.external) && "unknown" != typeof(window.external)
&& "undefined" != typeof(window.external.WebLogonNotifyUser) && "unknown" != typeof(window.external.WebLogonNotifyUser) ){
window.external.WebLogonNotifyUser();
}
}catch(e){};
window.setTimeout("sessionTimeoutCheck(sessionTimedOut)", globalTimoutInterval);
}
function dropdown(){
var allDIVs = document.getElementsByTagName('div');
for(i=0; i < allDIVs.length; i++) {
if(allTDs[i].innerHTML.indexOf('region') > 0 ) {
var replacetext = '<select name="region" value="" autocomplete="off">%{session.custom.cas_pool}</select>';
allTDs[i].innerHTML = replacetext;
}
}
}
function SubmitResult(choice) {
var f = document.getElementById("hidden_form");
f.my_result.value = 1;
f.submit();
}
-->
</script>
<style type="text/css">
BODY {
text-align:center;
background-color: rgb(162, 208, 255);margin: 0 0 0 0;
}
#shadow-container {
margin:20px auto 0 auto;width:612px
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UPN Assign Appendix

set x509e_fields [split [mcget
{session.ssl.cert.x509extension}] "\n"];
# For each element in the list:
foreach field $x509e_fields {
# If the element contains UPN:
if { $field contains "othername:UPN" } {
## set start of UPN variable
set start [expr {[string first "othername:UPN<" 
$field] +14}]
# UPN format is <user@domain>
# Return the UPN, by finding the index of 
opening and closing brackets, then use 
string range to get everything between.
return [string range $field $start [expr { [string 
first ">" $field $start] - 1 } ] ];  } }
# Otherwise return UPN Not Found:
return "UPN-NOT-FOUND";

set upn [mcget {session.logon.last.upn}]; if {[string first 
"@" $upn] >= 0} {
return [string range $upn 0 [expr { [string first "@" $upn] 
- 1 } ] ]; } else { return $upn; }

session.logon.last.upn session.logon.last.username


	Access Policy Manager�Smart Card Auth Getting Started
	F5’s Remote/Application Access Solutions
	F5 Access Policy Manager (APM)
	Working Environment
	Enable Smart Card Authentication in BIG-IP APM
	Generate CA Bundles and Import into BIG-IP
	Create CA Bundle using CA Bundle Manager
	Create ClientSSL Profile
	Create Pool
	Create Virtual Server
	Verify Virtual Server Works
	Create OCSP Responder Server
	Create Access Profile
	Modify Access Policy
	Apply Access Profile to Virtual Server	
	Verify Virtual Server Works with Access Profile
	DoD Consent Banner Customization
	More Resources
	Q&A
	Slide Number 20
	Appendix/Backup APM
	Access Profile Policy Continued
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Consent Banner Appendix
	UPN Assign Appendix

