


• Introduction
• Challenges in DoD
• F5 Automation Toolchain

• Declarative Onboarding (DO)
• Application Services 3 Extension (AS3)
• Telemetry Streaming (TS)

• Ecosystem Integrations
• Demo



Software is a Critical Component of the DoD mission

• Need for updating software rapidly (agile)
• …in a secure fashion
• …knowing things won’t break

• Need to establish Secure Application Development 
Capabilities

• Bake-in & enforce cybersecurity from inception through 
operations

• Enhance enterprise visibility







Cloud Templates
Configure and deploy 
F5 BIG-IP VEs into 
public and private 

clouds.

Declarative 
Onboarding 
Provision initial 

configuration of BIG-IP 
devices through a 
declarative API.

Application Services 
3 Extension

Configuration of L4-L7 
via declarative APIs. 

Telemetry Streaming
Stream BIG-IP telemetry 

for analytics and 
automation. 

Telemetry Streaming is 
an iControl LX extension 

and will send 
client/server stats from 

the BIG-IP via HTTP(S), 
Statsd or Kafka formats. 

Change
Use telemetry data to 
track health, security 
and performance of 

applications

Use thresholds and 
triggers to scale app 

services

Bootstrap Device Onboard Deploy App Services Monitor Change



Imperative
Tell the system HOW to do 

something - every step of the way

Declarative
Tell the system WHAT you want, 
and let it figure out HOW to do it

Imperative vs Declarative



Imperative Declarative



Declarative 
Onboarding

User

Declarative API

F5 BIG-IP API Extension (Node.js)
Provides declarative interface for L1-L3 
device onboarding
Deployments via a single REST API endpoint
JSON-based document 

Minimizes need for BIG-IP domain specific knowledge
Minimizes onboarding errors 
Maximizes onboarding consistency
TMOS-independent RPM package

What is it? What are the Benefits?







Application Services 3 Extension – BIG-IP API extension that 
accepts a declarative API call

Configures BIG-IP L4-7 services

Minimizes need for BIG-IP domain specific knowledge

Minimizes deployment errors

Makes it easy to integrate F5 automation into orchestration 
systems

Runs on BIG-IP & BIG-IQ 

Create application dashboards for monitoring & alerts when 
used with BIG-IQ











Provides stats on: Device, LTM, tenants and apps, TLS Cert 
Inventory, and event log (all sources)

Declarative

Streams from BIG-IP to a data store

Validated 3rd party consumers: Splunk, Azure Log Analytics, 
AWS CloudWatch, AWS S3, Graphite, ElasticSearch and more







Ecosystem Integrations

F5 Ansible 
Modules

ECOSYSTEM
SOLUTIONS



Automate BIG-IP with Ansible

• Ansible integrates to 
make use of the native 
APIs of BIG-IP

• Ansible F5 modules 
follow best practice and 
enable compliance

• Agentless solution: No 
new software to install 
on BIG-IP

• Use Ansible to 
license a BIG-IP for 
application deployment

• Automate the initial 
configurations on BIG-IP 
and deploy HTTP(S) apps

• Automate to Network the 
BIG-IP (VLANS, Self-IPs) 

Full library of F5 modules on Ansible.com

PowerfulSimple Automated



F5 Ansible BIG-IP Modules Now Available (Release 2.9.x)
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• Software is a Critical Component of every aspect of the 
DoD mission

• Challenges in DoD
• F5 Automation Toolchain

• DO, AS3, TS
• Ecosystem Integrations

• Ansible F5 Modules
• F5 Automation Toolchain + Ansible Demo

• Near real-time insights w/ Telemetry Streaming
• Grafana Dashboard (visualization tool)



https://clouddocs.f5.com/products/extensions/f5-
declarative-onboarding/latest/

https://clouddocs.f5.com/products/extensions/f5-
appsvcs-extension/latest/

https://clouddocs.f5.com/products/extensions/f5-
telemetry-streaming/latest/

https://clouddocs.f5.com/products/orchestration/an
sible/devel/

https://clouddocs.f5.com/products/big-iq/mgmt-
api/v7.0.0/

https://clouddocs.f5.com/containers/v2/openshift/

https://clouddocs.f5.com/containers/v2/kubernetes/

https://clouddocs.f5.com/

https://clouddocs.f5.com/products/extensions/f5-declarative-onboarding/latest/
https://clouddocs.f5.com/products/extensions/f5-appsvcs-extension/latest/
https://clouddocs.f5.com/products/extensions/f5-telemetry-streaming/latest/
https://clouddocs.f5.com/products/orchestration/ansible/devel/
https://clouddocs.f5.com/products/big-iq/mgmt-api/v7.0.0/
https://clouddocs.f5.com/containers/v2/openshift/
https://clouddocs.f5.com/containers/v2/kubernetes/
https://clouddocs.f5.com/






F5 DoD Virtual User Group (DoDVUG) Schedule
Date Title F5 DoDVUG Topic

Apr 9th            
Thursday@ 1500 

F5 DoD Virtual User 
Group #1

F5 Access Policy Manager with remote access, 
network tunneling, and CAC/PIV Authentication.

April 23rd       
Thursday@ 1500

F5 DoD Virtual User 
Group #2

Get Your SaaS in Gear                                         
Enterprise Application Strategy

May 7th          
Thursday@ 1500

F5 DoD Virtual User 
Group #3 Ghastly Wealth Compliance using F5 ASM

May 21st          
Thursday@ 1500

F5 DoD Virtual User 
Group #4 Automation/Orchestration - F5 A/O Toolchain

June 4th              
Thursday@ 1500

F5 DoD Virtual User 
Group #5 SCCA / SACA

June 18th         
Thursday@ 1500

F5 DoD Virtual User 
Group #6 SSLO Orchestrator
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