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Aiden Technologies, Inc.
Windows Endpoint Management
Service Availability

Overview
Aiden is SOC 2 Type 2 certified, demonstrating our ongoing commitment to maintaining the confidentiality, integrity, and availability of our systems and customer data through independently audited controls and operational best practices.
This document outlines Aiden’s commitments related to Business Continuity and Disaster Recovery in accordance with Texas DIR supplier requirements. It addresses:
· Service Availability
· Recovery Time Objectives (RTO)
· Recovery Point Objectives (RPO)
All commitments outlined herein are designed to be transparent, achievable, and aligned with industry best practices and the capabilities of Microsoft Azure, which underpins Aiden’s core infrastructure.


Service Availability
The following table details Aiden’s Service Level Objectives for application patching. 
	SLO
	Definition
	Response Time Target
	Resolution Target
	Measurement

	“Zero Day Critical” Package
	A security vulnerability being exploited in the wild or an application functional issue preventing productive work and defined as a zero-day exploitation in agreement with Aiden.
	95% of tickets within 4 Business Hours.  Measured quarterly.
	95% of tickets within 1 Business Day.
Measured quarterly.
	[bookmark: _Toc201307043][bookmark: _Toc201308091]Measured by Aiden’s ticketing system during standard business hours.  The clock starts once Aiden is notified or becomes aware of the Zero Day threat.

	Non-Critical (Low Complexity)
	A regular patch cycle or application package or update currently available in the Aiden library.  Requires little to no customization.
For example:  Zoom
	95% of tickets within 8 Business Hours.
Measured quarterly.
	95% of tickets within 5 Business Days.
Measured quarterly.
	Measured by Aiden’s ticketing system during standard business hours.

	Non-Critical (Medium Complexity)
	A regular patch cycle, application package, or update that is not currently available in the Aiden library and is defined by Aiden as a ‘medium’ in complexity with customizations. 
Typically, a commercially available and supportable application from a reputable vendor, with a documented process for automating the installation.
 
	95% of tickets within 8 Business Hours.
Measured quarterly.
	95% of tickets within 10 Business Days.
Measured quarterly.
	Measured by Aiden’s ticketing system during standard business hours.

	Non-Critical (High Complexity)
	A regular patch cycle or application package or update that is not currently available in the Aiden library and is defined by Aiden as ‘high’ in complexity.  
Typically, this might include an in-house developed software application or an application no longer supported by the original vendor or requiring specific and lengthy discussions with the application provider (internal or external) to achieve a successful install.
	95% of tickets within 8 Business Hours.
Measured quarterly.
	By agreement on a case-by-case basis.
	Measured by Aiden’s ticketing system during standard business hours.



Recovery Time Objectives (RTO)
Aiden leverages Microsoft Azure as the foundation for its services and adheres to the fault-tolerant, regionally redundant architecture standards it provides.
	Component
	RTO Commitment

	Core Application Services
	≤ 4 hours

	Deployment and Automation Engines
	≤ 8 hours

	Customer-Facing Portal Access
	≤ 4 hours

	Data Recovery (for audit/compliance logs)
	≤ 24 hours


Recovery POINT Objectives (RPO)
Aiden use of Azure-native services ensures data durability, versioning, and geographically redundant storage. RPO thresholds are based on Azure-managed backup and recovery capabilities.
	Data Type
	RPO Commitment

	Application Packages and Scripts
	≤ 1 hour (replicated and versioned in real time)

	Compliance and Policy State
	≤ 4 hours

	Audit and Historical Logs
	≤ 8 hours (point-in-time restore enabled)


Final Notes

Aiden’s SOC 2 Type 2 certification verifies that these practices are supported by strong internal controls related to security, availability, and processing integrity, as confirmed through third-party audit.
All Aiden-hosted services are continuously monitored for availability and performance through internal automation.
Aiden maintains full documentation of its business continuity and disaster recovery protocols, which are reviewed at least annually or upon material changes to service infrastructure.
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