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 End User License Agreement 


 
CARAHSOFT TECHNOLOGY CORPORATION and Customer agree that the following terms and conditions will apply 
to the licenses and services provided under this End User License Agreement. 


 
1. Definitions 


a. “Confidential Information” means any business, marketing, technical, scientific or other information 
disclosed by either party which, at the time of disclosure is designated as confidential (or like designation), is 
disclosed in circumstances of confidence, or would be understood by the parties, exercising reasonable 
business judgment, to be confidential. 


b. “Documentation” means the written documentation provided by CARAHSOFT TECHNOLOGY 
CORPORATION with the Software. 


c.  “Installation and Training Services” means Software installation and training services provided by 
CARAHSOFT TECHNOLOGY CORPORATION to Customer pursuant to an CARAHSOFT TECHNOLOGY 
CORPORATION quoted per the GSA Contract 47QSWA18D008F.. 


d.  “Services” means consulting, installation, training, support, and maintenance services provided by 
CARAHSOFT TECHNOLOGY CORPORATION pursuant to this Agreement, including without limitation the 
Support and Maintenance Services and Installation and Training Services. 


e.  “Support and Maintenance Services” means Software support and maintenance services provided by 
CARAHSOFT TECHNOLOGY CORPORATION to Customer in accordance with CARAHSOFT 
TECHNOLOGY CORPORATION GSA Contract Schedule 47QSWA18D008F. 


2. Software License 


a. Licenses. Subject to the terms and conditions of this Agreement, CARAHSOFT TECHNOLOGY 
CORPORATION grants to Customer a non-exclusive, non-transferable, internal license to (a) use the 
Enterprise Server Software on no more than the number of computers licensed to Customer, (b) use no 
more copies of the Software than what has been licensed to Customer, and (c) make a reasonable number 
of additional copies of the Software solely for archival or back-up purposes only. CARAHSOFT 
TECHNOLOGY CORPORATION grants Customer a nonexclusive, nontransferable, nonassignable license 
to use the results of the Services solely with the Software and pursuant to the terms and conditions of this 
Agreement and not for distribution or resale to third parties. 


b. Proprietary Rights Protection. This license confers no ownership rights to Customer and is not a sale of 
any rights in the Services, the Software, the Documentation or the media on which either is recorded or 
printed. Customer does not acquire any rights, express or implied, in the Software, other than those rights 
specified in this Agreement. CARAHSOFT TECHNOLOGY CORPORATION or its third party licensors shall 
own and retain ownership of all right, title, and interest in and to (i) the Services and the Software and any 
copies, modifications, enhancements, and derivative works thereof; (ii) the Documentation and any copies 
thereof; (iii) any ideas, suggestions, or feedback relating to the foregoing (“Feedback”); and (iv) all 
intellectual property rights embodied within the foregoing (i)-(iii). Customer hereby irrevocably assigns and 
agrees to assign all of its right, title, and interest in and to any Feedback to CARAHSOFT TECHNOLOGY 
CORPORATION. Customer shall not copy, modify, adapt or merge copies of the Software except as 
provided in this Agreement. Customer shall not translate, reverse engineer, de-compile or disassemble the 
Software, except to the extent that law explicitly prohibits this contractual restriction, or use the Software in a 
service bureau or for the benefit of third parties. 


c. High-Risk Activities. The Software is intended for standard business purposes and is not intended for use 
in connection with any activity that could result in personal injury or death in the event that data, a device or 
other information becomes inaccessible as a result of the Software. Customer agrees that it is aware of the 
above stated risks and that Customer shall indemnify CARAHSOFT TECHNOLOGY CORPORATION as 
directed in FAR 52.212-4 for any liability in connection with any such high-risk activity. 


d. Audit Rights. Customer shall keep reasonable records relating to its use of the Software and its compliance 
with the license granted herein. 
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3. Orders and Delivery 


a. Software Orders. Customer shall be entitled to order Software or other products or services pursuant to a 
purchase order document accepted by CARAHSOFT TECHNOLOGY CORPORATION. Such Software shall 
be deemed delivered pursuant to the terms of this Agreement. A purchase order shall be in writing and 
identify the Software being ordered, and the shipping and invoicing locations. All terms and conditions on a 
purchase order document shall be of no contractual effect between the parties. 


b. Delivery. CARAHSOFT TECHNOLOGY CORPORATION shall deliver Customer’s order to a location 
specified by the Customer within thirty (30) days of receipt of such order, subject to the receipt of all 
required documentation, including any required export and import permits. Thereafter, Customer shall be 
responsible for and bear all expenses (including taxes) related to making the permitted number of copies 
and distributing such copies as permitted in this Agreement. Customer will be the importer of record for the 
Software. 


4. Price and Payment 


a. Price. The fees for Software and Services are set forth in CARAHSOFT TECHNOLOGY CORPORATION 
GSA Contract Schedule 47QSWA18D008F. 


5. Installation, Training, Support and Other Services 


a. Installation and Training. CARAHSOFT TECHNOLOGY CORPORATION will provide Installation and 
Training Services as stated in CARAHSOFT TECHNOLOGY CORPORATION GSA Contract Schedule 
47QSWA18D008F. 


b. Support and Maintenance Services. Subject to the payment of the applicable fees, CARAHSOFT 
TECHNOLOGY CORPORATION shall provide annual Support and Maintenance Services to Customer in 
accordance with the terms and conditions set forth in Carahsoft Technology Corporation GSA Contract 
Schedule 47QSWA18D008F. 


c. Other Services. Upon Customer’s request, CARAHSOFT TECHNOLOGY CORPORATION will provide 
other services to Customer pursuant to a mutually agreed upon Statement of Work (“SOW”). 


6. Software Warranty 


a. Software Warranty. CARAHSOFT TECHNOLOGY CORPORATION warrants that for a period of ninety 
(90) days from the date of each purchase (i) each item of Software will perform in substantial accordance 
with the Documentation delivered with such Software, and (ii) at the date of each purchase, CARAHSOFT 
TECHNOLOGY CORPORATION shall have used commercially reasonable efforts to cause the Software to 
be free of any known computer virus or harmful, malicious, or hidden program, data, or other computer 
instructions whose purpose is to disrupt, damage, or interfere with the use of computer and 
telecommunications software or hardware for their normal purposes (except as in accordance with the 
Documentation). 


b. Exceptions to Warranty. Notwithstanding the foregoing, CARAHSOFT TECHNOLOGY CORPORATION 
shall have no obligation to fix errors in the Software caused by accident, misuse, abuse, improper operation, 
misapplication, or any other cause external to the Software, or if such repair service would constitute an 
excluded service pursuant to the Support and Maintenance Services provisions. 


c. Remedy for Breach of Warranty. CARAHSOFT TECHNOLOGY CORPORATION’s exclusive liability and 
the Customer's sole and exclusive remedy for breach of the provisions of this warranty section shall be, at 
CARAHSOFT TECHNOLOGY CORPORATION’s option, to (i) repair or replace the Software which does not 
meet CARAHSOFT TECHNOLOGY CORPORATION’s warranty and which is returned to CARAHSOFT 
TECHNOLOGY CORPORATION, or (ii) take return of the Software and refund the license fees paid for the 
Software. 


7. Intellectual Property 


a. Intellectual Property Indemnity. CARAHSOFT TECHNOLOGY CORPORATION shall defend Customer 
from any claims by third parties that the Software furnished and used within the scope of this Agreement 
infringes upon or misappropriates a Canadian, United States or European Union patent, copyright, or trade 
secret (a “Claim”), and will pay any damages, settlements, costs, and expenses, including without limitation 
court costs and reasonable attorney’s fees, finally awarded against Customer by a court or arbitrator in any 
proceeding related to such Claim, provided, however, that the Customer (i) gives to CARAHSOFT 
TECHNOLOGY CORPORATION prompt written notice of each Claim threatened or received by the 
Customer, (ii) gives to CARAHSOFT TECHNOLOGY CORPORATION the exclusive right to control and 
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direct the investigation, defense and settlement of such Claim, and (iii) has not compromised or settled the 
Claim. 
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b. Mitigation by CARAHSOFT TECHNOLOGY CORPORATION. If (i) CARAHSOFT TECHNOLOGY 
CORPORATION becomes aware of an actual or potential Claim, or (ii) Customer provides CARAHSOFT 
TECHNOLOGY CORPORATION with notice of an actual or potential Claim, CARAHSOFT TECHNOLOGY 
CORPORATION may (or in the case of an injunction against Customer, shall), at CARAHSOFT 
TECHNOLOGY CORPORATION’s sole option and expense: 


1) procure for the Customer the right to continue to use the affected portion of the Software; 


2) modify or replace the affected portion of the Software with functionally equivalent or superior software 
so that Customer’s use is non-infringing; or 


3) if 1) and 2) are not commercially reasonable, take return of the affected portion of the Software and pay 
to Customer the cost of the affected portion of the Software depreciated over a three (3) year period 
from the date of acquisition on a straight line basis less any outstanding moneys owed on such affected 
portion of the Software. 


c. Exceptions to Indemnity. CARAHSOFT TECHNOLOGY CORPORATION shall have no liability, and shall 
be indemnified and held harmless by the Customer against any Claim in respect of any Software if: 


1) such Software is used by the Customer outside the scope of the license granted in this Agreement or in 
a manner or for a purpose other than that for which it was supplied, as contemplated by CARAHSOFT 
TECHNOLOGY CORPORATION’s Documentation; 


2) such Software is modified by the Customer without the written consent of CARAHSOFT TECHNOLOGY 
CORPORATION; 


3) such Software is used by the Customer in combination with other software or hardware not supported 
per the Documentation and the infringement arises from such combination or the use thereof; or 


4) the Claim relates to the use of any version of the Software other than the current, unaltered release, if 
such Claim would have been avoided by the use of a current unaltered release of the Software. 


d. LIMIT TO INDEMNITY. THE PROVISIONS OF THIS ARTICLE 7 STATE THE SOLE AND EXCLUSIVE 
LIABILITY OF CARAHSOFT TECHNOLOGY CORPORATION, AND THE SOLE AND EXCLUSIVE 
REMEDY OF CUSTOMER WITH RESPECT TO ANY CLAIM OF THE NATURE DESCRIBED 
HEREIN. Disputes between the 
parties will be governed by the Contract Disputes Act and any remedies/liabilities afforded under 
that body of case law 


8. Limitation of Liability 


a. EXCEPTIONS. NOTWITHSTANDING THE FOREGOING, NO LIMITATION OF EITHER PARTY’S 
LIABILITY SET FORTH IN THIS AGREEMENT SHALL APPLY TO (I) DAMAGES ARISING FROM A 
PARTY’S BREACH OF ITS CONFIDENTIALITY OBLIGATIONS, (II) DAMAGES ARISING FROM 
INFRINGEMENT OF THE OTHER PARTY’S INTELLECTUAL PROPERTY RIGHTS, OR (III) CLAIMS 
FOR BODILY INJURY OR DAMAGE TO TANGIBLE PROPERTY CAUSED BY THE NEGLIGENCE OF 
SUCH PARTY OR ITS EMPLOYEES, SUBCONTRACTORS OR AGENTS. 


9. Confidentiality 


a. Treatment of Confidential Information. Customer acknowledges that the Software (and any information 
incorporated therein or related thereto) is the Confidential Information of CARAHSOFT TECHNOLOGY 
CORPORATION. Each party shall retain the Confidential Information of the other party in confidence and 
shall use and disclose it solely for the purpose of, and in accordance with, this Agreement. Each party shall 
only disclose Confidential Information of the other party to those of its employees with a need to know such 
Confidential Information. Each party shall use the same degree of care as it uses to protect its own 
confidential information of a similar nature, but no less than reasonable care, to prevent the unauthorized 
use or disclosure of the other party’s Confidential Information. 


b. Neither party shall be bound by any obligations restricting disclosure and use set forth in this Agreement 
with respect to Confidential Information of the other party, or any part thereof, which: 


1) was known to the receiving party prior to disclosure; 


2) was lawfully in the public domain prior to its disclosure, or becomes publicly available other than 
through a breach of this Agreement; 


3) was disclosed to the receiving party by a third-party, provided that such third-party is not in breach of 
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any confidentiality obligation in respect of such information; or 
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4) is independently developed by the receiving party. 


c. If the receiving party is compelled pursuant to legal, judicial, or administrative proceedings, or otherwise 
required by law, to disclose Confidential Information of the disclosing party, the receiving party shall use 
reasonable efforts to (i) seek confidential treatment for such Confidential Information, and (ii) provide prior 
notice to the disclosing party to allow the disclosing party to seek protective or other court orders. 


10. General 


a. Export Restrictions. The Software and related information is subject to export and import restrictions. 
Customer shall comply with any laws that may impact Customer’s right to export, import or use the Software 
or related information (including, without limitation, United States export laws). Customer shall not use the 
Software or related information for any purposes prohibited by export laws, including, without limitation, 
nuclear, chemical or biological weapons proliferation. Customer shall be responsible for procuring all 
required permissions for any subsequent export, import or use of the Software or related information. 


b. Notice. Any notice to be given hereunder shall be given in writing by receipted e-mail, facsimile, or 
overnight courier, and shall be effective as follows (i) in the case of facsimile or courier, on the next business 
day, and (ii) in the case of receipted mail, five (5) business days following the date of deposit in the mail. 


c. Force Majeure. Except for payment obligations, neither party will be responsible for delays and defaults due 
to war, strikes, fire, acts of God, labor or transportation difficulties, or other causes beyond that party’s 
reasonable control. 


d. Waiver. The failure of a party to claim a breach of any term of this Agreement shall not constitute a waiver 
of such breach or the right of such party to enforce any subsequent breach of such term. 


e. Assignment. Neither party shall assign this Agreement or any of its rights or obligations hereunder without 
the prior written consent of the other party, and any such prohibited assignment shall be null and void. 
Notwithstanding the foregoing, either party may assign this Agreement to any party that acquires all or 
substantially all of its related business by merger, sale of stock or assets, or a similar transaction. 


Additional Government Requirements: 
 


1. For any commercial item including technical data, computer software, computer software documentation, or any 
combination thereof, to the Government, the following provisions shall take precedence over conflicting provisions in any 
license associated with those items, notwithstanding any provisions in those licenses to the contrary through renewals or 
extensions, as needed, to this contract: 


2. Provisions of clause DFARS 252.227-7015, Technical Data–Commercial Items shall apply. 


3. The minimum duration of all commercial licenses shall be for the period of performance of this contract (including 
options, if exercised) plus a period of three years after acceptance of all items (other than technical data or computer 
software) to be delivered under this contract or the termination of this contract. 


4. All licenses shall be consistent with applicable laws, regulations, or policies listed in DFARS 252.225- 7048, Export- 
Controlled Items. 


5. Any license purchased by the contractor under this contract which is associated with any technical data, computer 
software, or computer software documentation delivered or otherwise provided under any CLIN shall transfer or otherwise 
be assigned to the Government upon delivery of that CDRL or CLIN. 


6. Licenses shall not contain any indemnification agreement where the Government’s liability is indefinite, indeterminate, 
unlimited (such a provision would be a violation of the Anti-Deficiency Act) IAW FAR 52.232- 39. 


7. The licensor may not enter Government installations for purposes such as software usage audits or other forms of 
inspection without prior, written Government consent. 


8. Copies of all licenses may be disclosed to third parties when consistent with the Freedom of Information Act. 
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MASTER SERVICE AGREEMENT 


This Master Service Agreement (“Agreement”) by and between Fortra, LLC, a Delaware, United States limited 
liability company, with a principal place of business at 11095 Viking Drive, Suite 100, Eden Prairie, MN 55344 USA 
on behalf of itself and its subsidiaries and affiliated entities (“Fortra”) and customer (“Subscriber”), sets forth the 
standard terms applicable to the service(s) purchased by subscriber and incorporates by reference the terms and 
conditions set forth in any addendum applicable to the actual service(s) procured (“addendum”).  This agreement 
is effective as of the date indicated below (“Effective date”). Notwithstanding any different or additional terms 
Subscriber may reference or provide, Fortra’ offer or acceptance (as applicable) to enter into an agreement with 
Subscriber with respect to the subscription services contemplated hereby, and Subscriber’s access to and use of 
the service, are expressly limited to this Agreement and the applicable addenda and is conditioned on Subscriber’s 
assent hereto.  Fortra and Subscriber are each a Party and may be referred to collectively as the Parties. 


 
1. Definitions 


1.1 “Affiliate” means an entity controlling, controlled by or under common control with Fortra or Subscriber, 
where the root word “control” means (i) owning fifty percent or more of an entity’s voting securities, 
partnership interests, membership interests or the like; (ii) having the right to appoint fifty percent (50%) or 
more of an entity’s Board of Directors or similar governing body; or (iii) having the right to fifty percent or 
more of the profits of an entity or fifty percent or more of the assets of an entity upon dissolution. 


1.2 “Confidential Information” means all non-public, confidential or proprietary information, in whatever form 
or medium, disclosed before, on or after the Effective Date, by one Party to the other Party or its Affiliates, 
or to any of such Party’s or its Affiliates’ employees officers, directors, partners, members, shareholders, 
agents, attorneys, accountants, contractors or advisors, and shall include, but not be limited to, the Services 
rendered by Fortra to Subscriber, the Software licensed by Fortra to Subscriber, information relating to a 
Party’s business concepts, non-public or personal information about customers, merchandising methods, 
ideas, processes, formulas, data programs, know-how, improvements, discoveries, business plans, financial 
information and compilations, developments, designs, inventions, techniques, marketing plans, strategies, 
forecasts, potential new product information, budgets, technology, projections, pricing strategies, costs, 
customer and supplier information, consumer personally identifiable information and all other information 
defined as a “trade secret” under the laws of the applicable jurisdictions. Confidential Information does not 
include any information that the receiving Party can establish:  (i) was known to the receiving Party prior to 
receiving the same from the disclosing Party, free of any restrictions and in connection with this Agreement; 
(ii) is independently developed by the receiving Party without reference to the other Party’s Confidential 
Information; (iii) is acquired by the receiving Party from another source without restriction as to use or 
disclosure; or (iv) is or becomes part of the public domain through no fault or action of the receiving Party. 


1.3 “Content” means any data or document owned or licensed by Subscriber that is loaded into a Subscription 
Service by Subscriber. 


1.4 “Documentation” means Fortra’s then-current online user guides, as updated from time to time, and as may 
be made accessible from within the “Help” feature of the Service. It may also include any tutorials, technical 
publications, and materials supplied with the Service(s), which include system requirements for 
implementation and operation of the Software or Subscription Service(s). 


1.5 “Effective Date” for this Agreement is the date set forth in a signature page to this Agreement, and the 
Effective Date for each Service Order means the earlier of the date on the applicable Service Order; or the 
date Subscriber downloads, installs or uses the Software or Subscriber Services.  


1.6 “Invoice” means any statement of charges issued by Fortra for fees. 
1.7 “Maintenance Services” means the support and maintenance services provide by Fortra to Customer in 


accordance with the applicable maintenance policies and/or addendum attached. 
1.8 “Person” means an individual, corporation, partnership, joint venture, limited liability company, 


governmental authority, unincorporated organization, trust, association or other entity. 
1.9 “Personal Information” means any information relating to an identified or identifiable natural person who 


can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors specific to the physical, 
physiological, genetic, mental, economic, cultural or social identity of that natural person. Personal 
Information is Confidential Information. 


1.10 “Professional Service” means implementation or integration services; training services; programming or 
coding services; data conversion services; consulting, or other customized services, provided by Fortra at 
the request of the Subscriber, and does not include Software, Maintenance or Subscription Services. 


1.11 “Seats” means individuals with a unique user identification that can utilize or be managed by the Software, 
including but not limited, to those individuals that are included in profile data store and designated by 
Subscriber as either “active” or “inactive”.  
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1.12 “Service Order” means the applicable Quote or statement of work issued by Fortra for the Services, which 
includes term specific pricing and subject to the terms and conditions set forth in this Agreement and which 
is signed by a duly authorized representative of Subscriber. 


1.13 “Service(s)” means, collectively, Software, Subscription Services, Maintenance Services and Professional 
Services provided by Fortra. The Services provided will be licensed more specifically as set forth in a Service 
Order and the applicable Addenda.    


1.14 “Software” means any software provided by Fortra for use in conjunction with the Services, including all 
updates, add-ons, and enhancements. 


1.15 “Subscription Period” if applicable, means the annual time period for the grant to the Subscriber of a 
subscription license to the Software as indicated on an Invoice. 


1.16 “Third-Party Software”, if applicable, means software products not developed by Fortra and/or its 
subsidiaries that Fortra may distribute or make available to Subscriber specifically for purposes related to 
the Services, Software and this Agreement. All Third-Party Software shall be governed strictly and solely by 
such third-party’s (i) clickwrap agreement, which requires Subscriber to “Accept” and/or “Agree” before 
utilizing and/or installing such software; (ii) the terms and conditions referenced via a universal resource 
locator (URL) indicated on the applicable quotation; or (iii) terms and conditions contained within a text file 
(e.g. .txt), which accompanies the Third-Party Software.  


1.17 “Subscription Duration” is defined in the applicable Service Order, and starts on the Subscription Start 
Date.  


1.18 “Subscription Service(s)” is defined as a software as a service application that is licensed for use under 
this Agreement.  


1.19 “Subscription Start Date” is defined in the applicable Service Order or date of first use of applicable Service, 
whichever comes first. 


1.20 “Quote” means the ordering document or statement specifying the details of the Services to be provided by 
Fortra and purchased by Customer, which may include, without limitation, applicable fees, number of 
authorized users, the volume of use or data permitted, the Subscription Duration, any Service(s) to be 
performed by Fortra. 


 
2. Services. 


2.1 Agreement to Comply with Terms. Subscriber and Fortra hereby agree to comply with the terms and 
conditions of this Agreement and each Addendum applicable to the Service(s) being procured. The terms 
and conditions of each such applicable Addendum, Invoice and Service Order are hereby incorporated into 
this Agreement by this reference. 


2.2 Professional Services. If set forth in a Quote, Fortra shall provide Professional Services for Subscriber 
pursuant to the terms of Fortra’s Service Order. 


 
3. Ownership.  Grant of Rights 


3.1 No Intellectual Property Assignment.  Fortra owns all right, title and interest in and to all versions of the 
Service(s) and all data related to the Service, and the development, creation, and delivery thereof, including, 
without limitation, any patents, copyrights, service marks, trademarks, trade secrets, and other intellectual 
property rights therein, and nothing in this Agreement shall be deemed to constitute a transfer or assignment 
of any such rights.  Fortra shall have a royalty-free, worldwide, transferable, sub-licensable, irrevocable, 
perpetual license to use or incorporate in the Service any suggestions, enhancement requests, 
recommendations or other feedback provided by Subscriber relating to the Service (“Feedback”).  In no event 
shall feedback be deemed to be Subscriber Confidential Information.  


3.2 Software and Subscription Services. Subject to the terms and provisions of this Agreement, including 
Customer’s payment obligations, Fortra hereby grants to Customer, and Customer hereby accepts, a limited 
non-exclusive, non-transferable, non-assignable, and worldwide license for the Subscription Duration to 
access and use the Services in third party cloud platform or infrastructure chosen by Fortra and in object 
code/executable form for internal business purposes in the quantities set forth in the applicable Service 
Order, along with the applicable Documentation.  The Service will be deemed accepted upon delivery of the 
access information. Subscriber’s use of the Services is subject to Fortra’s then current privacy policy attached 
hereto.  


3.3 Restrictions. Subscriber specifically agrees to limit the use of the Service(s), Documentation, and Third-Party 
Software (if any) to those specifically granted in this Agreement. Subscriber must strictly comply with the 
terms and conditions of this Agreement including, without limitation, the following: (a) Subscriber may use 
the Service for Subscriber’s own internal business purposes and shall not outsource, sublicense, resell, 
lease, transfer or otherwise allow use of the Service for the benefit of any third party; and (b) Subscriber shall 
not (i) create localized or derivative works based on the Service, modify or port Service, or cause or permit 
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others to; (ii) modify, reverse engineer, translate, disassemble, attempt to derive the source code or 
decompile the Service, or cause or permit others to; (iii) access the Service in order to build a competitive 
product or service; (iv) remove any of Fortra’ or its vendors’, copyright notices and proprietary legends;  (v) 
attempt to circumvent, disable or defeat the limitations on Subscriber’s use of the Service which are encoded 
into the Service and/or Third-Party Software’s key; (vi) use the Service and/or Third-Party Software (a) to 
infringe on the intellectual property rights of Fortra or any third party, or any rights of publicity or privacy; (b) 
to violate any law, statute, ordinance or regulation (including but not limited to the laws and regulations 
governing export/import control, unfair competition, anti-discrimination and/or false advertising); (c) to 
propagate any virus, worms, Trojan horses or other programming routine intended to damage any system or 
data; (d) in any application that may involve risks of death, personal injury, severe property damage or 
environmental damage, or in any life support applications, devices or systems; and/or (e) such that the total 
number of Authorized Users or Authorized Devices in excess of the total Seats or other license metric 
allocated to Customer as reflected in the applicable Service Order or Invoice; (vi) file copyright or patent 
applications that include the Service and/or Third-Party Software or any portion thereof; (vii) use the Third-
Party Software within any other applications or products other than with the Service; and/or (viii) make any 
Customer copies of the Service and/or Third Party Software except with the prior written approval of Fortra 
and for nonproductive backup purpose only. Subscriber may not disclose results of any Services or program 
benchmark tests without Fortra’ prior written consent; or license, sell, rent, lease, transfer, assign, distribute, 
share, display, host, outsource, disclose, permit timesharing or service bureau use, or otherwise 
commercially exploit or make the Services, Fortra Documentation or materials available, to any third party 
other than, as expressly permitted under the terms of the Agreement.  Without limiting any of the above, 
Subscriber may not combine the Services with any other services or software to create a commercially 
available solution.  Except as expressly provided herein, no part of the Services may be copied, reproduced, 
distributed, republished, downloaded, displayed, posted or transmitted in any form or by any means, 
including but not limited to electronic, mechanical, photocopying, recording, or other means; and Subscriber 
agree to make every reasonable effort to prevent unauthorized third parties from accessing or using. 


3.4 Authorized Users. The rights granted to Subscriber under the Agreement are also conditioned on the 
following: the rights of any Authorized User permitted to use the Services cannot be shared or used by more 
than one individual (unless such permission is reassigned in its entirety to another authorized user, in which 
case the prior authorized user shall no longer have any right to access or use the Services).  For server or 
equipment-based licenses, the license may not be transferred to another server or piece of equipment. 


3.5 Administration of Services. Subscriber shall be solely responsible for the acts and omissions of Subscriber 
administrator users and any other user who accesses the Services with Subscriber account credentials. 
Fortra shall not be liable for any loss of data or functionality caused directly or indirectly by the administrator 
Users. Fortra may modify the Services with or without notice to Subscriber.  Subscribers are responsible for 
assessing the suitability of each Service for Subscriber’s intended use.   By using the Services, Subscriber 
accepts responsibility for use of the Services, and acknowledge that they meet Fortra requirements and 
enable Fortra’ compliance with applicable laws.  


3.6 Third-Party Software. Third Party Software that may be appropriate or necessary for use with the Services 
or Software may be specified in the Documentation or on other portals or websites as applicable. For 
Services that allow access to third party services or links to those Services, such third-party services or third-
party sites are subject to those third-party website terms. 


3.7 Subscriber’s Content for Subscription Services.  Subscriber at all times retains full right, title and interest to 
its Confidential Information and as applicable to Services, Content.  Subscriber represents and warrants that, 
to its actual or constructive knowledge, the use or transmission of the Content does not violate any applicable 
laws.  Fortra strongly recommends that Subscriber maintain appropriate backup copies of the Content. 


3.8 License to Content.  Fortra does not, directly or indirectly, have the ability to view the Content; however in 
order to provide the Services, certain rights to the Content are required.  To that end, Subscriber hereby 
grants Fortra a non-exclusive, non-transferable (subject to Section 11.5 (Assignment)), royalty-free, right to 
process and display Content during the Term, solely to the extent necessary to provide the Services 
hereunder.   


3.9 Personal Information.  In providing the Services hereunder, Subscriber may disclose Personal Information 
to Fortra.  If applicable, Fortra shall process all Personal Information in accordance with the Data Processing 
Addendum attached as Exhibit A to the applicable Service Order. 


3.10 Future Features and Functionality. Subscriber agrees that any purchases under this Agreement are not 
contingent on the delivery of any future feature or functionality or dependent on any oral or written public or 
private comments made by Fortra regarding future features or functionality. Fortra may release 
improvements and other features and functionality in its discretion. Some features and functionality may be 
available only with certain versions of the Service(s). 
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4. Subscriber Responsibilities. 


4.1 Export Control. Subscriber acknowledges that the Software and/or Services are subject to export control 
laws in the United States, the United Kingdom (UK) and elsewhere.  Subscriber shall comply with all 
applicable export laws, obtain all applicable export licenses and will not export or re-export any part of the 
Software and Services to any country in violation of such restrictions. Subscriber acknowledges that the 
Software and/or Services are subject to export control laws in the United States, the United Kingdom (UK) 
and elsewhere.  Subscriber shall comply with all applicable export laws, obtain all applicable export licenses 
and will not export or re-export any part of the Software and Services to any country in violation of such 
restrictions. Subscriber acknowledges that the Software and/or Services licensed pursuant to this Agreement 
may also be subject to export controls applicable to cybersecurity items under the U.S. Export Administration 
Regulations (“EAR”).  Subscriber shall not use the Software and/or Services, or allow the same to be used, 
to affect the confidentiality, integrity, or availability of information or information systems, without 
authorization by the owner, operator, or administrator of the information system (including the information 
and processes within such systems).  Subscriber further represents and warrants that it will not export, 
reexport, or transfer (in country) the Software and/or Services to be used to affect, without authorization, the 
confidentiality, integrity, or availability of information or information systems; nor does Subscriber know or 
have reason to know that the Software and/or Services will be put to such use. 


4.2 Anti-Corruption Laws. Subscriber represents and warrants that it has not taken, and will not take, any action 
that would cause the other Party, and its subsidiaries or affiliates to violate any anti-corruption law, including 
but not limited to the United States Foreign Corrupt Practices Act, the UK Bribery Act, and all other applicable 
anti-corruption laws.    


4.3 Audit; Excess Users.  Subscriber will maintain records reasonably required to verify its compliance with this 
Agreement.  Without limitation to the foregoing, Subscriber will purchase sufficient licenses for the number 
of Seats or other license metric it will need at all times.  On Fortra’s written request, not more frequently than 
annually, Fortra may audit Subscriber’s use of the Software or Services.  Any such audit shall be conducted 
during Subscriber’s normal business hours, subject to Government security requirements,  and in such a 
manner as to avoid unreasonable interference with Subscriber’s business operations. If an audit reveals that 
Subscriber has underpaid fees to Fortra, Subscriber shall be invoiced for such underpaid fees. 


4.4 Subscriber acknowledges that the Services are a “Commercial Item”, as that term is defined at 48 C.F.R. § 
2.101, consisting of “Commercial Computer Software” and “Commercial Computer Software 
Documentation,” as such terms are used in 48 C.F.R. § 12.212 and 48 C.F.R. § 227.7202, as applicable.  
Consistent with 48 C.F.R. §§ 12.212, 227.7202-1 through 227,7202-4, the Commercial Computer Software 
and Commercial Computer Software Documentation are being licensed to U.S. Government end-users (a) 
only as Commercial Items and (b) with only those rights as are granted to all other end-users pursuant to the 
terms and conditions in this Agreement. 


4.5 Installation and/or Use. Upon payment of the fees, Fortra shall deliver a key to make the current version of 
the Service(s) available to Subscriber. The Services shall be deemed delivered once it is made available to 
Subscriber and the license to the Services shall commence upon such delivery.     


 
5. Payment of Fees; Suspension.  


5.1 Fees. This Section 5 applies only if the Subscription Service is purchased directly from Fortra.  For clarity, 
Section 5.1 does not apply to Subscription Services purchased through an authorized reseller of Fortra.  
During the term of this Agreement, Subscriber shall pay Fortra the fees set forth in the applicable Service 
Order in accordance with the GSA Schedule Pricelist. Fees for the initial Subscription Duration of a valid 
Service Order shall be invoiced upon execution of such Service Order. Subsequent fees shall be invoiced 
prior to the start of the following annual period.  All undisputed amounts payable to Fortra shall be due net 
thirty (30) days from date of invoice receipt. If Subscriber in good faith disputes all or a portion of an Invoice, 
then Subscriber shall inform Fortra within fifteen (15) days following Subscriber’s receipt of the applicable 
invoice.  Following receipt of Subscriber’s written dispute, the Parties shall work together, in good faith and 
acting reasonably, to resolve said dispute.  Promptly following resolution of such dispute, Subscriber shall 
pay any amounts determined to be owing as a result of the dispute’s resolution.  Notwithstanding the 
foregoing, Subscriber shall be responsible for promptly paying that portion of the Invoice not in dispute.  Non-
payment or late payment of undisputed fees is a material breach of this Agreement.  If past due more than 
thirty (30) days and notified of past due status, Subscriber shall pay interest on the overdue balance at the 
interest rate established by the Secretary of the Treasury as provided in 41 U.S.C. 7109, which is applicable 
to the period in which the amount becomes due, and then at the rate applicable for each six-month period 
as fixed by the Secretary until the amount is paid. Fortra shall state separately on invoices taxes excluded from the 


fees, and the Subscriber agrees either to pay the amount of the taxes (based on the current value of the equipment) or 
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provide evidence necessary to sustain an exemption, in accordance with 552.212-4(k).  In the event of a conflict in 
terms between this Section 5.1 and an applicable Service Order, the applicable terms of such Service Order 
shall prevail.  


5.2 Suspension. Fortra may immediately temporarily suspend your password, account, and access to or use of 
the Services: (a)reserved, (b) reserved(c) Fortra reasonably concludes that Subscriber’s use of the Services 
is causing immediate and ongoing harm to Fortra or others. If Fortra must suspend delivery of the Services, 
Fortra shall notify Subscriber of the suspension and the parties shall diligently attempt to resolve the issue. 
Fortra shall not be liable to Subscriber or to any third party for any liabilities, claims or expenses arising from 
or relating to any suspension of the Services in accordance with this Section. 


5.3 Taxes. Fortra shall state separately on invoices taxes excluded from the fees, and the Subscriber agrees either to pay 


the amount of the taxes (based on the current value of the equipment) or provide evidence necessary to sustain an 


exemption, in accordance with 552.212-4(k).  In no event will either Party be liable for any taxes levied against 
the other Party’s net income. 


 
6. Term and Termination  


6.1 Term.  This Agreement commences on the Effective Date and shall continue until the expiration of all Service 
Orders under this Agreement, unless earlier terminated as described below. 


6.2 Term and Termination of the Agreement.   When the End User is an instrumentality of the U.S., recourse 
against the United States for any alleged breach of this Agreement must be brought as a dispute under the 
contract Disputes Clause (Contract Disputes Act). During any dispute under the Disputes Clause, Fortra shall 
proceed diligently with performance of this Agreement, pending final resolution of any request for relief, claim, 
appeal, or action arising under the Agreement, and comply with any decision of the Contracting Officer.  


6.3 Term of a Service Order. The initial term of a Service Order shall start on its Subscription Start Date as 
indicated in such Service Order, and ends on the last day of its Subscription Duration. A Service Order may 
be renewed for subsequent terms equal to the Subscription Duration by executing a written order for the 
successive renewal term. Within the sixty (60) day period prior to the expiration of the current Subscription 
Duration, Fortra shall send Subscriber an Invoice for the next Subscription Duration.  Subscriber’s payment 
in response to an Invoice prior to the expiration date of the then-current Subscription Renewal will extend 
the Services until the new expiration date indicated on the Invoice.     If only one or more Service Orders are 
terminated but the Agreement and other Service Orders remain in effect, the foregoing shall only apply with 
respect to the Service Order(s) being terminated. Termination shall not relieve Subscriber’s obligation to pay 
all undisputed charges accrued before the effective date of termination. 


6.4 Termination for Breach/Insolvency. When the End User is an instrumentality of the U.S., recourse against 
the United States for any alleged breach of this Agreement must be brought as a dispute under the contract 
Disputes Clause (Contract Disputes Act). During any dispute under the Disputes Clause, Fortra shall proceed 
diligently with performance of this Agreement, pending final resolution of any request for relief, claim, appeal, 
or action arising under the Agreement, and comply with any decision of the Contracting Officer. 


6.5 Consequences of Termination. Immediately upon termination of this Agreement or a particular Service 
Order(s), (a) the licenses granted to either Party shall immediately terminate; (b) upon written request, each 
Party shall destroy or return to the other Party any and all Confidential Information received from the other 
Party; and (c) Subscriber shall cease to use the Service and Fortra shall cease hosting the Service for access 
by Subscriber.  On termination or expiration of this Agreement for any reason, Subscriber shall make no 
further use of the Software and/or Services and shall either return to Fortra or destroy originals and all copies 
of the Software and Software Documentation.  Subscriber shall supply a written affidavit executed by an 
officer of Subscriber to Fortra certifying that it no longer possesses any embodiments of the Software or 
Software Documentation. 
 


7. Limited Warranties.   
7.1 Subscription Services.  Fortra represents and warrants that it will perform the Service in a good and 


workmanlike manner in accordance with applicable industry standards. Subscriber’s sole and exclusive 
remedy and Fortra’ entire liability for any breach of this Section 7.1 shall be as follows: Fortra will have thirty 
(30) days after written notice to deliver a correction that resolves the nonconformance of the Service with 
this Section 7.1 or shall refund to the Subscriber any prepaid Service fees paid under this Agreement in a 
prorated amount based on the remaining days in the Subscription Duration, and all remaining obligations 
under this Agreement shall be terminated. 


7.2 Disclaimer. EXCEPT AS EXPRESSLY SET FORTH ABOVE IN THIS SECTION 7.2, HELPSYSTEMS DOES 
NOT MAKE ANY REPRESENTATIONS OR WARRANTIES THAT THE FUNCTIONS PERFORMED BY 
THE SERVICE WILL MEET SUBSCRIBER’S REQUIREMENTS, THAT THE OPERATION OF THE 
SERVICE WILL BE UNINTERRUPTED OR ERROR FREE, OR THAT ALL DEFECTS IN THE SERVICE 
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WILL BE CORRECTED. HELPSYSTEMS CANNOT AND DOES NOT REPRESENT OR WARRANT THAT 
THE SERVICE IS FREE OF VIRUSES OR OTHER HARMFUL COMPONENTS. THEREFORE, 
SUBSCRIBER SHOULD USE INDUSTRY-RECOGNIZED SOFTWARE TO DETECT AND DISINFECT 
VIRUSES FROM ANY UPLOAD AND DOWNLOAD TO AND FROM THE SERVICE.  EXCEPT AS 
EXPRESSLY PROVIDED TO THE CONTRARY IN A WRITING BY HELPSYSTEMS, THE SERVICE IS 
PROVIDED ON AN “AS IS” BASIS WITHOUT WARRANTIES OF ANY KIND, EITHER EXPRESS OR 
IMPLIED. HELPSYSTEMS DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, 
INCLUDING, WITHOUT LIMITATION, ANY AND ALL IMPLIED WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. HELPSYSTEMS DOES 
NOT REPRESENT OR WARRANT THAT THE SERVICE IS ACCURATE, COMPLETE, RELIABLE, 
CURRENT OR WILL BE UNINTERRUPTED OR ERROR-FREE. 


 
8. Indemnification   


8.1 Fortra Indemnity. Fortra shall have the right to intervene to defend Subscriber, officers and directors, 
employees and agents against any third party claims that the use of the Service as contemplated hereunder 
infringes any U.S. copyrights, patents or other intellectual property right of a third party, and Fortra shall pay 
any losses, damages, costs, liabilities and expenses (including, but not limited to, reasonable attorneys’ fees) 
finally awarded by a court to such third party or otherwise agreed to in settlement of such claim by Fortra.  
Nothing contained herein shall be construed in derogation of the U.S. Department of Justice’s right to defend any claim 


or action brought against the U.S., pursuant to its jurisdictional statute 28 U.S.C. §516.   
8.2 Reserved.  
8.3 Procedure. If the Service(s) becomes, or in Fortra’ opinion is likely to become, the subject of an infringement 


or misappropriation claim, Fortra  may, at its option and expense, either (i) procure for Subscriber the right 
to continue using the Service(s); (ii) replace or modify the Service(s) so that it becomes non-infringing, or (iii) 
terminate Subscriber’s right to use the Service(s) and give Subscriber a refund or credit of the amounts 
actually paid by Subscriber to Fortra  for the Service(s) less a reasonable allowance for the period of time 
Subscriber has used the Service(s).   Fortra will have no obligation with respect to any infringement or 
misappropriation claim based upon (1) any use of the Service(s) not in accordance with the Agreement or 
for purposes not intended by Fortra; (2) any use of the Service(s) in combination with other products, 
equipment, software, or data not supplied by Fortra; (3) any use of any release of the Service(s) other than 
the most current release made available to Subscriber; or (4) any modification of the Service(s) made by any 
Person other than Fortra. Section 8.1 and 8.3 states Fortra’ entire liability and Subscriber’s sole and exclusive 
remedy for infringement and misappropriation claims and actions. 


 
9. LIMITATION OF LIABILITY.  IN NO EVENT WILL EITHER PARTY, ITS DIRECTORS, OFFICERS, EMPLOYEES 


OR AGENTS BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES, OR ANY OTHER 
DAMAGES OF ANY KIND, INCLUDING BUT NOT LIMITED TO LOSS OF USE, LOSS OF PROFITS OR LOSS 
OF DATA, WHETHER IN AN ACTION IN CONTRACT, TORT (INCLUDING BUT NOT LIMITED TO NEGLIGENCE) 
OR OTHERWISE, ARISING OUT OF OR IN ANY WAY CONNECTED WITH THE AGREEMENT, INCLUDING 
USE OF OR INABILITY TO USE THE  SERVICE, OR ANY MATERIALS CONTAINED IN OR ACCESSED 
THROUGH THE SERVICE, INCLUDING WITHOUT LIMITATION ANY DAMAGES CAUSED BY OR RESULTING 
FROM RELIANCE BY SUBSCRIBER ON ANY INFORMATION OBTAINED FROM HELPSYSTEMS, OR THAT 
RESULT FROM MISTAKES, OMISSIONS, INTERRUPTIONS, DELETION OF FILES OR EMAIL, ERRORS, 
DEFECTS, VIRUSES, DELAYS IN OPERATION OR TRANSMISSION OR ANY FAILURE OF PERFORMANCE, 
WHETHER OR NOT RESULTING FROM ACTS OF GOD, COMMUNICATIONS FAILURE, THEFT, 
DESTRUCTION OR UNAUTHORIZED ACCESS TO HELPSYSTEMS’ RECORDS, PROGRAMS OR SERVICE, 
OR INCLUDING PROBLEMS INHERENT IN THE USE OF THE INTERNET, MOBILE AND PERSONAL 
COMPUTING DEVICES, TRANSMISSION OF ELECTRONIC COMMUNICATIONS OVER THE INTERNET OR 
OTHER NETWORKS, AND THIRD PARTY HOSTING SERVICE PROVIDERS. IN NO EVENT SHALL 
HELPSYSTEMS’ LIABILITY TO SUBSCRIBER AS A RESULT OF ANY CLAIM ARISING UNDER THIS 
AGREEMENT, REGARDLESS OF WHETHER SUCH CLAIM IS BASED ON BREACH OF CONTRACT, TORT, 
STRICT LIABILITY, OR ANY OTHER THEORY OF LIABILITY, EXCEED THE AMOUNTS PAID BY SUBSCRIBER.  
THE FOREGOING LIMITATION OF LIABILITY SHALL NOT APPLY TO (1) PERSONAL INJURY OR DEATH 


RESULTING FROM LICENSOR’S NEGLIGENCE; (2) FOR FRAUD; OR (3) FOR ANY OTHER MATTER FOR WHICH 


LIABILITY CANNOT BE EXCLUDED BY LAW.  
 
10. Confidentiality.   


10.1 Each Party reserves any and all right, title and interest that it may have in or to any Confidential Information 
that it may disclose to the other Party under this Agreement.  The receiving Party will protect Confidential 







 


MSA v.1.0 (November 2022) Fortra Page 7 of 15 


 


Information of the disclosing Party against any unauthorized use or disclosure to the same extent that the 
receiving Party protects its own Confidential Information of a similar nature against unauthorized use or 
disclosure, but in no event less than a reasonable standard of care; provided that the Confidential Information 
of the disclosing Party is conspicuously marked or otherwise identified as confidential or proprietary upon 
receipt by the receiving Party or the receiving Party otherwise knows or has reason to know that the same is 
Confidential Information of the disclosing Party.  The receiving party will use any Confidential Information of 
the disclosing party solely for the purposes for which it is provided by the disclosing Party.  This paragraph 
will not be interpreted or construed to prohibit any use or disclosure of Confidential Information to the extent: 
(a) necessary or appropriate in connection with the receiving Party’s performance of its obligations or 
exercise of its rights under this Agreement or any other agreement between the Parties; or (b) required to be 
disclosed by applicable law (e.g., pursuant to applicable securities laws or legal process), provided that the 
if not prohibited from doing so, the receiving Party uses reasonable efforts to give the disclosing Party 
reasonable advance notice thereof (e.g., so as to afford the disclosing Party an opportunity to intervene and 
seek an order or other appropriate relief for the protection of its Confidential Information from any 
unauthorized use or disclosure).  Fortra and Subscriber agree that upon the request of the disclosing Party, 
the receiving Party will (a) promptly return to the disclosing Party or destroy all materials furnished by the 
disclosing Party containing Confidential Information, together with all copies and summaries of Confidential 
Information in the possession or under the control of the receiving Party, and provide written certification that 
all such Confidential Information has been returned to the disclosing Party, or (b) promptly destroy all 
materials furnished by the disclosing Party containing Confidential Information, together with all copies and 
summaries of Confidential Information in the possession or under the control of the receiving Party, and 
provide written certification that all such Confidential Information has been destroyed by the receiving Party, 
except copies stored for standard back up and retention or for legal purposes.  Fortra recognizes that Federal 


agencies are subject to the Freedom of Information Act, 5 U.S.C. 552, which may require that certain information be 


released, despite being characterized as “confidential” by the vendor 
10.2 Fortra and Subscriber acknowledge and agree that the remedies available at law for any breach of this 


Section will, by their nature, be inadequate.   Accordingly, each Party may obtain injunctive relief or other 
equitable relief to restrain a breach or threatened breach of this Agreement or to specifically enforce this 
Agreement, without proving that any monetary damages have been sustained. 


 
11. General Provisions.  


11.1 The Parties are independent contractors and nothing in this Agreement shall be deemed to create the 
relationship of partners, joint ventures, employer-employee, master-servant, or franchisor-franchisee 
between the Parties.   


11.2 Neither Party is, or will hold itself out to be, an agent of the other Party.  Neither Party is authorized to enter 
into any contractual commitment on behalf of the other Party.  


11.3 This Agreement, together with each Addendum, Service Orders, and Invoice, contains the entire agreement 
of the Parties and supersedes any prior or present understanding or communications regarding its subject 
matter, and may only be amended in a writing signed by an authorized representative of each Party.  In the 
event of a conflict between the terms in a Service Order and the Agreement, the terms contained in the 
Service Order shall control. Neither Party shall be deemed the drafter of this Agreement. No modification of 
this Agreement shall be effective unless in writing and signed by both Parties. All additional and conflicting 
terms and conditions presented with or in any communication, including but not limited to Subscriber’s 
purchase orders (“P.O.”), except with respect to price, quantity and location specified in a P.O., are hereby 
rejected and shall be deemed null and void. 


11.4 In the event any provision of this Agreement is held by a court of law or other governmental agency to be 
void or unenforceable, such provision shall be changed and interpreted so as to best accomplish the 
objectives of the original provision to the fullest extent allowed by law, and the remaining provisions shall 
remain in full force and effect.   


11.5 Subscriber may not assign or otherwise transfer any of its rights or obligations hereunder, by operation of 
law or otherwise, and any assignment or transfer is null and void. Notwithstanding the foregoing, Fortra may 
assign its rights and obligations hereunder to an Affiliate and/or to its successor pursuant to a merger, 
consolidation or sale of substantially all of its assets related to this Agreement in accordance with the 
provisions set forth at FAR 42.1204. This Agreement is binding upon and inures to the benefit of the parties 
hereto and their respective permitted successors and assigns. 


11.6 Subscriber agrees that Fortra may identify Subscriber by name as a customer of Fortra on its website, in 
presentations, in customer lists, or other material that generally identify customers of Fortra to the extent 


permitted by the General Services Acquisition Regulation (GSAR) 552.203-71. Except for the foregoing, Fortra 
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shall not use Subscriber’s name or logo without Subscriber’s prior written permission.  Subscriber shall not 
use Fortra’ name or logo without Fortra’ prior written permission.   


11.7 This Agreement shall be binding upon and inure to the benefit of the parties and their successors and 
permitted assigns.  In accordance with GSAR 552.212-4(f), Neither Party shall be deemed to be in breach 
of this Agreement for any failure or delay in performance (other than fees due hereunder) caused by reasons 
beyond its reasonable control, including acts of God, war, terrorism, strikes, failure of suppliers, fires, floods, 
earthquakes or other force majeure events.  


11.8 Any notice given under this Agreement shall be in writing and shall be effective (i) upon receipt if (a) email 
with read receipt or followed by U.S. mail service; or (b) sent via overnight mail by a nationally recognized 
express delivery service; when addressed to the address set forth above. A copy shall be sent to the address 
above or Contracts@Fortra.com, Attn: Legal. Subscriber understands and acknowledges that notices 
concerning the Subscription Services may be sent electronically to the address specified as Subscriber’s 
primary administrator Account.  


11.9 The Parties’ rights and obligations under this Section 11 (General Provisions), and under Sections 3.1 (No 
Intellectual Property Assignment), 3.3 (Restrictions), Section 7.2 (Disclaimer), Section 8 (Indemnification), 9 
(Limitation of liability), 10 (Confidentiality) shall survive. 


11.10 Governing Law and Jurisdiction. The Parties agree that this Agreement shall be governed by and construed 
in accordance with the Federal laws of the United States. 


11.11 Translations. If this Agreement is translated into any language other than English then the English language 
version shall prevail in the event of any conflicts in the documents. Translations are provided for convenience 
only. 


11.12 Time Limit for Claims.  Any claim must be brought by Subscriber within six (6) years of the date that the 
cause of action arose failing which we shall not be liable to Subscriber.  All class action lawsuits, private 
attorney general actions or similar and trial by jury are excluded to the maximum extent permitted by law. 
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12. Addendum/Addenda incorporated herein by reference: 
12.1 GoAnywhere SaaS Policies 
12.2 GoAnywhere MFT Customer Care Manual 


 
 







 


  


Privacy Policy 
 


Last Updated: May 15, 2023 


Fortra is committed to protecting your privacy. This Statement of Privacy (“Statement”) governs the data collection, 
processing, and usage practices of Fortra on its Website, the websites of its affiliates and subsidiaries (collectively, 
“Website”) and in the other contexts outlined below. In many cases, Fortra shares the various categories of personal 
information identified below with its affiliate and subsidiaries for a variety of purposes (as outlined below). By using the 
Website and/or otherwise engaging with Fortra as described herein, you consent to the data practices described in this 
Statement. 


1.1.1.1 Website Collection, Use Practices and Purposes 
We process personal information for a variety of reasons and we have set out below a description of various ways we may 
collect and use your personal data and the corresponding legal bases we rely on. 


• Information that you provide voluntarily 


CONTEXT TYPES OF INFORMATION 
PRIMARY PURPOSE FOR COLLECTION 
AND USE OF INFORMATION 


Account 
Registration 


When you register an account we collect your name, 
home and/or work address, e-mail address, company 
affiliation, telephone number, and other similar 
information. 


We share information about our 
products and services with individuals 
that consent to receive such 
information. We also have a legitimate 
interest in sharing information about 
important changes to our Website, new 
services and special offers we think you 
will find valuable. 


Mailing List 


When you sign up for one of our mailing lists we collect 
your email address or postal address. As a customer, 
you will be given the opportunity, after registration, to 
notify us of your desire not to receive any further 
promotional e-mails from us. 


We share information about our 
products and services with individuals 
that consent to receive such 
information. We also have a legitimate 
interest in sharing information about 
important changes to our Website, new 
services and special offers we think you 
will find valuable. 


Partner Promotion 
We collect information that you provide as part of a co-
branded promotion with another company. 


We have a legitimate interest in fulfilling 
our promotions. 


Requests/Support 


If you contact us through the Website for support, fill 
out and submit an online form, or request us to contact 
you, we may request to collect your name, e-mail 
address, company affiliation, telephone number, state, 
and country, as well as any other content that you send 
to us, in order to contact you or process your request. 
You are under no obligation to provide such 
information. However, we cannot guarantee that we can 


We have a legitimate interest in 
receiving and processing your requests, 
administering our business activities, 
and providing customer service. 


We also have a legitimate interest to use 
aspects of your data collected in this 
manner in order to improve our 
products, services and customer 







 


  


provide customer support in the event that relevant 
information related to the use of our products or 
services is withheld. 


experience, and/or to draw from such 
communications for statistical and/or 
reference purposes. 


Surveys or 
Contests 


When you participate in a survey or contest, we collect 
information that you provide through the survey. If the 
survey is provided by a third-party service provider, the 
third-party’s privacy policy applies to the collection, use, 
and disclosure of your information. 


Participation in these surveys or contests is completely 
voluntary and you therefore have a choice whether or 
not to disclose additional information that may be 
requested. Information requested via surveys and 
contests may include additional demographic 
information. 


We have a legitimate interest in 
understanding your opinions, and 
collecting information relevant to our 
organization. 


Trade Shows & 
Industry Events 


You may provide information to us directly or indirectly 
at a trade show where Fortra or a Fortra subsidiary is 
represented, either by manually providing us with your 
contact information or by presenting your badge or 
other credential for scanning. 


We share information about our 
products and services with individuals 
that consent to receive such 
information. We also have a legitimate 
interest in sharing information about 
products, services and special offers we 
think you will find valuable. 


• Information that we obtain from third-party sources 


From time to time, we may receive personal information about you from other sources, including third-parties, business 
partners, our affiliates, or publicly available sources. The types of information we collect from third-parties may include 
marketing information provided by trade shows and professional and other relevant information available to us on social 
networks. We have a legitimate interest to use the information we receive from these third-parties to allow us to make more 
informed decisions, improve the accuracy of records we hold, and occasionally to reach out to you regarding items or issues 
we believe interest you. 


In addition to the purposes and uses described above, we may use personal information in the following ways: 


• to identify you when you visit our Website; 
• to provide products and services (“Services”); 
• to provide access to our Services; 
• to improve our services and product offerings; 
• to conduct analytics; 
• to verify the accuracy of data that we hold about you; 
• to manage the security of your information and our network and, more specifically, in relation to 


any steps we may take to protect your information against loss, damage, theft or unauthorized 
access or disclosure; 


• for the prevention of fraud and other criminal activities; 
• for the establishment and defense of our legal rights; 
• to respond to inquiries related to support, or other requests and more generally correspond or 


communicate with you; 







 


  


• to send marketing and promotional materials, including information relating to our Services, 
sales, or promotions; 


• for internal administrative purposes, as well as to manage our relationships; and 
• for other purposes that are not incompatible with the purposes we have disclosed to you (such as 


archiving purposes in the public interest, scientific or historical research purposes, or statistical 
purposes) if and where this is permitted by applicable data protection laws. 


Although the sections above describe our primary purpose in collecting and using your personal information, in many 
situations we have more than one purpose. For example, if you complete an online purchase, we may collect your information 
to perform our contract with you, but we also collect your information as we have a legitimate interest in maintaining your 
information after your transaction is complete so that we can quickly and easily respond to any questions about your order. 
As a result, our collection and processing of your information is based in different contexts upon your consent, our need to 
perform a contract, our obligations under law, and/or our legitimate interest in conducting our business. 


1.1.1.2 Social Media (Features) and Widgets 
Our Website includes social media features, such as the Facebook Like button and widgets, “Share This” button, or 
interactive mini-programs that run on our Website. These features may collect your IP address, which page you are visiting on 
our Website, and may set a cookie to enable the feature to function properly. Social media features and widgets are either 
hosted by a third-party or hosted directly on our Website. Your interactions with these features are governed by the privacy 
policy of the company providing it. 


1.1.1.3 Links to Other Websites 
Our Website includes links to other website(s) whose privacy practices may differ from those of Fortra. If you submit 
personal information to any of those sites, your information is governed by their privacy statements. We encourage you to 
carefully read the privacy statement of any website(s) you visit. 


1.1.1.4 Testimonials 
With your consent we may post your testimonial along with your name. 


1.1.1.5 Public Forums and Comment Sections 
Our Website offers publicly accessible message boards, blogs, and community forums. Please keep in mind that if you 
directly disclose personally identifiable information or personally sensitive data through Fortra public message boards, blogs, 
or forums, this information may be collected and used by others. Note: Fortra does not share your private online 
communications with others. 


1.1.1.6 Opt Out of Use of Personal Information and Unsubscribe 
You can withdraw your consent to use of your personally identifiable information at any time but withdrawing your consent 
does not affect the lawfulness of any communications Fortra has sent to you before your consent was withdrawn. You will 
also always have the option to unsubscribe (see “To Unsubscribe From Fortra” below). Fortra does not sell, rent, or lease its 
customer lists to third-parties in which we do not have a formal agreement to provide services to Fortra and our customers or 
prospects. 


Fortra may, from time to time, contact you on behalf of external business partners about a particular offering that may be of 
interest to you. In those cases, your unique personally identifiable information (email, name, address, telephone number) is 
not transferred to the third-party. In addition, Fortra may share data with trusted partners to help us perform statistical 
analysis, send you email or postal mail, provide customer support, or arrange for deliveries or contact you based on your 
interest to receive such communications. Fortra may share data with our professional advisers such as our lawyers, auditors, 
insurers and partner financial institutions in the countries in which we operate and who provide us with consultancy, banking, 
legal, insurance and accountancy services but only where we are either legally obliged to share, or have a legitimate interest 
in sharing, your personal information; 







 


  


Such third-parties are prohibited from using your personal information except to provide these services to Fortra, and they are 
required to maintain the confidentiality of your information. If the third-party agent does not comply with its privacy 
obligations, we will take commercially reasonable steps to prevent or stop the use or disclosure of your personal information. 
Fortra does not collect sensitive personal information, such as race, religion, or political affiliations, without your explicit 
consent. 


Fortra also collects anonymous demographic information, which is not unique to you, such as your ZIP code, age, gender, 
preferences, interests and favorites using log files. We may use and share aggregate or non-personal information without 
restriction. If you access this website from outside the U.S., you acknowledge, agree, and consent that any information you 
provide, including any personal information, will be transferred to and processed by a computer server located within the U.S. 
Your personal information may be transferred to, and processed in, countries other than the country in which you are 
resident. These countries may have data protection laws that are different to the laws of your country. 


Specifically, certain website assets and our corporate headquarters are located in the United States, and our group 
companies and third-party service providers and partners operate around the world. This means that when we collect your 
personal information we may process it in any of these countries. 


There is also information about your computer hardware and software that is automatically collected by Fortra. This 
information can include: your IP address, browser type, domain names, access times, and referring website addresses. This 
information is used by Fortra for the operation of the service, to maintain quality of the service, and to provide general 
statistics regarding use of the Fortra website. For these purposes, we do link this automatically collected data to personally 
identifiable information such as name, email address, address, and phone number. 


1.1.1.7 Third-Party Services 
Fortra uses a variety of third-party services who provide data processing services to us, such as Google Analytics, 
Omniconvert, Hotjar, VWO, and Outreach.io. These services may automatically collect information provided by your browser 
as part of a web page request, such as your referring domain, cookies, or your IP address. Fortra also uses Gong, a service 
that enables it to record, transcribe, analyze and share the contents of its sales communications, including phone calls, video 
conferences, email and other correspondences, as well as its CRM and customer contacts. For more information on how 
these tools collect and use your information, please refer to their respective privacy policies. By using our Website, you 
consent to the processing of data by these third-parties in accordance with their privacy policies. 


1.1.1.8 Third-Party Tracking Technologies 
The use of cookies and web beacons by any tracking utility company is covered in our Cookie Policy. 


1.1.1.9 Automated decision-making 
In some instances, our use of your personal information may result in automated decisions being taken that legally affect you 
or similarly significantly affect you. Automated decisions mean that a decision concerning you is made automatically on the 
basis of a computer determination (using software algorithms), without human review. When we make an automated 
decision about you, you have the right to contest the decision, to express your point of view, and to require a human review of 
the decision. You can exercise this right by contacting us using the contact details provided under the “Contact Information” 
heading below. 


1.1.1.10 Children and privacy 
We do not knowingly collect information from or about children age 13 and under. 


1.1.1.11 Do Not Track Disclosure 
This Website does not monitor for or behave differently if your computer transmits a “do not track” or similar beacon or 
message. 



https://www.fortra.com/cookie-policy





 


  


1.1.1.12 Legal Disclaimer 
Fortra Websites will disclose your personal information, without notice, only if required to do so by law or in the good faith 
belief that such action is necessary or reasonably desirable in our business judgment to protect our interests or those of 
third-parties to: (a) conform to the edicts of the law or comply with legal process served on Fortra or the site; (b) protect and 
defend the rights or property of Fortra (including enforcing this agreement); and, (c) act under exigent circumstances to 
protect the personal safety of users of Fortra, or the public. In the event that we are required by law to inform you of a breach 
to your personal information we may notify you electronically, in writing, or by telephone, if permitted to do so by law. 


1.1.1.13 Access to Personally Identifiable Information 
You have the following rights with respect to your personal information: 


• To review the user information that you have supplied to us 
• To request that we correct any errors, outdated information, or omissions in user information that 


you have supplied to us 
• To request that your user information not be used to contact you 
• To request that your user information be removed from any solicitation list that we use 
• To request that your user information be removed from our records and 
• To unsubscribe 


You should note that in many situations we must keep your personal information to comply with our legal obligations, resolve 
disputes, enforce our agreements, or for another one of our business purposes. In addition, you can object to processing of 
your personal information, ask us to restrict processing of your personal information or request portability of your personal 
information. 


• If you are in the European Union, you have the right to complain to a data protection 
authority about our collection and use of your personal information. For more information, please 
contact your local data protection authority. 


1.1.1.14 GDPR 
Fortra complies with the GDPR. If you wish to submit a personal data request related to the GDPR, please complete this form. 


1.1.1.15 CCPA 
Fortra complies with the CCPA. If you wish to submit a personal data request related to the CCPA, please complete this form. 
We will respond to all requests within 30 days. In some cases, we may not be able to remove your personal information, in 
which case we will let you know if we are unable to do so and why. 


1.1.1.16 CPRA 
Fortra complies with the CPRA pertaining to employees, contractors and job applicants. Our California Privacy Notice and 
Policy can be found here. 


1.1.1.17 Security of your Personal Information 
No method of safeguarding information is 100% secure. Fortra uses a variety of security technologies and procedures to help 
protect your personal information from unauthorized access, use, or disclosure. Fortra secures the personally identifiable 
information you provide on computer servers in a controlled, secure environment, protected from unauthorized access, use, 
or disclosure. Fortra may use third-party SSL-secured payment processors to collect credit card data. 



https://www.fortra.com/contact-us/gdpr-personal-data-requests

https://www.fortra.com/contact-us/ccpa-personal-data-requests

https://static.fortra.com/fortra/pdfs/other/fta-california-privacy-notice-and-policy.pdf





 


  


1.1.1.18 Data Retention 
We will retain your information for as long as your account is active or as needed to offer or provide you services. If the data 
is no longer needed and there is no legal requirement to maintain the personal data indefinitely, your data may be maintained 
for up to 12 months. If you wish to cancel your account or request that we no longer use your information to provide you 
services contact us at info@helpsystems.com. We will retain and use your information as necessary to comply with our legal 
obligations, resolve disputes, and enforce our agreements. 


1.1.1.19 Changes to this Statement 
Fortra will occasionally update this Statement. Fortra encourages you to periodically review this Statement to be informed of 
how Fortra is protecting your information. When such a change is made, we will update the “Last Updated” date above. If we 
make any material changes we will notify you or our Client by email (sent to the email address specified in your account) or 
by means of a notice on this Site prior to the change becoming effective. To the extent that ¬our policy changes in a material 
way, the Statement that was in place at the time that you submitted personal information to us will generally govern that 
information unless we receive your consent to the new Statement . We encourage you to periodically review this page for the 
latest information on our privacy practices. 


1.1.1.20 To Unsubscribe from Fortra 
You may unsubscribe from Fortra communications by clicking on the “unsubscribe” link located on the bottom of your email 
or emailing us at info@helpsystems.com. Current customers or those with contractual obligations will continue to receive 
product updates and other important communications. 


1.1.1.21 Contact Information 
Fortra welcomes your comments regarding this Statement. If you believe that Fortra has not adhered to this Statement, 
please contact Fortra at info@helpsystems.com. We will use commercially reasonable efforts to promptly determine and 
remedy the problem. If Fortra cannot resolve a complaint to your satisfaction you can contact the ICO at www.ico.org.uk or 
by telephoning 0303 123 1113 if the complaint relates to the way your personal data has been handled. 


Fortra is located at 11095 Viking Drive, Suite 100, Eden Prairie, MN 55344. We can be reached by phone at 800-328-1000. 


1.1.1.22 Visuals and Photography 
Fortra owns the rights to all visual content on www.fortra.com including all logos, photographs, icons, infographics, graphics, 
and any other imagery. Most of the photography used on our website was shot on-site at Atmosphere Commercial 
Interiors and Foresight Associates in Minneapolis, MN. 


1.1.1.23 Copyright Terms and Conditions 
The content on this website is protected by the Copyright Laws of the United States of America and other countries 
worldwide. The unauthorized use and/or duplication of this material without express and written permission from Fortra is 
strictly prohibited. Excerpts and links may be used, provided that full and clear credit is given to Fortra with appropriate and 
specific direction to the original content. 


For purposes of applicable data protection laws, the data controller of your personal information is Fortra, LLC and its 
affiliates and subsidiaries. 


 



https://ico.org.uk/

https://www.atmosphereci.com/locations/minneapolis-office-furniture-showroom/

https://www.atmosphereci.com/locations/minneapolis-office-furniture-showroom/

https://www.4sightassociates.com/
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Fortra, LLC Software License and Services Agreement  


  


This Software License and Services Agreement (the “Agreement”) is between Fortra, LLC, a Delaware limited 


liability company with offices located at 11095 Viking Drive, Suite 100, Eden Prairie, MN 55344 USA on behalf of 


itself and its subsidiaries and affiliated entities (“Fortra”) and the Ordering Activity under GSA Schedule contracts 


identified in the Purchase Order or Statement of Work, (the “Customer” and together with Fortra, the “Parties”).  


  


FORTRA PROVIDES THE SOFTWARE SOLELY ON THE TERMS AND CONDITIONS SET FORTH IN THIS 


AGREEMENT AND ON THE CONDITION THAT CUSTOMER ACCEPTS AND COMPLIES WITH THEM. BY 


EXECUTING A WRITTEN ORDER FOR THE SOFTWARE, CUSTOMER (A) ACCEPTS THIS AGREEMENT AND 


AGREES THAT THAT CUSTOMER IS LEGALLY BOUND BY ITS TERMS; AND (B) REPRESENTS AND 


WARRANTS THAT: (I) IF AN INDIVIDUAL, CUSTOMER IS 18 YEARS OF AGE OR OLDER; AND (II) CUSTOMER 


HAS THE RIGHT, POWER AND AUTHORITY TO ENTER INTO THIS AGREEMENT AND BIND CUSTOMER TO 


ITS TERMS. IF CUSTOMER DOES NOT AGREE TO THE TERMS OF THIS AGREEMENT, FORTRA WILL NOT 


AND DOES NOT LICENSE THE SOFTWARE TO CUSTOMER AND CUSTOMER MUST NOT DOWNLOAD, 


INSTALL OR USE THE SOFTWARE OR SOFTWARE DOCUMENTATION.  


1. Definitions.  


For the purposes of this Agreement, the following terms have the meanings set forth below:  


1.1 “Authorized Device” means a server, partition, computer, or any other virtual or otherwise emulated 


hardware system controlled or owned by Customer that meets the requirements for operation of the 


Software as identified in the Software Documentation.  Each Authorized Device, including its operating 


system, must be of a type on which the Software is designed to be used.  If the Software license is 


subject to any quantity or Seat restrictions, Customer is authorized to maintain the Software on the 


number of Authorized Devices as set forth in the applicable Invoice.  


1.2 “Authorized User” means a designated Person or number of Persons who are granted access to the 


Software by Fortra.  


1.3 “Confidential Information” means all non-public, confidential or proprietary information, in whatever 


form or medium, disclosed before, on or after the Effective Date, by one Party to the other Party or its 


affiliates, or to any of such Party’s or its affiliates’ employees officers, directors, partners, members, 


shareholders, agents, attorneys, accountants, contractors or advisors, and shall include, but not be 


limited to, the Services rendered by Fortra to Customer, the Software licensed by Fortra to Customer, 


information relating to a Party’s business concepts, non-public or personal information about customers, 


merchandising methods, ideas, processes, formulas, data programs, know-how, improvements, 


discoveries, business plans, financial information and compilations, developments, designs, inventions, 


techniques, marketing plans, strategies, forecasts, potential new product information, budgets, 


technology, projections, pricing strategies, costs, customer and supplier information, consumer 


personally identifiable information and all other information defined as a “trade secret” under the laws of 


the applicable jurisdictions.  


1.4 “Effective Date” unless otherwise set forth in a signature page to this Agreement (if applicable), means 


the date the Customer downloads, installs or uses the Software.   


1.5 “Fees” means, collectively, any License Fees, Maintenance Fees, Subscription Fees and Professional 


Services Fees.  


1.6 “Invoice” means any statement of charges issued by Fortra for Fees.  


1.7 “License Fees” means the fees paid to Fortra for a subscription license or a perpetual license as 


indicated in an Invoice in accordance with the GSA Schedule Pricelist.  


1.8 “License Term” means a license grant in accordance with this Agreement for a designated number of 


Seats, if applicable, and for the time period (perpetual or limited) as reflected in the Invoice.  


1.9 “Maintenance Fees” means the Maintenance Services fees paid to Fortra for perpetual licenses.   


1.10 “Maintenance Period” if applicable, means the annual time period that Fortra will provide Maintenance 


Services for a perpetual license as indicated in an Invoice.  


1.11 “Maintenance Services” for perpetual and subscription licenses, means providing the Customer with  
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(a) access to Fortra’ technical assistance; (b) access to Fortra’s self-service utilities; and (c) access to 


updates and enhancements of the Software.  


1.12 “Person” means an individual, corporation, partnership, joint venture, limited liability company, 


governmental authority, unincorporated organization, trust, association or other entity.  


1.13 “Professional Services” means implementation or integration services; training services; programming 


or coding services; data conversion services; on-site consultation, or other customized services, provided 


by Fortra at the request of the Customer, other than Maintenance Services.   


1.14 “Professional Services Fees” means the fees paid to Fortra for Professional Services under a separate 


Statement of Work.  


1.15 “Seats” means individuals with a unique user identification that can utilize or be managed by the 


Software, including but not limited, to those individuals that are included in profile data store and 


designated by Customer as either “active” or “inactive”.   


1.16 “Services” means, collectively, any Maintenance Services and Professional Services provided by 


Fortra.  


1.17 “Software” means the products delivered to Customer under the terms of this Agreement and upon 


payment of the applicable License Fees, Maintenance Fees or Subscription Fees, as the case may be, 


including all updates, add-ons, and enhancements created by Fortra for those products.  


1.18 “Software Documentation” means any tutorials, technical publications, and materials supplied with the 


Software, which include system requirements for implementation and operation of the Software.  


1.19 “Statement of Work” means a separate document(s) that detail(s) the Professional Services to be 


performed by Fortra for Customer, which is signed by a duly authorized representative of both Parties.  


1.20 “Subscription Fees” means the fees paid to Fortra for subscription licenses and the accompanying 


annual Maintenance Services included with such subscription license.  


1.21 “Subscription Period” if applicable, means the annual time period for the grant to the Customer of a 


subscription license to the Software as indicated on an Invoice.  


1.22 “Third-Party Software”, if applicable, means software products not developed by Fortra and/or its 


subsidiaries that Fortra may distribute to Customer specifically for purposes related to this Agreement. 


All Third-Party Software shall be governed strictly and solely by such third-party’s (i) clickwrap 


agreement, which requires Customer to “Accept” and/or “Agree” before utilizing and/or installing such 


software; (ii) the terms and conditions referenced via a universal resource locator (URL) indicated on the 


applicable quotation; or (iii) terms and conditions contained within a text file (e.g. .txt), which accompanies 


the Third Party Software.  


2. Scope and Term of Agreement.  


  


This Agreement sets forth the terms and conditions under which Fortra shall offer a perpetual or subscription 


license to the Software and provide Services to Customer. This Agreement shall remain in effect unless and 


until terminated by Fortra or Customer in accordance with Section 11.    


3. Software License Grant.  


  


3.1 Subject to the terms and provisions of this Agreement, including Customer’s payment obligations, Fortra 


hereby grants to Customer, and Customer hereby accepts, a limited non-exclusive, non-transferable, 


non-assignable, and worldwide license for the License Term as reflected in the applicable Invoice to (i) 


install the Software and Third-Party Software, if any, in the quantities and/or Seats on Authorized Devices 


as set forth in the applicable Invoice, (ii) use the Software and/or Third-Party Software in object 


code/executable form only for Customer’s internal business purposes, and (iii) use the Software 


Documentation and/or Third Party Software Documentation to support the use of the Software and/or 


Third-Party Software.  


3.2 Customer specifically agrees to limit the use of the Software, Maintenance Services, Professional 


Services (if any), Software Documentation, and Third-Party Software (if any) to those specifically granted 


in this Agreement.  Without limiting the foregoing, Customer specifically agrees not to (i) attempt to 


reverse engineer, decompile, disassemble, or attempt to derive the source code of the Software or any 
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portion thereof; (ii) modify, port, translate, localize or create derivative works of the Software and/or Third-


Party Software;  (iii) remove any of Fortra’s or its vendors’, copyright notices and proprietary legends;  


(iv) attempt to circumvent, disable or defeat the limitations on Customer’s use of the Software which are 


encoded into the Software and/or Third-Party Software’s key; (v) use the Software and/or Third-Party 


Software (a) to infringe on the intellectual property rights of any third party or any rights of publicity or 


privacy; (b) to violate any law, statute, ordinance or regulation (including but not limited to  


the laws and regulations governing export/import control, unfair competition, anti-discrimination and/or 


false advertising); (c) to propagate any virus, worms, Trojan horses or other programming routine 


intended to damage any system or data; (d) in any application that may involve risks of death, personal 


injury, severe property damage or environmental damage, or in any life support applications, devices or 


systems; and/or (e) such that the total number of Seats in excess of the total Seats allocated to Customer 


as reflected in the applicable Invoice; (vi) file copyright or patent applications that include the Software 


and/or Third-Party Software or any portion thereof; (vii) use the Third-Party Software within any other 


applications or products other than with the Software; and/or (viii) make any Customer copies of the 


Software and/or Third Party Software except with the prior written approval of Fortra and for 


nonproductive backup purpose only.  


3.3 Transfers of the Software are permitted only when: (a) Customer is in receipt of a prior written consent 


of Fortra, which may be withheld by Fortra in Fortra’s sole discretion; (b) Customer has paid any 


additional fee which Fortra may charge Customer in Fortra’s sole discretion; (c) Customer transfers the 


most recent production release of the Software, including any and all updates to the Software; (d) the 


Software is removed from the Authorized Device from which it is transferred, and (e) Customer is current 


on all of its Maintenance Fees.  


4. Software Delivery and Installation.  


  
Upon payment of the License Fee, Fortra shall deliver a key to make the current version of the Software 


available to Customer. Whether by providing an electronic download, physical distribution, or any other form of 


conveyance, the Software shall be deemed delivered once it is made available to Customer and the license to 


the Software shall commence upon such delivery.  Customer shall be responsible for installation of the Software 


on an Authorized Device.  The Customer may also access and utilize any Software Documentation related to 


the Software delivered under the terms of this Agreement.  


5. Customer Responsibilities.  


  


5.1 Customer acknowledges that the Software and/or Services are subject to export control laws in the 


United States, the United Kingdom (UK) and elsewhere.  Customer shall comply with all applicable export 


laws, obtain all applicable export licenses and will not export or re-export any part of the Software to any 


country in violation of such restrictions. Customer acknowledges that the Product licensed pursuant to 


this Agreement may also be subject to export controls applicable to cybersecurity items under the U.S. 


Export Administration Regulations (“EAR”).  Customer shall not use the Product, or allow the same to be 


used, to affect the confidentiality, integrity, or availability of information or information systems, without 


authorization by the owner, operator, or administrator of the information system (including the information 


and processes within such systems).  Customer further represents and warrants that it will not export, 


reexport, or transfer (in country) the Product to be used to affect, without authorization, the confidentiality, 


integrity, or availability of information or information systems; nor does Customer know or have reason 


to know that the Product will be put to such use.  


5.2 Customer represents and warrants that it has not taken, and will not take, any action that would cause 


the other Party, and its subsidiaries or affiliates to violate any anti-corruption law, including but not limited 


to the United States Foreign Corrupt Practices Act, the UK Bribery Act, and all other applicable 


anticorruption laws.     


5.3 Customer will maintain records reasonably required to verify its compliance with this Agreement.  Without 


limitation to the foregoing, Customer will purchase sufficient licenses for the number of Seats it will need 


at all times.  On Fortra’s written request, not more frequently than annually, Fortra may audit Customer’s 
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use of the Software.  Any such audit shall be conducted during Customer’s normal business hours, 


subject to Government security requirements, and in such a manner as to avoid unreasonable 


interference with Customer’s business operations. If an audit reveals that Customer has underpaid fees 


to Fortra, Customer shall be invoiced for such underpaid fees. 5.4 Customer acknowledges that the 


Software is a “Commercial Item”, as that term is defined at 48 C.F.R.  


§ 2.101, consisting of “Commercial Computer Software” and “Commercial Computer Software 


Documentation,” as such terms are used in 48 C.F.R. § 12.212.   


Consistent with 48 C.F.R. §§ 12.212, the Commercial Computer  


Software and Commercial Computer Software Documentation are being licensed to U.S. Government  


end-users (a) only as Commercial Items and (b) with only those rights as are granted to all other end 


users pursuant to the terms and conditions in this Agreement.  


5.5 Customer acknowledges that some of Fortra’s Software features allows the Software to communicate with 


it remotely via the internet to (i) determine if there are any updates, enhancements, or fixes available 


and if so to allow such updates etc. to be provided to Customer (if applicable) and (ii) for its technical 


support team to collect information which assists them in providing services to Customer.  Some of these 


features can be turned off by Customer in the administrator user interface.  The ability of technical support 


services to support Customer efficiently and in the best way will be impaired if Customer turns off any of 


these features.  Fortra does not collect any personal data as part of this sharing of information and will 


treat all information received in confidence.  If Customer is using the Software through a managed service 


or hosted service provided by Fortra, Customer accepts that its data, including personal data, may be 


held on servers and/or in environments that are owned and controlled by Fortra or third parties it contracts 


with to provide the service.  Fortra recognizes that Customer data is sensitive and will treat all such data 


as confidential when held in its controlled servers or environments all of which operate in accordance 


with Fortra’s privacy policies.  


6. Software Ownership; Intellectual Property Indemnification.  


  


6.1 Fortra shall have sole and exclusive ownership of all right, title, and interest in and to the Software, 


Services, Software Documentation and all copies thereof including all derivations, modifications and 


enhancements thereto (including but not limited to ownership of all intellectual property rights).  The 


applicable vendor of Third-Party software shall have sole and exclusive ownership of all right, title, and 


interest in such Third-Party Software and all copies thereof including all derivations, modifications and 


enhancements thereto (including but not limited to ownership of all intellectual property rights). This 


Agreement does not provide Customer with title or ownership of the Software, Services and/or Software 


Documentation, Third-Party Software and Third-Party Software Documentation, but only a right of limited 


use.    


6.2 Fortra shall have the right to intervene to defend at its own expense any action against Customer brought 


by a third party to the extent that the action is based upon a claim that the Software directly infringes a 


valid United States patent or copyright, and Fortra will  pay  those  costs  and  damages finally awarded  


against  Customer  in  any  such  action  that  are  specifically attributable to such claim or those costs 


and damages agreed to in a monetary settlement of such action. Fortra’s obligations under this Section 


6.2 are conditioned on (a) Customer notifying Fortra within ten (10) days of notice of such action, (b) 


Customer giving Fortra control of the defense thereof and any related settlement negotiations, and (c) 


Customer cooperating with Fortra in such defense (including, without limitation, by making available to 


Fortra all documents and materials in Customer’s possession or control that are relevant to the 


infringement or misappropriation claims, and by making Customer’s personnel available to testify or  


consult with Fortra or  its attorneys in connection with said defense).  Nothing contained herein shall be 


construed in derogation of the U.S. Department of Justice’s right to defend any claim or action brought 


against the U.S., pursuant to its jurisdictional statute 28 U.S.C. §516. If the Software becomes, or in 


Fortra’s opinion is likely to become, the subject of an infringement or misappropriation claim, Fortra  may, 


at its option and expense, either (i) procure for Customer the right to continue using the Software; (ii) 


replace or modify the Software so that it becomes non-infringing, or (iii) terminate Customer’s right to 


use the Software and give Customer a refund or credit of the amounts actually paid by Customer to 
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Fortra  for the Software less a reasonable allowance for the period of time Customer has used the 


Software.   Fortra will have no obligation with respect to any infringement or misappropriation claim based 


upon (1) any use of the Software not in accordance with the Agreement or for purposes not intended by 


Fortra; (2) any use of the Software in combination with other products, equipment, software, or data not 


supplied by Fortra; (3) any use of any release of the Software other than the most current release made 


available to Customer; or (4) any modification of the Software made by any Person other than Fortra. 


This Section 6.2 states Fortra’s entire liability and Customer’s sole and exclusive remedy for infringement 


and misappropriation claims and actions.  


7. Services.  


  


7.1 If Customer purchased a perpetual license of the Software and paid its annual Maintenance Fees, 


Customer shall receive Maintenance Services for the duration of each Maintenance Period.  If Customer 


purchased a subscription license and paid its annual Subscription Fees, Customer shall receive 


Maintenance Services as part of its subscription license for the duration of each Subscription Period.  


The initial Subscription Period or Maintenance Period shall commence and expire on the dates indicated 


on the Invoice. Thereafter, the Subscription Period or Maintenance Period renews for successive twelve 


(12) month periods by executing a written order for the Maintenance Services renewal period . Within 


the sixty (60) day period prior to the expiration of the current Subscription Period or Maintenance Period, 


Fortra shall send Customer an Invoice for the next Subscription Period or Maintenance Period.  


Customer’s payment of the Subscription Fees or Maintenance Fees in response to an Invoice prior to 


the expiration date of the then-current Subscription Period or Maintenance Period will extend the 


Maintenance Services until the new expiration date indicated on the Invoice.  For perpetual licenses, if 


Customer fails to pay the Maintenance Fees prior to the expiration date of the then-current Maintenance 


Period, Customer shall continue to be permitted to utilize the version of the Software for which it last paid 


the Maintenance Fees, but Fortra shall have the right to suspend Maintenance Services to Customer.  


Fortra may condition any subsequent reinstatement of the Maintenance Services on payment of the back 


unpaid Maintenance Fees from the date that such Maintenance Services stopped through the then-


current date.  With Customer’s express authorization and for its convenience, the Parties may mutually 


agree to allow Fortra to charge the annual Subscription Fees or Maintenance Fees to Customer’s credit 


card via a PCI compliant third-party system upon each renewal date.  Subscription Fees for each 


Subscription Period or Maintenance Fees for each  


Maintenance Period are subject to change in Fortra’ sole discretion.  All Subscription Fees or 


Maintenance Fees are non-refundable.    


7.2 The Maintenance Services specifically and expressly do not include any Professional Services. 


Professional Services are subject to separate Professional Services Fees to be agreed in a Statement 


of Work executed by the Parties.  


8. Prices and Payment.  


  


8.1 Customer shall pay all Fees as set forth in the relevant Invoice in accordance with the GSA Schedule 


Pricelist.  All Invoices shall be due and payable thirty (30) days from the Invoice receipt date.  Fortra may 


impose late charges on overdue payments at a rate equal to theinterest rate established by the Secretary 
of the Treasury as provided in 41 U.S.C. 7109, which is applicable to the period in which the amount becomes 
due, and then at the rate applicable for each six-month period as fixed by the Secretary until the amount is 
paid.  If Customer in good faith disputes all or a portion of an Invoice, then Customer shall inform Fortra 


within fifteen (15) days following Customer’s receipt of the applicable Invoice.  Following Fortra’ receipt 


of Customer’s written dispute, the Parties shall work together, in good faith and acting reasonably, to 


resolve said dispute.  Promptly following resolution of such dispute, Customer shall pay any amounts 


determined to be owing as a result of the dispute’s resolution.  Notwithstanding the foregoing, Customer 


shall be responsible for promptly paying that portion of the Invoice not in dispute.    


8.2  Forta or its authorized reseller as applicable shall state separately on invoices taxes excluded from the 


fees, and the Customer agrees either to pay the amount of the taxes (based on the current value of the 



http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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equipment) or provide evidence necessary to sustain an exemption, in accordance with 552.212-4(k).  In 


no event will either Party be liable for any taxes levied against the other Party’s net income.  


9. Warranties.  


  


9.1 Fortra warrants, for a period of ninety (90) days from delivery of the Software (the “Software Warranty  


Period”), that the Software shall substantially conform to the Software Documentation.  In the event of  


any breach of the warranty during the Software Warranty Period as set forth in this Section 9.1, Fortra 


shall correct or replace, at no additional charge to Customer, any portion of the Software found to be 


defective; provided, however, that if Fortra cannot correct or replace the defective Software within a 


commercially reasonable time period, then Customer’s sole and exclusive remedy shall be to receive a 


refund of the applicable License Fee paid to Fortra.  Fortra does not warrant that the operation of the 


Software will be uninterrupted or error free or that the Software will meet the Customer’s operational 


requirements. Fortra is not responsible for errors or defects in the Software caused by Customer’s failure 


to comply with the requirements specified in the Software Documentation or changes in or to the 


operating characteristics of the Customer’s computer hardware or operating systems made after delivery 


of the Software or errors or defects in the Software caused by the interaction of the Software with any 


third party programs or applications.  The warranty set forth in this Section 9.1 shall be void as to Software 


where noncompliance is caused or related to (a) the acts or omissions of non-Fortra’ personnel, agents, 


or third parties; (b) any unauthorized alterations or modifications made to the Software by Customer, its 


personnel or agents; (c) use of the Software other than in the operating environment specified in the 


Software Documentation; or (d) coding, information, or specifications created or provided by the 


Customer or any third party.  


9.2 Fortra warrants that any Professional Services provided by Fortra pursuant to the applicable Statement 


of Work shall be performed in accordance with the prevailing professional standards of the software 


industry.  In the event of any breach of the warranty set forth in this Section 9.2, Fortra shall correct, at 


no additional charge to Customer, any portion of the Professional Services found not to meet prevailing 


professional standards of the software industry; provided, however, that if Fortra fails to correct the 


Professional Services found not to meet prevailing professional standards of the software industry in a 


commercially reasonable time period, then Customer’s sole and exclusive remedy shall be to receive a 


refund of Professional Services Fees paid for the allegedly defective Professional Services under the 


applicable Statement of Work.  


9.3 EXCEPT AS SET FORTH IN THIS AGREEMENT, THE SOFTWARE, SOFTWARE DOCUMENTATION  


AND SERVICES ARE PROVIDED ON AN “AS IS” BASIS.  FORTRA SHALL HAVE NO LIABILITY FOR 


THE SOFTWARE, SOFTWARE DOCUMENTATION OR ANY SERVICE PROVIDED IN 


FURTHERANCE OF THIS AGREEMENT; FORTRA MAKES AND CUSTOMER RECEIVES NO 


WARRANTIES, EXPRESS, IMPLIED, STATUTORY, OR IN ANY OTHER PROVISION OF THIS  


AGREEMENT OR ANY OTHER COMMUNICATION; AND FORTRA SPECIFICALLY DISCLAIMS ANY  


WARRANTY OF MERCHANTABILITY, FITNESS FOR ANY PARTICULAR PURPOSE, TITLE, 


NONINFRINGEMENT OR THAT USE BY CUSTOMER WILL BE ERROR OR DEFECT FREE OR 


UNINTERRUPTED.  


10. Limitation of Liability.  


  


10.1 Neither Party shall be liable to the other Party or any third party for any (a) special, indirect, incidental, 


punitive or consequential damages, including but not limited to, loss of profits, arising from or related to 


a breach of this Agreement or the operation or use of the Software, Software Documentation or Services 


including such damages, without limitation, as damages arising from loss of data or programming, loss 


of revenue or profits, failure to realize savings or other benefits, damage to equipment, and claims against 


a Party by any third party, even if such Party has been advised of the possibility of such damages; (b) 


damages (regardless of their nature) for any delay or failure by a Party to perform its obligations under 


this Agreement due to any cause beyond such Party’s reasonable control; or (c) claims made a subject 


of a legal proceeding against Fortra more than one (1) year after any such case of action first arose.    
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10.2 NOTWITHSTANDING ANY OTHER PROVISIONS OF THIS AGREEMENT, FORTRA’S AGGREGATE 


LIABILITY UNDER THIS AGREEMENT, WHETHER IN CONTRACT LAW, TORT LAW, WARRANTY 


OR OTHERWISE SHALL BE LIMITED TO DIRECT DAMAGES NOT TO EXCEED THE AMOUNTS 


ACTUALLY PAID BY CUSTOMER TO FORTRA IN THE PREVIOUS TWELVE (12) MONTH PERIOD 


UNDER THIS AGREEMENT.  THE FOREGOING LIMITATION OF LIABILITY SHALL NOT APPLY TO 


(1) PERSONAL INJURY OR DEATH RESULTING FROM LICENSOR’S NEGLIGENCE; (2) FOR 


FRAUD; OR (3) FOR ANY OTHER MATTER FOR WHICH LIABILITY CANNOT BE EXCLUDED BY 


LAW.    


11. Termination.  


  


11.1  When the End User is an instrumentality of the U.S., recourse against the United States for any alleged 
breach of this Agreement must be brought as a dispute under the contract Disputes Clause (Contract 
Disputes Act). During any dispute under the Disputes Clause, Fortra shall proceed diligently with 
performance of this Agreement, pending final resolution of any request for relief, claim, appeal, or action 
arising under the Agreement, and comply with any decision of the Contracting Officer.    


11.2 Either Party can terminate this Agreement immediately and without notice if a Party enters into 


compulsory or voluntary liquidation or is deemed unable to pay its debts as they fall due or convene a 


meeting of or enter into any composition with creditors or have an administrative receiver, receiver 


manager, or administrator appointed over all or some of the undertaking or assets or anything analogous 


to the events described occurs in any jurisdiction.    


11.3 On termination or expiration of this Agreement for any reason, Customer shall make no further use of 


the Software and shall either return to Fortra or destroy originals and all copies of the Software and 


Software Documentation.  Customer shall supply a written affidavit executed by an officer of Customer 


to Fortra certifying that it no longer possesses any embodiments of the Software or Software 


Documentation.  


12. Nondisclosure of Confidential Information.  


  


12.1 Fortra and Customer agree that the Receiving Party will promptly notify the Disclosing Party of any 


unauthorized use or disclosure of Confidential Information, or any other breach of this Agreement; and 


assist the Disclosing Party in every reasonable way to retrieve any Confidential Information that was 


used or disclosed by the Receiving Party or an employee, agent and representative of the Receiving 


Party without the Disclosing Party’s specific prior written authorization and to mitigate the harm caused 


by the unauthorized use or disclosure.  


12.2 Fortra and Customer agree that the Receiving Party will not breach Section 12.1 or Section 12.2 by using 


or disclosing Confidential Information if the Receiving Party demonstrates that the information used or 


disclosed (a) is generally available to the public other than as a result of a disclosure by the Receiving 


Party or an employee, agent and representative of the Receiving Party; (b) was received by the Receiving 


Party from a third party without any limitations on use or disclosure; or (c) was independently developed 


by the Receiving Party without use of the Confidential Information.  Fortra recognizes that Federal 


agencies are subject to the Freedom of Information Act, 5 U.S.C. 552, which may require that certain 


information be released, despite being characterized as “confidential” by the vendor.  


12.3 Fortra and Customer agree that upon the request of the Disclosing Party, the Receiving Party will (a) 


promptly return to the Disclosing Party all materials furnished by the Disclosing Party containing 


Confidential Information, together with all copies and summaries of Confidential Information in the 


possession or under the control of the Receiving Party, and provide written certification that all such 


Confidential Information has been returned to the Disclosing Party, or (b) promptly destroy all materials 


furnished by the Disclosing Party containing Confidential Information, together with all copies and 


summaries of Confidential Information in the possession or under the control of the Receiving Party, and 


provide written certification that all such Confidential Information has been destroyed by the Receiving 


Party.  


12.4 Reserved.  
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13. General Provisions.  


  


13.1 This Agreement, together with the applicable Invoice, represents the entire agreement between the 


Parties on the subject matter hereof and supersedes all prior discussions, agreements and 


understandings of every kind and nature between the Parties.  Neither Party shall be deemed the drafter 


of this Agreement. No modification of this Agreement shall be effective unless in writing and signed by 


both Parties. All additional and conflicting terms and conditions presented with or in any communication, 


including but not limited to Customer’s purchase orders (“P.O.”), except with respect to price, quantity 


and location specified in a P.O., are hereby rejected and shall be deemed null and void.  


13.2 Unless permitted pursuant to Section 3, Customer shall not assign or otherwise transfer any of its rights, 


or delegate or otherwise transfer any of its obligations or performance, under this Agreement, in each 


case whether voluntarily, involuntarily, by operation of law or otherwise, without Fortra' prior written 


consent, which such consent shall not be unreasonably withheld.   


13.3 This Agreement is binding upon and inures to the benefit of the parties hereto and their respective 


permitted successors and assigns.  


13.4 If any provision of this Agreement is found to be illegal, invalid, or unenforceable, that provision shall not 


affect the validity or enforceability of this Agreement as a whole, and this Agreement shall then be 


construed in all respects as if such invalid or unenforceable provision was omitted.  


13.5 The Parties agree that this Agreement shall be governed by and construed in accordance with the 


Federal laws of the United States.   


  








End-Use Statement Page 1 of 3  


End Use Statement 


[Client/Recipient] 


This document contains the End-Use Statement which must, pursuant to the terms and conditions of the Fortra 
LLC End User License Agreement and the Order Form with reference [REFERENCE NO.] and other documents 
incorporated by reference therein (“Agreement”), of which this End-Use Statement is an integral part, and/or the 
applicable export laws, be completely and truthfully filled out by Client (as defined in the Agreement and section 
A.2 below). 


 
 


To the extent this End-Use Statement applies to the license of an Outflank Security Solution (OST), if Client is 
located outside of the European customs union and outside of countries covered under Union General Export 
Authorization EU001, Client is also required that this document be legalized by Client’s local competent authority 
(often the local Chamber of Commerce) before the provision of services under the Agreement may commence. 


 
 


A. Parties 


1. Supplier 


Fortra LLC, with its principal office located at 11095 Viking Drive, Suite 100, Eden Prairie, MN 55344 
(hereinafter “Supplier” or “Fortra”) 


2. Client 


[Name company], with its principal office located at [address] (hereinafter “Recipient” or “Client”) 


 
 
 


B. Dual-use services and technology 


1. Description of dual-use services and technology 


A set of cyber security tools that include Cobalt Strike, Outflank Security Tooling, and Core Security products 
(the “Solutions”), intended to be used in legitimate offensive operations such as red teaming, that help in 
penetration testing exercises. 


2. End Use 


Offensive IT security operations, such as red teaming, on (check box as applicable): 


Recipient’s own IT environment (internal red teaming); 


IT environment of Recipient’s customers (external red teaming); 


[OTHER – PROVIDE]. 


3. Specification of end use location 


The dual-use services and technology will be used from (check box if applicable): 


Recipient's principal office; 


Recipient’s other offices and/or (if explicitly agreed) offices of subsidiaries of Recipient in which it holds 
more than fifty percent (50%) of the voting rights, located at [PROVIDE FULL DETAILS, INCLUDING 
FULL COMPANY INFO FOR SUBSIDIARIES IF ANY]; 


One or more remote work locations of Authorized Users (as defined in the Agreement, including (if agreed) 
those employed at subsidiaries of Recipient in which Recipient holds more than fifty percent (50%) of the 
voting rights), located at [PROVIDE]. 
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C. Certification 


Recipient certifies as follows: 


(A) We will only use the Solutions for lawful and ethical penetration testing purposes. We have or will obtain 
written consent from the organization whose systems are tested with the Solutions. 


(B) We will not use the Solutions for law enforcement, intelligence-gathering, or military purposes. 


(C) Under no circumstance will we use the Solutions for surveillance or offensive cyber activities against 
individuals, or in violation of internationally recognized human rights standards. 


(D) The Solutions will be treated as strictly confidential and will not be passed on to other companies or parties. 


(E) The Solutions will not be used to create (similar or dissimilar) services, goods and/or technology. 


(D) We understand that the Solutions are subject to the export jurisdiction of the United States and the 
Netherlands under the U.S. Export Administration Regulations and other U.S. and Dutch laws. These laws 
restrict the export, re-export, retransfer, and use of the software and restrict our use and handling of the software. 


1. Exports, re-exports, retransfers, and use of the Solutions are subject to restrictions set forth under 
applicable export regulations. 


2. We will not sell, export, re-export, divert, or transfer the Solutions or otherwise allow the Solutions 
to be used by another company or person contrary to U.S. and Dutch law. 


3. We will not sell, export, re-export, divert, transfer or otherwise allow the Solutions to be used in 
activities that support the development, production, use or stockpiling of nuclear activities of any kind, 
chemical or biological weapons or missiles, unmanned aerial vehicles, or microprocessors for military 
use, nor use the Solutions in any facilities which are engaged in activities relating to such weapons or 
applications. 


4. We are not under the control of the government of Cuba, Iran, Syria, Sudan, North Korea or any 
other country to which the United States or the Netherlands prohibit exports; we will not use the 
Solutions in support of any operations in an embargoed country; we will not carry a computer with 
the Solutions loaded, download or access the Solutions from an embargoed country or otherwise 
export or re-export the Solutions or associated documentation, directly or indirectly, to an embargoed 
country or provide it to citizens, nationals or residents of those countries. 


5. We are not listed on the U.S. Department of Treasury Specially Designated Nationals list or Sectoral 
Sanctions List; the U.S. Department of Commerce Denied Persons List, Entity List, or Unverified List; 
or the U.S. Government System for Award Management Excluded Parties List. Nor are any of our 
officers or employees subject to sanctions Related to Significant Malicious Cyber- Enabled Activities, 
as administered by the U.S. Department of Treasury. 


6. We have either provided a copy of the required import permit or other applicable import 
authorization to Fortra or, if we have not provided a copy of an import authorization, we certify that 
no import authorization is required. 


We understand that the certifications made in this End-Use Statement shall survive expiration or termination 
of any license or agreement between the Fortra and us. 


 
 
 
 


[SIGNATURE PAGE FOLLOWS] 
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I certify that I am a corporate officer or other representative of the undersigned company with sufficient authority 
to make the certifications above and that I am authorized to legally bind the company and sign this End User 
Statement on its behalf. 


 
 
 


Signature and Date 
 
 


Printed Name Telephone / Email 
 
 


Company Name Corporate Position 
 
 
 
 


Stamp of the Chamber of Commerce or other legalizing authority 





		End Use Statement [Client/Recipient]

		[SIGNATURE PAGE FOLLOWS]
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END USER LICENSE AGREEMENT 


FOR 


OFFENSIVE SECURITY SOLUTIONS 


 


This End User License Agreement (the “Agreement”) is entered into and made as of the date set forth in the Purchase 
(the “Effective Date”) by and between Fortra, LLC, on behalf of itself, and its affiliated entities (collectively referred 


to herein as “Fortra”) and the Ordering Activity under GSA Schedule contracts identified in the Order  (referred to 


herein as, “Client”, “You”, “Your”, or “End User”) with respect to the provision and license of the Fortra’s Solutions 


identified below. Fortra and Client may also be referred to herein as a “Party” and/or collectively as the “Parties”. 


 


Solution Purpose and Authorized Use: 
 


Fortra licenses the Cobalt Strike and/or the Outflank Security Tooling (“OST”) and/or the Core Impact solutions (the 


“Solutions”) for lawful and ethical penetration testing and/or red teaming purposes to approved customers and 


Authorized Users. The Solutions are meant for use by an extremely technical and skilled end-user, and it is up to You 


to make sure that either Solution meets Your needs and behaves in a safe manner for Your authorized and approved 


use cases as evidenced in the End-Use Statement. You acknowledge and agree that Fortra disclaims all liability for 


damages caused by Your use of the Solutions, even if Fortra has been advised of such potential damages. Please make 


sure You read through, understand, and agree with these terms before you access and/or use the Solutions. 


 


You agree to provide Fortra with any information reasonably requested by Fortra about Your use of the Solutions, 


including, but not limited to, an executed End-Use Statement. 


 


Proprietary Rights and License: 
 


Fortra retains sole and exclusive ownership of all intellectual property and proprietary rights (including without 


limitation all copyrights, patents, moral rights, trademark rights, trade secret rights, and other intellectual property and 


industrial property rights) in the Solutions, including all software, systems, methods, threat intelligence and 


assessments, analysis, data analytics, know-how, data, provisioning documentation and materials, portals, tools, 


marketing materials and collateral and content, works of authorship, business information, pricing information 


(collectively, “Fortra’s Property”). The Solutions and accompanying documentation are provided to You as a limited 


license and not sold. Your license to access and use the Solutions are subject to these rights and to all the terms and 


conditions of this Agreement. 


 


Acceptance: 
 


YOU ACCEPT AND AGREE TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU ARE 


ENTERING INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER LEGAL ENTITY, YOU 


REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THIS AGREEMENT. YOU 


MUST AGREE TO ALL OF THE TERMS OF THIS AGREEMENT BEFORE YOU WILL BE ALLOWED TO 


ACCESS OR USE THE SOLUTIONS. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS 


AGREEMENT, YOU MUST NOT ACCESS OR USE THE SOLUTIONS IN ANY MANNER. 


 


Fees and Payment: 
 


You shall pay to Fortra or its authorized reseller as applicable all fees for the Solutions as provided on the Order Form. 


Fortra shall state separately on invoices taxes excluded from the fees, and the Client agrees either to pay the amount 


of the taxes (based on the current value of the equipment) or provide evidence necessary to sustain an exemption, in 


accordance with 552.212-4(k).  Except as provided on the Order Form, payment is due thirty (30) days after the 


invoice receipt date. 


 


License Term/Grant: 
 


The License Term is the period in which You are authorized to access and use a Solution as provided on an Order 


Form. If the initial term is not specified in the Order Form, the initial term will be deemed to have a duration of twelve 


(12) months. Upon expiration of the initial term, the term of the Agreement  may berenewed for additional successive 


terms of the same duration as the initial term (the “Renewal Term”) by executing a written order for the successive 
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Renewal Term. Such Renewal Terms will be under the terms and conditions of the initial term, unless Fortra has 


provided written notice to Client of any amended terms and conditions and/or a pricing increase at least sixty (60) 


calendar days prior to the beginning of the Renewal Term. In such an event, the amended terms and conditions and/or 


the pricing increase will apply to the Renewal Term. 


 


Fortra hereby grants to You, during the License Term only, a non-exclusive, non-transferable, and non-sublicensable 


license to access and use the purchased Solution solely for ethical penetration testing and/or red teaming purposes and 


in accordance with Your End-Use statement. You shall ensure that only one individual Authorized User uses the 


licensed Solution for each purchased license key. An “Authorized User” is an individual employee of Client that 


may access and use the Solutions, designated as such by way of the Order Form. If the Parties have explicitly agreed 


such by way of the Order Form, this may also concern individual employees of specified affiliate companies of Client 


and/or self-employed individual contractors engaged by Client, acting in the course of their profession or business. 


No other individual end-users of Client are licensed to use the Solution. 


 


Solution Updates: 
 


Fortra grants You the right to use Solution updates as they are made generally available to Fortra’s customers during 


the License Term. Fortra shall decide the frequency and content of the Solution updates, if any. You are encouraged 


to install all updates and utilize them to maximize the effectiveness of the Solution. You shall not distribute any 


information regarding the updates, or any related derivative works to any third parties, including but not limited to, 


anti-virus vendors or to organizations that collect samples for anti-virus vendors. 


 


Support: 
 


Fortra offers email (or other mutually agreed methods of electronic support) support for the Solutions during the 


License Term only. Fortra shall not be obligated to support third-party products or dependencies used by or with the 


Solutions, including products or dependencies from the Metasploit® Framework or Java frameworks. 


 


Restrictions on Transfer: 
 


Without first obtaining the express written consent of Fortra, You may not assign (whether by contract or operation 


of law) Your rights and obligations (or delegate Your obligations or duties in any way) under this Agreement, or 


redistribute, encumber, sell, rent, lease, sublicense, or otherwise transfer Your license rights to the Solutions. 


 


Restrictions on Use: 
 


You may not decompile, “reverse-engineer”, disassemble, or otherwise attempt to derive the source code for the 


Solutions, or modify or attempt to modify the Solutions in any way unless expressly authorized in writing by Fortra. 


The Solutions shall not be used in Your marketing or press or online materials without express written consent from 


Fortra. Care must be taken to minimize the proliferation of Solution binaries, files, license codes, or other protected 


information to non-authorized parties and users. Fortra reserves the right, in its sole discretion, to immediately suspend 


or terminate an Authorized User access to, or delivery of, the Solutions (in whole, or in part, including by way of 


example, an individual Account) (i) to any Authorized User who is (or is believed to be) in violation of this Agreement; 


(ii) to any Authorized User who poses a threat to the security of Fortra or the operation of the Solutions; (iii) to any 


Authorized User who exposes Fortra to potential damages; or (iv) to any Authorized User who uses a Solution for 


product sales, marketing, product research and development, or product quality assurance purposes. 


 


Restrictions on Alteration: 
 


You may not modify the Solutions or create any derivative work of the Solutions or its accompanying documentation 


unless expressly authorized in writing by Fortra. Derivative works include but are not limited to translations. You may 


not alter any files or libraries in any portion of the Solution. 
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Authorized Users: 
 


Authorized Users must be specified in the Order Form or on the End-Use Statement. Client must notify Fortra if 


Authorized Users are no longer employed or engaged by Client or if the Authorized User moves to a different role 


within the Client company. Such notification will be considered as an immediate amendment of the Order Form, 


resulting in removal of the (former) Authorized User in question. Any additions to or replacements in the list of 


Authorized Users or the capacity for Authorized Users included in the license for the Solutions contained in the Order 


Form can only occur with the written approval of Fortra – upon which it will be considered an immediate amendment 


of the Order Form. Client is not entitled to a refund in the event it does not fully make use of the permitted capacity 


for Authorized Users, or if it doesn’t replace a removed Authorized User. 


 


Disclaimer of Warranties and Limitation of Liability: 
 


FORTRA WARRANTS THAT THE SOLUTIONS WILL, FOR A PERIOD OF SIXTY (60) DAYS FROM THE 


DATE OF YOUR RECEIPT, PERFORM SUBSTANTIALLY IN ACCORDANCE WITH THE SOLUTIONS 


WRITTEN MATERIALS ACCOMPANYING IT. EXCEPT AS EXPRESSLY SET FORTH IN THE FOREGOING, 


THE SOLUTIONS ARE PROVIDED "AS IS" AND UNLESS OTHERWISE EXPLICITLY AGREED TO IN 


WRITING BY FORTRA, FORTRA MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIED, IN FACT OR 


IN LAW, INCLUDING, BUT NOT LIMITED TO, ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR 


FITNESS FOR A PARTICULAR PURPOSE OTHER THAN AS SET FORTH IN THIS AGREEMENT. 


 


YOU WARRANT THAT THE SOLUTIONS WILL BE USED BY AN EXTREMELY TECHNICAL AND 


SKILLED USER AND MUST BE USED IN A SAFE AND ETHICAL MANNER. FORTRA MAKES NO 


WARRANTY THAT THE SOLUTIONS WILL MEET YOUR NEEDS OR OPERATE UNDER YOUR SPECIFIC 


CONDITIONS OF USE. FORTRA MAKE NO WARRANTY THAT OPERATION OF THE SOLUTIONS WILL 


BE SECURE, ERROR FREE, OR FREE FROM INTERRUPTION. YOU BEAR SOLE RESPONSIBILITY AND 


ALL LIABILITY FOR ANY LOSS INCURRED DUE TO FAILURE OF THE SOLUTION TO MEET YOUR 


REQUIREMENTS. 


 


FORTRA WILL NOT, UNDER ANY CIRCUMSTANCES, BE RESPONSIBLE OR LIABLE FOR THE LOSS OF 


DATA ON ANY COMPUTER OR INFORMATION STORAGE DEVICE. UNDER NO CIRCUMSTANCES 


SHALL FORTRA, ITS DIRECTORS, OFFICERS, EMPLOYEES OR AGENTS BE LIABLE TO YOU OR ANY 


OTHER PARTY FOR INDIRECT, CONSEQUENTIAL, SPECIAL, INCIDENTAL, PUNITIVE, OR EXEMPLARY 


DAMAGES OF ANY KIND (INCLUDING LOST REVENUES OR PROFITS OR LOSS OF BUSINESS) 


RESULTING FROM THIS AGREEMENT, OR FROM THE FURNISHING, PERFORMANCE, INSTALLATION, 


ACCESS, OR USE OF THE SOLUTIONS, WHETHER DUE TO A BREACH OF CONTRACT, BREACH OF 


WARRANTY, OR TORT (INCLUDING NEGLIGENCE) OF FORTRA, EVEN IF FORTRA IS ADVISED 


BEFOREHAND OF THE POSSIBILITY OF SUCH DAMAGES, AND ANY DAMAGES RELATING TO THE 


SOLUTIONS SHALL BE LIMITED TO THE AMOUNT PAID FOR THE PARTICULAR SOLUTION LICENSE. 


TO THE EXTENT THAT THE APPLICABLE JURISDICTION LIMITS FORTRA’S ABILITY TO DISCLAIM 


ANY IMPLIED WARRANTIES, THIS DISCLAIMER SHALL BE EFFECTIVE TO THE MAXIMUM EXTENT 


PERMITTED.  THE FOREGOING LIMITATION OF LIABILITY SHALL NOT APPLY TO (1) PERSONAL 


INJURY OR DEATH RESULTING FROM LICENSOR’S NEGLIGENCE; (2) FOR FRAUD; OR (3) FOR ANY 


OTHER MATTER FOR WHICH LIABILITY CANNOT BE EXCLUDED BY LAW. 


 


 


Governing Law, Jurisdiction: 
 


This Agreement is governed by the Federal laws of the U n i t e d  S t a t e s , without regard to conflict or choice of 


law provisions. 


 


Audit and Cooperation: 
 


During the course of the Agreement, due to the sensitive nature of and strict oversight and laws and regulations 


applicable to the Solutions provided, Fortra shall have the right to engage an independent third party bound by 


confidentiality to perform an audit in order to verify Client’s compliance with this Agreement. The costs in connection 
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with the audit will be borne by Fortra. 


 


Client shall ensure that each instance of access or use of a Solution is in strict compliance with the applicable End- 


Use Statement. Client must follow all reasonable instructions provided by Fortra in relation to Client’s access or use 


of the Solutions, including, but not limited to any Solution specific documentation, operating manuals, and record 


keeping requirements. In addition, Client shall provide Fortra all necessary information regarding its access or use 


of the Solutions as may be required by any regulator or Fortra in order to comply with applicable laws and regulations. 


 


Severability: 
 


If any provision of this Agreement shall be held to be invalid or unenforceable, the remainder of this Agreement shall 


remain in full force and effect. To the extent any express or implied restrictions are not permitted by applicable laws, 


these express or implied restrictions shall remain in force and effect to the maximum extent permitted by such 


applicable laws. 


 


Termination: 
 


 When the End User is an instrumentality of the U.S., recourse against the United States for any alleged breach of this 


Agreement must be brought as a dispute under the contract Disputes Clause (Contract Disputes Act). During any 


dispute under the Disputes Clause, Fortra shall proceed diligently with performance of this Agreement, pending final 


resolution of any request for relief, claim, appeal, or action arising under the Agreement, and comply with any 


decision of the Contracting Officer. 


 


Export and Other Laws: 
 


You acknowledge that the export of the Solutions are subject to export or import control and agree that the Solutions 


will not be exported (or re-exported from a country of installation) directly or indirectly, unless You obtain all 


necessary licenses from the U.S. Department of Commerce or other agency as required by law (or other applicable 


authorities such as the Dutch Customs’ Central Import and Export Office (“CDIU”)). In furtherance of the export 


restriction agreements set forth above, You agree as follows: (a) You represent that You are not under the control of 


the government of Cuba, Iran, Sudan, North Korea, Syria, or any country to which the United States or the European 


Union has prohibited export; (b) You will not download or otherwise export or reexport the Solutions or associated 


documentation, directly or indirectly, to the countries referenced above or to citizens, nationals or residents of those 


countries; (c) You represent that You are not listed on the United States Department of Treasury lists of Specially 


Designated Nationals, Specially Designated Terrorists, and Specially Designated Narcotic Traffickers, nor are You 


listed on the United States Department of Commerce Table of Denial Orders; and (d) You will not allow the Solutions 


to be used for any purposes prohibited by United States, European or Dutch law, including, without limitation, 


providing the Solutions to or using the Solutions in services for sanctioned entities. Client expressly acknowledges 


and agrees that any requirements, provisions, and limitations regarding the export and end-use of (dual-use) Solutions 


as contained in this Agreement and the applicable regulations shall apply to any Solution documentation and support 


provided in relation to those Solutions. 


 


You shall at all times in the performance of Your obligations under this Agreement strictly comply with all laws, 


regulations and orders, and You agree to commit no act which, directly or indirectly, would violate any United States 


(or other applicable foreign export control laws, including, but not limited to the Netherlands and the European Union) 


laws, regulations or orders, including, without limitation, tax, export and foreign exchange laws, import controls, and 


export controls imposed by the U.S. Export Administration Act of 1979 as amended, the United States Foreign Corrupt 


Practices Act and the European Dual-use Regulation and its national implementation in the Netherlands. 


 


In order for Fortra to be able to provide the Solutions, Client must accurately and completely fill out the End-Use 


Statement. In the event an export application is required for the provision of the Solutions, Client may be required to 


have the document ‘legalized’ by the competent authorities in the jurisdiction where Client has its place of business 


(often the local Chamber of Commerce). Client shall (a) follow all reasonable instructions given by Fortra and provide 


all necessary cooperation in connection with the export application and the Agreement in a timely and efficient manner 


and (b) provide all necessary information as may be required by the U.S Department of Commerce, CDIU, and/or 


Fortra in order to perform required due diligence on Client, Client’s use of the Solutions, and Client’s Authorized 


Users. If an export application is not approved, Fortra has the right to terminate the Agreement. Fortra and Client may 
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mutually agree to attempt another export application. Client is responsible for the payment of all export application 


fees. 


 


Commercial Software: 
 


This section applies to all acquisitions of the Software Product by or for the federal government, or by any prime 


contractor or subcontractor (at any tier) under any contract, grant, cooperative agreement or other activity with the 


federal government. The Software Product was developed at private expense and is Commercial Computer Software, 


as defined in Section 12.212 of the Federal Acquisition Regulation (48 CFR 12.212) and Sections 227.7202-1 and 


227.7202-3 of the Defense Federal Acquisition Regulation Supplement (48 CFR 227.7202-1, 227.7202-3). 


 


Nondisclosure of Confidential Information: 
 


“Confidential Information” means all non-public, confidential or proprietary information, in whatever form or 


medium, disclosed by one Party to the other Party or its affiliates, or to any of such Party’s or its affiliates’ employees 


officers, directors, partners, members, shareholders, agents, attorneys, accountants, contractors or advisors, and shall 


include, but not be limited to, Fortra’s Property, the Solutions and documentation licensed by Fortra to You, 


information relating to a Party’s business concepts, non-public or personal information about customers, 


merchandising methods, ideas, processes, formulas, data programs, know-how, improvements, discoveries, business 


plans, financial information and compilations, developments, designs, inventions, techniques, marketing plans, 


strategies, forecasts, potential new product information, budgets, technology, projections, pricing strategies, costs, 


customer and supplier information, consumer personally identifiable information and all other information defined as 


a “trade secret” under the laws of the applicable jurisdictions. 


 


Each Party agrees that the Party receiving Confidential Information (“Receiving Party”) shall exercise the same 


degree of care and protection with respect to the Confidential Information of the party disclosing the Confidential 


Information (“Disclosing Party”) that it would exercise with respect to its own Confidential Information and shall not 


directly or indirectly disclose, copy, distribute, republish, or allow any third party to have access to any Confidential 


Information of the Disclosing Party, without the prior written consent of the Disclosing Party, except the Receiving 


Party may disclose Confidential Information on a need-to-know basis, to affiliates, subsidiaries, employees, agents, 


 contractors or representatives of the Receiving Party who are informed by the Receiving Party of the confidential  


nature of the Confidential Information and the obligations of the Receiving Party under this agreement or in 


accordance with a judicial or other governmental order, but only if the Receiving Party promptly notifies the 


Disclosing Party of the order and complies with any applicable protective or similar order. The Receiving Party will 


cause its affiliates, subsidiaries, employees, agents, contractors or representatives to comply with the provisions of 


this section. 


 


Fortra and You agree that the Receiving Party will promptly notify the Disclosing Party of any unauthorized use or 


disclosure of Confidential Information, or any other breach of this Agreement; and assist the Disclosing Party in every 


reasonable way to retrieve any Confidential Information that was used or disclosed by the Receiving Party or an 


employee, agent and representative of the Receiving Party without the Disclosing Party’s specific prior written 


authorization and to mitigate the harm caused by the unauthorized use or disclosure. 


 


Fortra and You agree that the Receiving Party will not be in breach of this section by using or disclosing Confidential 


Information if the Receiving Party demonstrates that the information used or disclosed (a) is generally available to the 


public other than as a result of a disclosure by the Receiving Party or an employee, agent and representative of the 


Receiving Party; (b) was received by the Receiving Party from a third party without any limitations on use or 


disclosure; or (c) was independently developed by the Receiving Party without use of the Confidential Information. 


 


Fortra and You agree that upon the request of the Disclosing Party, the Receiving Party will (a) promptly return to the 


Disclosing Party all materials furnished by the Disclosing Party containing Confidential Information, together with all 


copies and summaries of Confidential Information in the possession or under the control of the Receiving Party, and 


provide written certification that all such Confidential Information has been returned to the Disclosing Party, or 


(b) promptly destroy all materials furnished by the Disclosing Party containing Confidential Information, together 


with all copies and summaries of Confidential Information in the possession or under the control of the Receiving 
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Party, and provide written certification that all such Confidential Information has been destroyed by the Receiving 


Party.  Fortra  recognizes that Federal agencies are subject to the Freedom of Information Act, 5 U.S.C. 552, which 


may require that certain information be released, despite being characterized as “confidential” by the vendor. 


 


 


 


Miscellaneous: 
 


This Agreement does not create or imply any relationship in agency or partnership between You and Fortra. This 


Agreement and the terms and conditions contained in this Agreement apply and are binding upon Your successors and 


permitted assignees. This Agreement incorporates and includes, as applicable to a particular Solution, any End- Use 


Statements, Solution Service Descriptions, Solution Documentation and/or Solution-specific Addendums. This 


Agreement may be updated from time to time and any changes will be posted on our website or provided to You via 


email By continuing to access or use the Solutions after any changes become effective, You agree to be bound by the 


revised terms. The failure of Fortra to enforce any right or provision of this Agreement will not be deemed a waiver 


of such right or provision. In the event that any provision of this Agreement is held to be invalid or unenforceable, 


the remaining provisions of this Agreement will remain in full force and effect. Any notices to Fortra shall be sent to 


11095 Viking Drive, Suite 100 Eden Prairie, MN 55344, Attention: Legal. Notices to You shall be sent to the address 


provided on the Order Form. 


 
 


IN WITNESS WHEREOF, the Parties have caused this Agreement to be executed as of the Effective Date. 


 


 


FORTRA, LLC:  : 


 


 


Signature: Signature: 


 


Name: Name: 


 


Title: Title: 


 


Date: Date: 





