
Symantec Migration: Competitive Analysis
Learn the benefits of Symantec vs. Other Companies

Single 
Console

Single Agent Antivirus Antispyware Firewall
Deep Packet 

Inspection IPS
Device Control

Generic Exploit 
Blocking

Network Access 
Control

Proactive Threat 
Scan

Application 
Control

Symantec Endpoint Protection 11.0 Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Microsoft Forefront Client Security No No Yes Yes No No No No Yes No No

Trend Micro OfficeScan Client 8.0 No Yes Yes Yes Yes No No No CNAC Only No Yes

Trend Micro Client Security for SMB Yes Yes Yes Yes Yes No No No No No Yes

McAfee Virus Scan Enterprise 8.5 Yes Yes Yes Yes (2) Yes (2) No No No No No Yes

McAfee Antispyware Enterprise 8.5 Yes Yes No Yes No No No No No No No

McAfee HIPS 7.0 Yes Yes No No Yes Yes No Yes No No Yes

McAfee Total Protection Enterprise Yes No (3) Yes Yes Yes Yes No Yes No No Yes

McAfee Total Protection SMB Yes Yes Yes Yes Yes (4) No No No No No No

Sophos Endpoint Security and Control Solution No Yes Yes Yes Yes No Yes No No No Yes

Key
(2) This technology is available but is limited in it's functionality.
(3) Requires 4 agents: Common Management Agent, VirusScan Enterprise, Antispyware Module, HIPS
(4) The Firewall lacks basic functionality like Location Switching and is limited to the IP Protocol


