Data Sheet

Symantec Hosted Services

You should NOT have
to...

e Divert IT resources to
get better protection

e Expend capital on new
or upgraded hardware

e Waste time managing
software/hardware

You SHOULD be able
to...

e Allow IT resources to
focus on supporting
business goals

¢ Reduce infrastructure
load and costs

e Stay in control
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Symantec™ Hosted Mail Security

Hosted email security solution protects against spam, email-borne viruses, and other unwanted content
without requiring software or hardware installation

Symantec Hosted Mail Security provides spam, virus and content filtering without requiring
onsite hardware or software. Hosted by Symantec, the solution features award-winning
Symantec Brightmail™ AntiSpam and AntiVirus™ technologies. The Symantec Brightmail
AntiSpam™ engine delivers greater than 97 percent effectiveness and a critical false positive
rate of less than one in a million, making it one of the industry’s most accurate solutions.’

Administrators can customize mail policies by user or group. Quarantine management is
simplified with both administrator and end-user quarantines accessible via the console and
automated email digest reports sent to users' in-boxes. The spam quarantine email report
provides options to allow end users to manage their quarantined email freeing IT managers
from having to address individual quarantine issues.

Secure browser-based access allows administrators to set and enforce email security
policies, while content compliance features make it easy for organizations to control

sensitive email content and enforce content rules to conform to IT, HR, or regulatory

requirements.

Key benefits

e Powered by industry-leading Symantec Brightmail AntiSpam and Symantec AntiVirus
technologies for effective spam and virus protection

» Saves money by offering comprehensive email protection without requiring on-premise
hardware, software, or ongoing administration and maintenance

¢ Reduces burden on messaging environment by stopping spam, viruses, and other
unwanted content before they enter the network

e High accuracy allows customers to safely delete spam without review—no need to
double-check quarantines for false positives

e Administrator and end-user quarantine allows end users to manage their quarantined
email and frees IT managers from having to address individual quarantine issues
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1. InfoWorld 2007 Technology of the Year Award winner for Best Anti-Spam Solution.”

Confidence in a connected world.

, symantec.
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An In-the-Clouds
service

Comprehensive
protection against
spam, viruses and
other unwanted
content in a hosted
deployment

Requires no on-site
hardware, software,
internal expertise or
ongoing maintenance

Symantec offers the
scanning
infrastructure and
provides the scanning
services

Powered by
Brightmail AntiSpam
and Symantec
AntiVirus
technologies
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Symantec™ Hosted Mail Security

Key features

Multi-layered spam protection

e Uses Symantec Brightmail AntiSpam multi-layered technology to maximize detection rates
without impacting legitimate messages

Proven virus protection

¢ Designed to provide high-performance, integrated virus protection of inbound and
outbound email using Symantec AntiVirus technologies

e Employs intelligent heuristics allowing for early detection of new viruses
Email content filtering

¢ Attachment blocking and encrypted file handling policies can be established for additional
protection against risks

e Subject line and message body filtering helps administrators control sensitive email
content and enforce content rules to conform to Information Technology (IT), Human
Resources (HR), and regulatory policies

Sophisticated spam quarantine
e Spam quarantine report can be delivered to all or some users via email automatically

e Spam quarantine provides end-user access or administrator-only and can also be accessed
via a Web browser

Flexible policy management
e Spam, virus and filtering policies can be established for domains, users or groups of users
Transport Layer Security (TLS) support

e Maintains TLS connection for transmissions between customers and trading partners -
helps organizations comply with legal, regulatory, and corporate compliance objectives

Centralized management

e Provides secure browser-based access for setting and enforcing email secuirty policies,
generating reports and managment of multiple email domains

Graphical reporting
e Summaries and detailed statistics clearly highlight service efficiency and impact
Localized end user facing content

e Spam quarantine report email, end user manual and end user Web console available in
French, Italian, German, Spanish and Japanese—reduces IT support by providing content
and management tools in a language that is familiar to end users

Confidence in a connected world.

, symantec.
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Symantec™ Hosted Mail Security

System requirements

Management of the service is via a secure Web connection using one of the following
browsers:

e Microsoft® Internet Explorer® 6 or 7

e Foxfire® 1.5 0r 2

Contact Us Today
Call toll-free 1 (800) 745 6054

Visit Our Web Site
http://enterprise.symantec.com

About Symantec

Symantec is a global leader in providing security, storage, and systems management
solutions to help businesses and consumers secure and manage their information.
Headquartered in Cupertino, Calif., Symantec has operations in more than 40 countries.
More information is available at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA

+1 (408) 517 8000

1 (800) 721 3934
www.symantec.com
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