


Visual analysis  Opsware NAS automatically generates detailed Visio diagrams of the network, 
greatly improving network troubleshooting.  This deep view into network dependencies provides 
valuable insight when troubleshooting and understanding layer 2 and layer 3 relationships.

Enforce policy, standardize operations, and ensure compliance
Bringing networks into compliance with corporate or regulatory standards is a non-trivial, labor-
intensive, and ultimately difficult task to both achieve and maintain.  Opsware NAS ensures network 
compliance through a unique Network Compliance Model that maps device information, policies 
and user roles into a normalized structure to prevent compliance violations before they occur.

Built-in best practices  Network engineers can immediately measure network compliance against 
industry accepted best practices. Opsware NAS incorporates policies such as the NSA router 
configuration guidelines. These policies can be easily tailored for an enterprises’ specific needs.

Automatic enforcement  To proactively avoid misconfigurations and the introduction of non-
compliant changes, Opsware NAS automatically validates new changes against appropriate 
policies. If the changes do not comply, Opsware NAS alerts network engineers to make appropriate 
corrections before applying them to the device. 

Compliance reporting  Opsware NAS provides out-of-the-box reports for SOX, ITIL, HIPAA, and 
more to gain immediate insight on network compliance. These reports provide the metrics required 
by each of these regulations or processes.

Prevent network downtime and increase stability
Studies have shown that implementing peer reviews results in nearly 4 times fewer defects rolled 
out into the network.  Opsware NAS automates the peer review process to close the gap between 
the approval of a change and the actual configuration change that is pushed to the network.  

Workflow and approvals  IT managers can enforce the approval of a change through a flexible, 
integrated approval model,  using the exact configuration code that will be pushed to the network 
during a scheduled maintenance window or with the click of a button.  Approvers of a change can 
review the specific change in the context of the entire device configuration and the business units 
it will affect.

ACL management  Opsware NAS delivers powerful ACL automation and management capabilities 
giving network administrators the ability to quickly react to emerging threats and vulnerabilities.  
ACL templates are provided to reduce complexity and ensure consistency. 

Improve network security with automated Security Alert Service
Opsware NAS plays a integral role in managing your network security.  Automated software 
vulnerability detection allows the administrator to be alerted as soon as a vulnerability is identified.

The Opsware Network The Opsware Network is a security service that delivers network security 
vulnerability alerts as actionable Opsware NAS compliance policies to immediately identify all 
vulnerable devices across the network.  Alerts include the instructions and patches required for 
rapid remediation.   This service is provided in conjunction with Opsware NAS.

Supported 
device vendors

3Com

Adtran

Airespace

APC

Aruba

BelAir Networks

Blue Coat

Cabletron

Check Point

Cisco

Crossbeam 

CyberGuard

Cyclades

Enterasys

Expand

Extreme Networks

F5 Networks

Foundry Networks

Force 10

HP 

Juniper Networks

Lucent

Marconi

Netopia

NetScreen

Network Appliance

Nokia

Nortel Networks

Packeteer

Paradyne

Procket Networks

Secure Computing

Symbol

Tasman

Terayon

ZyXEL



OPSWARE NETWORK AUTOMATION SYSTEM CAPABILITIES

Network Auto-discovery 
& Intelligent Device 
Management

Perform a network scan or accept an import feed and automatically identify devices not under Opsware 
management.  Automatically remove duplicate devices from inventory discovered via multiple IP 
addresses. 

Real-time Configuration & 
Asset Tracking

Detect, in real-time, all configuration and asset information changes across a multi-vendor device 
network, regardless of how the change was made. 

Diagramming & Visualization Generate a graphical representation of network devices dependent upon a given device.  Identify which 
devices are inactive or out of compliance. Use filters to immediately view isolated specific network 
segments.

Layer 2 Modeling Capture a snapshot of the current state of the network including topology and VLAN information.  
Identify the hosts connected to specific switches or interfaces by MAC address.

Audit Trail Store a complete audit trail of configuration, hardware and software changes on network devices, 
including the critical who, what, when and why.  

Role-based Access Control Configure granular, customizable user roles to control permissions on device views, device actions and 
system actions.  Supports common authentication systems, such as TACACS+/RADIUS, SecurID or 
Active Directory/LDAP. 

Network Lockdown Manage all device access and authorization via a centralized control model deeply integrated with the 
organizations standard workflow and approvals processes. 

Compliance Control Enable rapid troubleshooting and manage network compliance by comparing devices to defined, best 
practice standards.  Control network drift towards non-compliance with automatic remediation of devices 
in violation of standards.  Speed internal and external audit processes with out-of-the-box network 
compliance reports covering ITIL, SOX, HIPAA, CISP and more.

Device Provisioning Automate routine configuration tasks to perform vendor-agnostic updates, such as password or 
community string changes.  Reduce the time needed to build automation scripts and increase accuracy 
with auto-generated scripts derived from device sessions.  

Configuration Deployment  
& Rollback

Deploy compliant configurations across groups of devices, regardless of vendor.  Instantly roll back to a 
previous known good configuration, dramatically decreasing time-to-repair.

Enable disaster recovery and remote management
Opsware NAS has the scalablity to grow as the network increases in size and complexity and  
offers automated network management solutions for geographically dispersed networks.

Remote management  Opsware Multimaster and Satellite enable visibility and control across 
the entire globally distributed network environment.  Opsware Multimaster automatically replicates 
information about the environment to multiple locations dramatically reducing time to recover 
by enabling immediate recreation of the environment in a new location.  It also allows network 
teams to leverage best practices and knowledge across multiple locations and ensure operational 
consistency across the entire enterprise.  Opsware Satellite enables central management of 
network devices in remote locations and enables failover due to network instability.
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About Opsware Inc.
Opsware Inc. is the world’s leading IT automation and utility computing software company. 
The growth of the Internet is driving a shift from client/server computing to Web architec-
ture. With this shift comes an overwhelming proliferation of servers, networking devices and 
applications, creating massive complexity that makes an automated IT model a necessity. 
Opsware automates the complete IT lifecycle and delivers utility computing by enabling IT to 
automatically provision, patch, configure, secure, change, scale, audit, recover, consolidate, 
migrate, and reallocate servers, network devices and applications. Approximately 350 of the 
world’s largest companies, outsourcers and government agencies use Opsware to deliver 
this new, automated model of IT. For more information on Opsware Inc., please visit our web 
site at www.opsware.com.

ACL Management               
& Automation

Respond quickly to emerging network threats with powerful, centralized, batch ACL editing and 
deployment.  Utilize ACL templates to ensure ACL homogeneity and stability.  

Device OS Management Deploy and monitor OS images easily from a centralized network management system.  Control 
deployment of images via specific requirements to prevent mistakes before they happen.

Automation Engine Create complex automation flows, integrating internal and 3rd party systems.  Leverage over 200 system 
triggers to drive automation.

Workflow & Approvals Close the change loop with real-time process enforcement.  Model complex approval processes with 
highly flexible rules.  Force approvals for changes, including changes made by a direct CLI session.  
Chain multiple tasks together into a project workflow to determine whether the system should proceed to 
the next step. 

Data Mining & Reporting Provide dynamic, real-time reports into the hardware, software, configuration and operational activities 
across complex, heterogeneous data centers.  Deliver management reports, including network best 
practice SLA reports, activity correlation reports and network automation summary reports, out-of-the-box. 

Multimaster & Satellite Ensure high availability and disaster recovery solutions with Opsware Multimaster and Satellite 
deployments. Administrators can easily manage geographically dispersed networks with no single point of 
failure.

Opsware Server Automation 
System Integration

Understand which servers will be impacted by changes to specific network devices.  Opsware Server and 
Network  Automation System integration provides a comprehensive view and automation of the entire IT 
infrastructure.
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