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JABBER XCP

The Secure Choice for Presence and Messaging

INTRODUCTION

The Jabber Extensible Communications Platform (Jabber XCP) is a foundational building block for real-time
communication and collaboration. The vast majority of such applications are made possible by the Power of
Presence™: information about the availability of people, devices, applications, and services on the network.

The most popular presence-enabled applications are:

= |nstant messaging (IM)—enables the rapid exchange of information between two people
= Multi-user or group chat—extends IM beyond one-to-one interaction to multi-party text conferencing
(e.g., trading desks on Wall Street or incident rooms for emergency personnel)

Other interpersonal scenarios involve whiteboarding, application sharing, geolocation-based marketing, push-
to-talk, and push-to-video. Furthermore, real-time messaging is not limited to people: applications such as
workflow, data syndication, enterprise resource planning (ERP) systems, or sensors can communicate with each
other as well as with an end user.

All of these real-time applications have the potential to help reduce costs, improve efficiency, decrease time to
market, increase customer retention, and build competitive advantage for enterprises and service providers alike.
But that potential won't be realized if the underlying technologies are not secure.

At Jabber Inc., security is not just another buzzword, it is a core priority in every phase of design, implementation,
and deployment. We aggressively apply lessons learned from other Internet-scale technologies (e.g., email and the
web) and from our work with key customers in the financial, government, and telecommunications sectors to
achieve continuous improvement in the security profile of our products. In this whitepaper, we delve into the core
security features of Jabber XCP, the world's leading platform for building secure, presence-enabled applications.

WHAT IS SECURITY?

While everyone wants to deploy and use secure technologies, doing so can often prove difficult. Part of the
problem is that definitions of security vary widely. Jabber Inc. has architected a system that enables customers

to deploy real-world solutions while applying appropriate corporate policies for information security. In particular,
Jabber XCP takes account of the following known and suspected threats:

= Man in the middle attacks

= Unauthenticated or weakly authenticated users
= Rogue servers

= Rogue clients

= Address spoofing
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= Denial of service attacks

= Phishing

= Viruses, worms, and other malicious software (“malware")
= Unwanted communications (“spam")

= |eaks of confidential information

= |nappropriate logging or archiving

= Breakdowns in regulatory compliance

= Buffer overflows and other code security issues

These threats, and defenses against them, are discussed in detail below.

XMPP: ARCHITECTURAL BEDROCK

At the core of Jabber XCP is a message and presence router that implements the Internet Engineering Task
Force (IETF)-approved Extensible Messaging and Presence Protocol (XMPP). XMPP was designed to solve many
of the problems discovered during large-scale deployment of email and web technologies. For example, XMPP:

= Natively includes strong authentication and channel encryption
= Prevents address spoofing (one of the major causes of spam)
= |nhibits transmission of malware

While even the earliest Jabber technologies incorporated security lessons learned from email and the web,
those technologies underwent rigorous cross-area review within the IETF (the same body that codified
standards for email, the web, and the Internet's core network layer). During 2003 and 2004, the IETF's XMPP
Working Group strengthened and formalized XMPP's security profile, and those enhancements are fully
supported in Jabber XCP. In addition, Jabber XCP has been successfully and widely deployed in the financial
services industry and the defense and intelligence communities, which are legendary for their stringent
security requirements.

CONTINUED ON NEXT PAGE
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A Typical Session

To understand the security features of Jabber XCP, it is helpful to outline the cycle of a typical XMPP
client session.

CLIENT DISCOVERS AND CONNECTS TO SERVER

The standard method defined in Request For Comments (RFC) 3920 is to open a Transmission Control Protocol (TCP)
connection on port 5222, although other connection methods are possible (e.g., the Hypertext Transfer Protocol (HTTP)
binding or a Wireless Application Protocol (WAP) gateway) and a different port can be advertised through the use of
Domain Name System (DNS) service (SRV) records. Here we assume the use of port 5222, which starts out unencrypted
but can be upgraded to Transport Layer Security (TLS; see RFC 4346) through a START-TLS negotiation. Any given
deployment can require the TLS upgrade. This is typical in secure deployments so that no client-to-server channel is
unencrypted thus ensuring data confidentiality. In addition, Secure Sockets Layer (SSL) v2 and weak ciphers can be
disallowed to further improve the security profile.

CLIENT AUTHENTICATES WITH SERVER

Once TLS has been negotiated, the client must authenticate with the server (unlike Simple Mail Transfer Protocol (SMTP)
and Session Initiation Protocol (SIP), XMPP requires authentication). The standard method defined in RFC 3920 is to use
the Simple Authentication and Security Layer (SASL; see RFC 4422). Use of SASL provides a great deal of flexibility with
regard to authentication mechanisms. A typical secure deployment uses the DIGEST-MD5 mechanism, but use of
Kerberos, client-side X.509 certificates, and other authentication mechanisms, some of which also negotiate further
encryption layers, can be accommodated in the SASL framework implemented in Jabber XCP. Jabber XCP also supports a
pluggable token authentication protocol for custom single sign-on integration.

PREVENTING ADDRESS FORGING THROUGH ONGOING SENDER ADDRESS VALIDATION

After the client has negotiated channel encryption and has successfully authenticated with the server, it is “cleared” to
exchange presence information, messages, and request-response interactions with other entities (e.g., other users, multi-
user/group chat rooms, the user's server, and other presence-enabled applications). However, the client cannot simply
assert its address on the network, as in email. Instead, all servers are required to validate or stamp sender addresses,
which helps to greatly reduce the incidence of spam on XMPP networks. Jabber XCP, along with almost all other XMPP
servers, also includes native rate limiting to prevent rogue clients from sending large volumes of packets, clogging the
network, or even launching a denial of service attack.
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A TYPICAL SESSION
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INTER-DOMAIN FEDERATION

As mentioned, Jabber XCP is deployed as a server to which clients, services, and other servers connect. This
enables inter-domain federation—the ability to exchange information between any two server deployments
in different security domains. Such federation is a powerful technology, but it must be handled in a secure
manner to avoid some of the problems of uncontrolled communications. In XMPP, server-to-server
communication is entirely optional: an organization can deploy Jabber XCP only to its own users and disable
federation. A common deployment strategy is to enable federation only with an organization's "whitelist"

of supply chain members or strategic partners. Another strategy is to require certificates issued by a common,

trusted certification authority.

As with client-to-server connections, server-to-server communications can also require the use of mutual
TLS for channel encryption, and strong authentication between servers. Here again, network addresses are
validated through both DNS lookups and certificate checking (if DNS poisoning attacks are a concern,
communications can also be bound to static Internet Protocol (IP) addresses rather than relying on trust in
the DNS infrastructure, or secure DNS can be deployed). For many organizations, certificate enrollment and
deployment for XMPP communications are made easier through the XMPP Federation, an intermediate
certification authority that is run by the XMPP Standards Foundation. Furthermore, a server must not accept
any packet for which the sending domain does not match one of the validated domains. This further reduces
the possibility of forged packets and denial of service attacks on the network.
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Naturally, inter-domain federation is not without some risk, since it involves crossing the boundaries of one's
own trust area (e.g., there is no guarantee that another domain requires authentication as strong as one uses
internally). While the risk must be weighed against the benefits of federated communications with partners
or suppliers and the inherent stability of a network with no single point of failure, Jabber XCP makes the risk
management process easier through dynamic administration of whitelisting and blacklisting. The XMPP
technology used by Jabber XCP is also quite firewall-friendly, since it uses known ports or custom ports
configured via DNS SRV records, for which communications can be allowed on a per-domain basis at the
network edge.

INTER-DOMAIN FEDERATION
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PACKET VALIDATION AND COMPLIANCE

The fact that all communications are routed through the server makes Jabber XCP a highly manageable
solution for organizations. This client-server architecture makes it straightforward to ensure compliance

with requlatory directives such as the Sarbanes-Oxley Act, NASD, and the Health Insurance Portability

and Accountability Act (HIPAA). Compliance is assured through appropriate logging and archiving of
communications within an organization. For example, financial institutions can enforce ethical boundaries
forbidding interaction between analysts and traders. The fact that Jabber XCP's communications involve the
exchange of well-defined Extensible Markup Language (XML) packets also enables real-time schema validation
to ensure that inappropriate data is not sent over the wire. This becomes especially important when packets
are identified based on confidentiality definitions, thus preventing information leaks across trust boundaries.
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AUTHORIZATION AND INFORMATION ACCESS

Even if a user has authenticated with a server, that user may not be authorized to perform certain actions or
access certain kinds of information. For example, a multi-user/group chat room may enforce stricter access
controls via room membership or a required password to prevent unauthorized users from participating in the
discussions held there. This granular level of access control is critically important in a number of industry
sectors and communication domains. Similar access controls come standard with Jabber XCP's InfoBroker
feature, which enables controlled subscriptions to real-time information feeds.

User information is further protected through access controls on presence information, as well as through
the hiding of user IP addresses within the system. This is true of both basic network availability data as well
as extended presence information such as geolocation. Strict user control over who is allowed to view such
information ensures user privacy and security in a way that typical end users can easily manage.

Optional end-to-end encryption via Pretty Good Privacy (PGP), Secure/Multipurpose Internet Mail Extensions
(S/MIME), or opportunistic encryption with RSA keys can further protect user-to-user communications, although
naturally at the cost of organizational logging and control in the absence of complicated key-escrow techniques.

SPAM, SPIM, VIRUSES, AND OTHER SCOURGES

XMPP networks are almost legendary for their lack of spam, spim (i.e., spam over instant messaging), viruses,

and malware. There are many reasons for this level of security. As discussed above, prevention of address

forging makes it virtually impossible for spammers to send messages from addresses they do not control

such as "support@paypal.com.” Rate limiting at XMPP servers on the open Internet makes it more costly

to run distributed botnets, since a spammer would need to establish accounts at more servers. It is difficult

to discover large numbers of XMPP addresses via directory harvest attacks, since XMPP servers do not divulge
addresses or unknown users in response to standard requests such as attempted registration, message delivery,

or presence subscriptions. A user's presence information and IP address are not leaked to unauthorized entities.
Servers such as Jabber XCP include client-controlled whitelists and blacklists so that end users can block
communications with any rogue users. The Jabber/XMPP client ecosystem is extremely diverse, thus presenting
attackers with a large number of clients for almost every conceivable computing platform instead of one large
target on a single operating system. Furthermore, XMPP is a pure XML technology that does not allow binary
attachments, scripts, inline images, or other executable malware. The file transfer technologies used on XMPP
networks do provide one potential weak point, but that risk can be mitigated through the use of automated
server-side virus checking, such as in Jabber XCP's Advanced File Transfer feature. Phishing attacks are also
possible (e.g., inclusion of malicious Uniform Resource Locators (URLs) in text messages), but the prevention of
address forging has made such attacks relatively less interesting to attackers. While these factors have effectively
prevented the emergence of spam on XMPP networks, the XMPP community has also developed XMPP extensions
such as spam reporting mechanisms to be used in case spam does become a problem in the future.

MULTI-PROTOCOL SECURITY

One of the defining features of Jabber XCP is its ability to support not just XMPP but a wide range of real-time
technologies. In particular, Jabber XCP features the ability for end users and other application processes to
connect via industry standard HTTP, the IETF's SIP for Instant Messaging and Presence Leveraging Extensions
(SIMPLE), and the Open Mobile Alliance's Instant Messaging and Presence Service (IMPS) technology. As far
as possible, Jabber Inc!s strong standards for security are applied to each of the protocols that Jabber XCP
supports. For example, communications sent over HTTP connections are encrypted using SSL located at https:
Uniform Resource Identifiers (URIs). SIP communications are also encrypted using SSL via sips: URIs. Since
the IMPS client-server protocol typically uses HTTP as its transport binding, it too can be secured via SSL.
The result is that all communications into and out of Jabber XCP can be appropriately secured as required by
corporate deployment policies. These same policies can also be applied to server-to-server federation, for
example between an instance of Jabber XCP and an instance of Microsoft Live Communications Server

(LCS) or IBM Lotus Sametime speaking a specific dialect of SIP.
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SECURE COMMUNICATIONS
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DEPLOYMENT EXPERIENCE

Jabber XCP has been widely deployed at some of the world's most demanding, security-conscious
organizations. Those deployments include a majority of the blue-chip investment banks, where
communications exchanged at Jabber XCP-based virtual trading desks result in billions of dollars in
trades every day. Another key deployment sector is healthcare, where the confidentiality of patient
information is not just desirable but mandated by law. Jabber XCP also powers CapWIN, a collaboration
space for multi-agency emergency personnel in the Washington, D.C. area. As a FIPS-140.2 certified
software product, Jabber XCP has also been trusted to run on the secure network used by the U.S.
Department of Defense and intelligence community where XMPP is a mandatory standard.

The deployment of Jabber XCP and other XMPP-based systems is not limited to internal networks. There are
tens of thousands of domains on the open Internet providing XMPP services to tens of millions of end users.
Interestingly, since originally deployed in 1999 that growing XMPP network has experienced no major security
incidents such as spam, virus outbreaks, denial of service attacks, or server hacks. Jabber, Inc. also runs one of
the larger nodes on the network at jabber.com, which enables the XMPP community and Jabber, Inc. to both
discover real-world threats and harden Jabber XCP against them.

SUMMARY

Information security is more than just encryption and cryptography. While strong protocols are needed, so is
deployment experience with security-conscious organizations. Security is not a one-time task, but an ongoing
process. Through its efforts on standardization and code security, Jabber Inc. has worked hard to eliminate all
of the typical security risks found in major attacks, and its deployment experience in highly demanding
environments is a good indication of success. Security risks change all the time, and continuing vigilance is
needed to prevent unknown attack vectors. Jabber XCP is continually being improved to mitigate or eliminate
those risks.

The Power of Presence ™ 7



JABBER, INC. Jabber XCP

GLOSSARY

Extensible Markup Language (XML)—A subset of Standard General Markup Language (SGML) that is used
for flexible but structured document formatting and data definition. Defined by the World Wide Web
Consortium (W3C).

Extensible Messaging and Presence Protocol (XMPP)—A streaming XML technology that is used for
exchanging messages, presence information, and other structured data in close to real time over the Internet.
First developed in the open source developer community (1999) and formalized in IETF RFCs 3920 and

3921 (2004).

Hyper Text Transport Protocol (HTTP)—A standardized technology for exchanging information over the
Internet; it forms the bedrock of the World Wide Web.

Instant Messaging and Presence Service (IMPS)—An instant messaging and presence technology mainly
used for mobile communications. It was first defined by the Wireless Village initiative and is now maintained
by the Open Mobile Alliance.

Internet Engineering Task Force (IETF)—The primary standards development organization responsible for
defining protocols used for communication over the Internet.

Secure Sockets Layer (SSL)—A technology for encrypting communications between a client and a server,
originally developed by Netscape Communications for use with HTTP. SSL has been formalized by the IETF
under the name Transport Layer Security.

Session Initiation Protocol (SIP)—An IETF signaling technology for negotiating and managing multimedia
sessions over the Internet (where the media data itself is handled by a non-SIP technology such as the Real-
time Transport Protocol). Defined in IETF RFC 3261 and various extensions.

Simple Authentication and Security Layer (SASL)—A flexible framework for authentication between any
two entities over a network, typically used for authentication of a client with a server or of one server with
another server. Defined in IETF RFC 4422.

Transport Layer Security (TLS)—The IETF's formalization of Secure Sockets Layer, defined in IETF RFC 4346.
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