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Anonymizer® Geographic Distribution”

= Camouflage your IP country of origin, operating system, language, and time zone

= Blend in seamlessly with the foreign national’s e-traffic

= Scalable to meet any level of security requirements

Risks to Gathering Open Source
Intelligence on the Internet

IP addresses uniquely identify computers so that Web
sites can communicate with visitors. The IP address
allows Web sites to recognize each visitor by their
geographic location, Internet service provider (ISP),
operating system, and even the user’s language.

Even if this analyst protects their IP address, they can
still be blocked on their geographic location. Web site
administrators can identify visitors from the United
States and present misleading information, or block
access altogether.

Lists of IP addresses assigned to government
agencies are readily available on the Internet. Current
technology enables nefarious Web site administrators
to flag your agency’s IP addresses and redirect your
analysts to a cloaked Web site that displays false
information. Hackers can even automatically launch a
distributed denial of service (DDOS) attack through the
workstation or laptop to your agency'’s servers.

Proven Identity-Protection Solutions

Anonymizer non-attribution solutions mitigate these
threats by providing government users true anonymity
on the Internet, thereby completely shielding your
network identity from terrorists, hackers, or others
who have intentions of ill will against the organization.
Using geographic anonymity, agency analysts can gain
unfettered access to target Web sites, ensuring data
integrity without tipping off the target.
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The Anonymizer Advantage

For Analysts Needing to Hide their
Geographic Location:

Anonymizer Geographic Distribution provides

users the ability to change the information that

Web administrators see through even the most
sophisticated network analysis tools. Geographic
Distribution enables users to completely camouflage
identity by customizing their IP information with the
following criteria:

= Country of origin
= Operating system
= | anguage

= Time zone

Thus, users could appear as if they are located in
Cairo, and all of the corresponding information would
be provided seamlessly.

Anonymizer develops Geographic Distribution locations
for each customer’s unigue requirements. This solution
is the perfect complement to Anonymizer Enterprise
Chameleon.

“Access to and protection of intelligence
information is essential for national
security and the need to do this well can't
be understated.”

— John G. Grimes, ASD NIl and CIO,
U.S. Department of Defense

Anonymizer, Inc. is the global leader in online privacy and identity protection solutions. The company’s core
competency is non-attribution and its world-class consumer, enterprise, and government solutions are
second to none. Because of Anonymizer’s hardened networks, redundant connections, and strict internal
procedures, the company has been able to weather everything from hacker attacks to government-sponsored
intrusion teams. Providing non-attributions since 1995, Anonymizer has never experienced a security

breach and it has ensured a safe and secure Internet for millions of users and billions of Web pages.

Visit us at www.anonymizer.com.
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Anonymizer® Geographic Distribution™
Features & Benefits

Anonymizer Geographic Distribution ensures data integrity by providing your analysts with
IP addresses that appear as though they are from a city or country that appears harmless
or friendly to the target site. In addition to enabling users to select a “neutral” or “insider”
city, state, or country of origin, Geographic Distribution also changes the operating system,
language, and time zone to transparently match the header information that is consistent
with that region. When a Web administrator attempts to identify your organization’s domain
name or IP address, your users are not tagged as risks, and are welcomed.

= Complete Non-Attribution = Not Just Spoofed = Scalable Solution
Geographic Distribution prevents Traffic actually comes from an Whether you need to protect
others from tracing a user'’s Anonymizer controlled point a few analysts, a full
geographic origin, operating of presence in the country. department, or your entire
system, original language, and agency, Geographic Distribution
even time zone. This keeps your = IP Control easily accommodates your
organization’s true identity and Domains and IP addresses current and future requirements.
location protected, thus enabling are utilized only by vetted and
your users to access target licensed subscribers. These = Ease of Deployment
sites without being blocked enterprise-class solutions are not The Anonymizer Geographic
or spoofed. This ensures the available to the general public. Distribution technology is server
integrity of data gathered. . side and platform-independent.

= Locations Developed for There is no client software

= One-Click Access Your Requirements to download or install, and
Geographic Distribution Anonymizer develops no need to adjust end users’
users are able to change their Geographic Distribution system configurations.
apparent physical location and locations for each organization’s
corresponding header information unigue requirements.

with the click of a button in their
Internet browser. All settings
automatically update, making
Geographic Distribution user
friendly and convenient.
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