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The Anonymizer Advantage
Anonymizer, Inc. is the global leader in online privacy and identity protection solutions. The company’s core 
competency is non-attribution and its world-class consumer, enterprise, and government solutions are 
second to none. Because of Anonymizer’s hardened networks, redundant connections, and strict internal 
procedures, the company has been able to weather everything from hacker attacks to government-sponsored 
intrusion teams. Providing non-attributions since 1995, Anonymizer has never experienced a security  
breach and it has ensured a safe and secure Internet for millions of users and billions of Web pages. 
Visit us at www.anonymizer.com. 

Anonymizer® Enterprise Chameleon™

Risks to Gathering Open Source 
Intelligence on the Internet

They know who you are – but you don’t know that 
you’ve been exposed! 

Your targets have identified your IP Address as an 
investigative unit of the US government and are 
redirecting you to a cloaked web site displaying 
fake information. You are also at risk of falling prey 
to their “honey pot” scheme. Your operation and 
potentially your safety have been compromised.

IP addresses uniquely identify computers so that Web 
sites can communicate with visitors. The IP address 
allows Web sites to recognize each visitor by their 
geographic location, Internet service provider (ISP), 
operating system, and even the user’s language.

Lists of IP addresses assigned to government 
agencies are readily available on the Internet. Current 
technology enables nefarious Web site administrators 
to flag your agency’s IP addresses. With this 
information, they can:

▪	Block access to their Web sites or specific pages

▪	Redirect agents to cloaked Web sites displaying  
false information

▪	Attract agents to “honey pot” Web sites

For Analysts within the Enterprise Walls: 
Anonymizer’s Enterprise Chameleon is a network tool 
that provides users true anonymity on the Internet. 
Empowered with true identity protection, Enterprise 
Chameleon gives agents and analysts unfettered 
access to target Web sites, ensuring data integrity 
without tipping off the target.

“Terrorists continue to strengthen their 
organizations through sophisticated use 
of the Internet to collect and exchange 
intelligence, spread propaganda, raise 
funds, and recruit new members.”  
— U.S. Info, June 2006

Proven Identity-Protection Solutions
Anonymizer non-attribution solutions mitigate these 
threats by providing government users true anonymity 
on the Internet, thereby completely shielding your 
network identity from terrorists, hackers, or others 
who have intentions of ill will against the organization. 

The most trusted solution for secure osint online

▪ Ensure access to online intelligence
  ▪ Protect the integrity of information collected
     ▪ Shield the confidentiality of analysts
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Anonymizer® Enterprise Chameleon™ 
Features & Benefits
Enterprise Chameleon ensures data integrity by providing your analysts with IP addresses 
and domains that remain unrecognized by the target Web site. When a Web administrator 
attempts to identify your domain name or IP address, it blends discreetly into the general 
visitor population, in a “Chameleon-like” fashion.

▪	Complete Non-Attribution 
Enterprise Chameleon prevents 
others from tracing a user’s 
identity, and keeps your agency’s 
identity protected. This enables 
your users to access target sites 
without being blocked or spoofed, 
thus ensuring data integrity.

▪	Fast Internet Connections 
Using dedicated servers, 
Enterprise Chameleon ensures a 
fast, flawless Internet connection 
with very high availability for 
a positive and seamless user 
experience.

▪	IP Control  
Domains and IP addresses are 
available only to vetted and 
licensed subscribers. These 
enterprise-class solutions are not 
available to the general public. 

▪	IP Rotation 
Enterprise Chameleon changes 
the user’s IP address on a daily 
basis, ensuring an IP will not 
get burned. Custom rotation 
schedules are available to meet 
stringent requirements.

▪	Hardened Security 
Users access the Internet through 
a series of private servers and 
proxies that never write any data 
to disk. Because information is 
never recorded to any network 
server, Anonymizer can guarantee 
its customers complete user 
privacy and security, even in 
the unlikely event of a breach 
situation.

▪	Secure Connection 
The Enterprise Chameleon 
protects the customer’s 
connection to Anonymizer with 
triple-DES or AES encryption, 
which ensures the integrity and 
privacy of confidential, secure, or 
secret information.

▪	Scalable Solution 
Whether you need to protect a 
few analysts, a full department, 
or your entire organization, 
Enterprise Chameleon easily 
accommodates your current  
and future requirements. 

▪	Ease of Deployment 
The Enterprise Chameleon 
technology is server-side and 
platform-independent. There is 
no client software to download or 
install, and no need to adjust end 
users’ system configurations.

▪	Traffic Mixing (optional) 
Enterprise Chameleon blends 
your Internet traffic with traffic 
from millions of users from 
outside your organization, 
preventing other Web sites from 
profiling your users based on their 
IP addresses.
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Contact Us
Anonymizer Government Services 

202-777-6991 
government@anonymizerinc.com
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