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The Anonymizer Advantage
Anonymizer, Inc. is the global leader in online privacy and identity protection solutions. The company’s core 
competency is non-attribution and its world-class consumer, enterprise, and government solutions are 
second to none. Because of Anonymizer’s hardened networks, redundant connections, and strict internal 
procedures, the company has been able to weather everything from hacker attacks to government-sponsored 
intrusion teams. Providing non-attributions since 1995, Anonymizer has never experienced a security  
breach and it has ensured a safe and secure Internet for millions of users and billions of Web pages. 
Visit us at www.anonymizer.com. 

Anonymizer® Intelligence Chameleon™

Risks to Gathering Open Source 
Intelligence on the Internet
Information assurance is crucial for organizations 
engaged in any type of intelligence gathering on  
the Internet. 

Before you place too much importance on the 
information you extract from Web sites, you 
should take a closer look. 

By using simple tools, site administrators are able 
to determine who is visiting their site by the visitor’s 
IP address. When the Web server receives a page 
request, a script checks the IP address of the user 
against a list of known IP addresses that the site 
wishes to block or cloak against. If a match is found, 
the server delivers an error message such as  
“Access Denied” or “Page Not Found.” Or it may 
redirect visitors to a “cloaked” Web site displaying 
false information. 

Most organizations protect against in-bound threats 
such as viruses, hackers, and spam. Anonymizer 
provides proven solutions to combat out-bound  
threats such as blocking and cloaking that can 
compromise covert identity and the accuracy of 
information retrieved. 

For Organizations Engaged in 
Intelligence Harvesting: 
The Anonymizer Intelligence Chameleon ensures 
valuable information assurance and identity protection 
for your agency when engaged in any of the following 
activities: 

▪	Web harvesting 

▪	Unstructured Data Management (UDM) 

▪	Internet “chatter” analysis 

▪	Government and/or corporate research 

Intelligence Chameleon spreads your traffic over 
thousands of unique IP addresses so one can appear 
to be thousands of visitors while harvesting large 
amounts of data from a single site. This allows 
analysts to circumvent devious tactics such as Web 
site blocking, “spoofing,” and traffic analysis, and thus 
access accurate data.

Proven Identity-Protection Solutions
Anonymizer non-attribution solutions mitigate these 
threats by providing government users true anonymity 
on the Internet, thereby completely shielding your 
network identity.

The most trusted solution for secure intelligence harvesting

▪ Shield the identity of the web harvester
  ▪ Distribute automated spider into thousands of IPs
     ▪ Snapshot a web site without leaving any footprints
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Anonymizer® Intelligence Chameleon™ 
Features & Benefits
Anonymizer Intelligence Chameleon ensures data integrity by providing your servers with 
thousands of IP addresses, so that the user’s machine and the organization’s domain 
remain unrecognized by the target Web site. When a Web administrator attempts to 
identify your domain name or IP address, your users blend discreetly into the general 
visitor population, in a “Chameleon-like” fashion. 

▪	Complete Non-Attribution 
Intelligence Chameleon prevents 
others from tracing a user’s 
identity, and keeps your agency’s 
identity protected. This enables 
your users to access target sites 
without being blocked or spoofed, 
thus ensuring data integrity.

▪	Fast Internet Connections 
Using dedicated servers, 
Intelligence Chameleon 
ensures a fast, flawless Internet 
connection with very high 
availability for a positive and 
seamless user experience.

▪	IP Control  
Domains and IP addresses 
are utilized only by vetted and 
licensed subscribers. These 
enterprise-class solutions are not 
available to the general public. 

▪	IP Exploder 
Intelligence Chameleon 
spreads your automated spider 
searches over thousands of 
non-attributable IP addresses so 
that you can scrape a web site 
anonymously and undetected.

▪	Hardened Security 
Users access the Internet 
through a series of private 
servers and proxies that never 
write any data to disk. Because 
information is never recorded to 
any network server, Anonymizer 
can guarantee its customers 
complete user privacy and 
security, even in the unlikely 
event of a breach situation.

▪	Secure Connection 
Intelligence Chameleon protects 
the customer’s connection to 
Anonymizer with triple-DES 
or AES encryption, which 
ensures the integrity and 
privacy of confidential, secure, 
or secret information.

▪	Scalable Solution 
Whether you have one or more 
servers, Intelligence Chameleon 
easily accommodates your 
current and future requirements. 

▪	Ease of Deployment 
The Anonymizer Intelligence 
Chameleon technology is server-
side and platform-independent. 
There is no client software 
to download or install.

▪	Traffic Mixing (optional) 
Intelligence Chameleon blends 
your Internet traffic with traffic 
from millions of users from 
outside your organization, 
preventing other Web sites 
from profiling your users 
based on their IP addresses.
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Contact Us
Anonymizer Government Services 

202-777-6991 
government@anonymizerinc.com


