Solution Brief

Adobe solutions for more
secure information sharing

Delivering the confidence to engage in sensitive business electronically

Adobe solutions help protect:

Confidentiality—Control who
can access the document
Authorization—Control what
someone can do with it
Accountability—Track what
someone does with it
Integrity—Show whether a
document has been altered
Authenticity—Verify the
source of the document

Ideal for:

Case management—Speed

up case review and approval
processes, while safeguarding
client privacy

Bid package dissemination—
Control the integrity and
authenticity of bid solicitations
from beginning to end

Business enablement—Help ensure
that company proprietary data is
protected along the entire chain

for business processes such as
permit applications, tax filings,
and compliance reporting

Manual processes make it difficult and costly to share documents securely and efficiently
Governments around the globe are working hard to become more transparent, accessible, and
responsive to the people they serve by improving the way they share information. The ability to
receive and act on information contained in protected documents—such as dynamic forms,
intelligence reports, and maps—is vital to the success of any mission-critical process.

The military uses documents to share information across branches and other entities in a coalition
situation. Intelligence agencies need to send confidential dossiers both internally and externally,
such as to the military and civilian agencies. Emergency response, law enforcement, and social
services agencies need to share information with partners and various levels of government, as well
as across borders.

Opening up these lines of communication is critical, but protecting sensitive information is
extremely challenging. Most government legacy IT systems were designed to collect and protect,
not share, information. Interaction with citizens or other systems was not considered, making

it difficult to share information beyond network boundaries and extend processes to citizens,
businesses, or other agencies. As a result, many government organizations still rely on manual
processes—shuflling paper documents informally around the office or across the world—which not
only increases costs and the risk of errors, but also makes cross-agency collaboration less efficient.
Additionally, agencies must comply with strict requirements to protect the privacy and authenticity
of electronic communications.

Engage citizens in efficient electronic processes and authentic document sharing

Adobe solutions for more secure information sharing help agencies extend beyond the boundaries of
their networks and apply a high and measurable degree of information and business process
assurance to the documents and forms that are the lifeblood of every government process. These
solutions embrace digital signatures and identity management initiatives from around the world,
empowering government agencies to share information with confidence and accountability

both within and across organizational boundaries.

With Adobe solutions, governments can: By:

« Increase citizen satisfaction with trusted,
convenient, electronic interactions

« Persistently protecting document-based information,
online or offline

« Speed cross-agency collaboration with more
secure, intelligent information sharing

Dynamically administering access rights to documents,

even after the document has been distributed

« Provide actionable, timely information to « Deploying certified electronic forms that automatically
people who need it most fill with information from back-end systems using XML

« Increase access to information data schemas

« Enabling flexible, accountable information sharing

across business processes
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Solution components:

Adobe Acrobat® 8 Professional

Adobe Acrobat Connect™ Professional
Adobe Acrobat 3D

Adobe LiveCycle® Rights Management ES
Adobe LiveCycle Digital Signatures ES

Adobe LiveCycle Process Management ES

Use Adobe solutions to:

Increase citizen satisfaction

with trusted, convenient, electronic
interactions

.

Speed cross-agency collaboration
with more secure, intelligent
information sharing

Make better decisions by providing
actionable, timely information to
people who need it most

Increase access to information by
preventing the need to use paper

For more information

For more details about Adobe solutions
for secure information sharing, visit
www.adobe.com/government

or call 800-861-9428.
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Improve the way people interact with information and with each other

To effectively provide citizens with anywhere, anytime access to government services, agencies
must share information and create an environment of trust. By combining Adobe solutions with
products and services from leading security vendors, agencies can protect the authenticity,
integrity, and confidentiality of electronic documents. Adobe helps government agencies create
an environment of trust while delivering document-based interaction with citizens, service
providers, mobile workers, and other agencies.

Comply with privacy and security requirements using extensible policy controls

Most solutions for protecting electronically delivered information end at the firewall. Adobe
takes security to the document level, delivering document control, digital signature support,

and document certification services that simplify the process of protecting sensitive information.

Persistent confidentiality, privacy, and accountability policies travel with a document, so
agencies can control who can open, view, print, copy, or modify a document, whether it is
online, offline, or outside the network. Agencies can maintain these security policies to control
documents throughout their lifecycle, change usage policies on existing documents, or revoke
access altogether. Adobe also provides digital signature, encryption, and document certification
capabilities to validate that only authorized individuals are able to access, edit, and transmit

the document.

Government-certified documents help increase citizen confidence

Government agencies can quickly, easily, and cost-effectively deploy PDF and XML forms online
that anyone using free Adobe® Reader® software can fill out either online or offline—eliminating
manual processing while ensuring that all the right information is collected, automatically
verified, and captured into back-end systems. When filling out intelligent forms offline, citizens
simply save PDF forms to their local hard drive, fill them in, and submit the completed forms the
next time they are online. This is especially beneficial for people who need time to gather more
information or are using a dial-up connection.

Enable delivery of information to the edge

With more secure information sharing solutions, Adobe helps government agencies deliver
information to the edge. By providing dynamic and persistent control over documents, Adobe
improves the way people interact with information and each other. With Adobe, agencies can
confidently move from paper-based to electronic processes, enabling them to communicate with
citizens and other agencies more effectively while reducing the cost of distributing confidential
information.
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