


EXHIBIT A to TELCORDIA CONTRACT NO. 7NNNNN

Telcordia.

EXHIBIT A: WORK STATEMENT
to Software License Agreement
Contract No.<XXXXXXX>

1. SCOPE

Licensee will receive a one (1) year Designated System License, as defined in Sections 1.4 and 4
of this Agreement, for the current release of Telcordia’s IP Assure Software, and associated
documentation, as defined in Section 1.2 of this Agreement.

2. SPECIFICATIONS

The Licensed Software will aid Licensee in the analysis of its network and security infrastructure
(e.g., routers, switches and firewalls) for compliance with selected industry standards (e.g., industry
“best current practices” for routing and security and the Federal Information Security Management
Act) and identification of inconsistencies for the following IP protocols and technologies:

Border Gateway Protocol (“BGP?”), version 4.x;

Firewall rules;

Hot-Standby Routing Protocol (“HSRP”);

Internet Protocol Security (“IPSec”) and Internet Key Exchange (“IKE”);
Open Shortest Path First (“OSPF”);

Quality of Service (“QoS”) and Differentiated Services (“DiffServ”);
Routing Information Protocol (“RIP*);

Specified policies of Licensee; and

Virtual Local Area Network (“VLAN”),

The Licensed Software will provide the following multi-level visualization for purposes of analyzing
“Layer 2” and “Layer 3” network topologies and identifying single points-of-failure in Licensee’s
network:
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IP subnet;

IPSec tunnels;

OSPF;

QoS;

Service reachability;
Single point-of-failure; and
VLAN.

3. STANDARD OPERATING ENVIRONMENT (“SOE”)

A quad core CPU, powered by an AMD or Intel processor running at 2GHz, with 8MB internal
memory and 80GB hard disk storage space, and with the following Third Party software installed and

TELCORDIA AND LICENSEE
CONFIDENTIAL — RESTRICTED ACCESS
See confidentiality restrictions on title page.

Page 10 of 19



EXHIBIT A to TELCORDIA CONTRACT NO. 7NNNNN

operational: Caucho Resin; CVS (Concurrent Versions System); Graphviz; JavaCVS; Linux 2.4
kernel; MySQL; and Sun Microsystems Java Runtime Environment.'

Licensee is also responsible for adequate electric power supply, air conditioning and humidity control
where the hardware is located.

4. DELIVERY SCHEDULE

Software and associated Documentation shall be delivered thirty (30) days after receipt of order by
Telcordia.

5. FEES AND PAYMENTS
The IP Assure Right-To-License fees and optional fees for associated services such as deployment,

integration and training will be those fees listed in Carahsoft’'s GSA IT Schedule Solicitation FCIS-
JB-980001B, at the time of Licensee’s order.

! Product names may be trademarks or registh&mmﬁg{%N%gﬁ%ﬁE&Eygitm States and other countries.

See confidentiality restrictions on title page.
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Telcordia.

Exhibit B: Licensed Software Warranty and Maintenance
Services

1. PURPOSE

Below are the terms, obligations and conditions associated with the provision by Telcordia of
certain Licensed Software Services provided collectively as maintenance for the Licensed
Software (“Maintenance”). Warranty and Maintenance consists of Basic Maintenance Services
as described in Section 6.1 of this Exhibit and Demand Services as described in Section 6.2 of
this Exhibit. Demand Services will be usage-based and charged on an hourly basis.

2. DEFINITIONS

2.1 “Acknowledgment Response” means a response to Licensee by a Maintenance Support
Person that he or she is gathering Problem Determination information in response to a Problem
reported by an Authorized Licensee Representative.

2.2 “Authorized Licensee Representative” means a user of the Licensed Software who is an
employee, agent or representative of Licensee, is authorized to use the Licensed Software in
accordance with the Agreement, and has attended and completed the training on the Licensed
Software provided by Telcordia under the Agreement.

2.3 “Basic Maintenance Services” means specific Maintenance Services described in this
Exhibit that include Hotline Support, Problem Determination, and Resolution of Defects provided
to Licensee.

24 “Defect” means a condition in the Licensed Software that causes the Licensed Software to
materially fail to conform to the then-current Specifications for the applicable Release.

2.5 “Demand Services” means Maintenance Services that are determined by Telcordia not to
be included within Basic Maintenance Services and charged on an hourly basis at Licensee’s
request. Demand Services may include, but is not limited to, troubleshooting assistance,
operational assistance, procedural advice, emergency recovery assistance not caused by Defects,
and responses to information requests.

2.6 “General Release” means a scheduled Release containing new features and/or
Enhancements as well as the accumulated Resolutions made available since the immediately
preceding Release (General or Maintenance).

2.7 “Hotline” means a telephone hotline number (toll free in the United States) that Licensee
can use to notify Telcordia of a need for Maintenance during the Standard Coverage Period.

2.8 “Issuance Date” means the date a Relcase is made generally available to Licensee.

2.9 “Maintenance Release” means a supplemental Release of the Licensed Software, made
available during the one (1) year license period , containing accumulated Resolutions and



provided to licensees having a current Maintenance Services agreement with Telcordia for the
Licensed Software.

2.10 “Maintenance Support” means Licensed Software services provided by Telcordia to
correct a Defect or respond to a request from Licensee.

2.11 “Maintenance Support Person” means a Telcordia representative who is assigned to
provide particular Maintenance Support to Licensee.

2.12 “Problem” means a condition reported by an Authorized Licensee Representative to
Telcordia via the Hotline in which a System is not functioning in Material Conformance with the
then-current Specifications for the applicable Release.

2.13 “Problem Determination” means the isolation of a Problem as either a Defect or a
problem of another nature with a System (e.g, Licensee operational, database,
hardware/firmware, interfacing product, and/or software other than that of Telcordia).

2.14 “Problem Determination Interval” means the time required from Licensee’s notification
under Attachment 1, Section 2.A. of this Exhibit to provide a Problem Determination.

2.15 “Resolution” means the provision of a permanent solution (i.e., a fix) to a Defect.

2.16 “Resolution Interval” means the time required from Licensee’s notification under
Attachment 1, Section 2.C. of this Exhibit to provide a Resolution.

2.17 “Restoration” means the return of the Licensed Software to an operating condition without
providing a Resolution (i.e., a workaround).

2.18 “Restoration Interval” means the time required from Licensee’s notification under
Attachment 1, Section 2.B. of this Exhibit to provide a Restoration.

2.19 “Severity 1 Defect” means the Licensed Software is totally inoperable and the inability to
use the Licensed Software has a critical impact on Licensee’s operation.

2.20 “Severity 2 Defect” means the Licensed Software is useable, but an essential component
of the Licensed Software is malfunctioning and substantially impacts Licensee’s operation.

2.21 “Severity 3 Defect” means the Licensed Software is not functioning in accordance with the
then-current Specifications for the applicable Release, but is useable and does not substantially
impact Licensee’s operation.

2.22 “Severity 1 Problem” means a System is totally inoperable and the inability to use the
System has a critical impact on Licensee’s operation.

2.23 “Severity 2 Problem” means a System is useable, but an essential component of the
System is malfunctioning and substantially impacts Licensee’s operation.

2.24 “Severity 3 Problem” means a System not functioning in accordance with the then-current
Specifications for the applicable Release, but is useable and does not substantially impact
Licensee’s operation.



2.25 “Standard Coverage Period” means 9:00 AM through 5:00 PM Eastern Time, Monday
through Friday except holidays

2.26 “Standard Operating Environment (SOE)” means the hardware and Third Party
software prescribed by Telcordia required to operate a Release of the Licensed Software.

2.27 “System” means the combination of the Licensed Software with the hardware interfaces
and Third Party software prescribed in the then-current Documentation for the applicable
Release.

3. SCOPE OF MAINTENANCE SERVICES

3.1 Warranty/Maintenance Services Period. Telcordia shall provide the Maintenance
Services described in this Exhibit B for the one (1) year License Period.

3.2 Demand Services. If Licensee’s initial request for Maintenance Support is determined not
to be included within Basic Maintenance Services as defined in this Exhibit, then Licensee will
promptly be informed that Demand Services are being requested. Licensee shall promptly inform
Telcordia if Licensee desires Telcordia to perform such Demand Services.

4. PROBLEM DETERMINATION, RESTORATION/RESOLUTION AND
ADDITIONAL RESPONSIBILITIES

4.1 Point of Contact. Licensee and Telcordia shall each designate point(s) of contact for the
Licensed Software. Either Licensee or Telcordia can change their point(s) of contact in writing,
which change will be effective upon receipt of that writing by the other Party.

4.2 Licensee Responsibilities
a.) Reporting Information

(i.) Licensee is responsible for assigning its Authorized Licensee Representatives
to call all Problems into the Hotline and providing the following information
when calling the Hotline to report a Problem:

- caller’s name, location, company;

- call-back telephone number;

- name of the Licensed Software and Release level;
- processor location and type;

- nature of the situation;

- assessment of Severity level;

- description/history of Problem and Licensee’s efforts to resolve it (if
any);
- Licensed Software access and diagnostic reports (if applicable); and

- Any other information reasonably required by Telcordia to diagnose the
Problem.

(Note: Licensee trouble calls into the Hotline will be in English.)



4.3

(ii.) Identification of the Problem and the part(s) of the System believed to be the
source of the Problem.

(iii.) Determination that all known Resolutions provided through customer services
bulletins or contained in prior Maintenance Releases that pertain to the Problem have
been applied.

(iv.) Collection of necessary and available supporting documentation for use by
Telcordia in diagnosing the Problem.

b.) If Licensee reports a Problem, Licensee will be responsible for providing necessary
materials and access (e.g., toll-free remote dial-in access, database access, printouts)
required by Telcordia to diagnose the Problem in an efficient manner.

c.) For a Severity 1 or Severity 2 Problem, Licensee will have knowledgeable staff
available during the Standard Coverage Period to aid in the investigation and will apply
and/or install any agreed upon Restoration or Resolution as soon as it is available from
Telcordia.

d) Licensee will provide assessment of the feasibility and viability of any proposed
Restorations.

e.) Licensee will notify Telcordia of any intended changes in its application or network
environment that will require changes in the Licensed Software to maintain its existing
operation.

f)  Licensee is responsible, at its sole cost and expense, for procuring, purchasing and/or
licensing, installing, configuring, testing, and making the SOE available prior to the
delivery of any Release of the Licensed Software and thereafter maintaining and upgrading,
if directed by Telcordia, such SOE.

g) Licensee shall keep the Licensed Software current by updating it within thirty (30)
calendar days of receipt with the most recent Maintenance Release from Telcordia and all
Third Party software suppliers and hardware suppliers. Failure by Licensee to meet this
responsibility will relieve Telcordia of the obligation to meet Problem Determination and
Restoration Intervals.

Telcordia Responsibilities

a.) If Telcordia is unable to offer live communications during the Standard Coverage
Period in response to a call from Licensee or a Problem cannot be resolved during the
initial call, then a Maintenance Support representative will respond within the timeframe
defined in Attachment 1, Section 1 of this Exhibit. Subject to the provision of Licensce
reporting information identified above, Telcordia will document:

34.) Licensee reporting information stated above;

(ii.) The date and time that it receives each call from Licensee identifying a
Problem;



(iii.) The date and time that a Maintenance Support representative calls Licensee in
response; and

(iv) The date and time for Problem Determination, Restorations and Resolutions, if
appropriate.

b.)  Telcordia shall support Licensee in the diagnosis of Problems, including isolation of
the Problem to one of the following areas:

(i.) A Defect; or

(ii.) Other areas such as Problems with Licensee’s operations, databases,
hardware/firmware, interfacing products or software.

c.) If the Problem is not a Defect, the Problem will be referred back to Licensee for
resolution. At Licensee’s request, Telcordia will help Licensee to correct the condition. In
these cases, all Maintenance Services associated with the Problem Determination and
subsequent assistance to Licensee may, at Telcordia’s option, be billed to Licensee as
Demand Service.

d.) Telcordia shall perform Problem Determination in accordance with the information
provided by Licensee and Severity level of the Problem reasonably identified by Licensee
and mutually agreed to by Telcordia. After investigation, Telcordia may change the
Severity level for that Problem.

e.) Telcordia will provide the following types of corrective action after Defects have
been identified:

(.) Severity 1 Defects. Telcordia will initiate Defect correction procedures
immediately upon classification of the Defect as a Severity 1 Defect and will provide
Licensee with a Restoration and/or Resolution for the Defect as described below. Such
Restoration and/or Resolution will be in the form of procedures or modifications to the
Licensed Software and will be provided within the time period specified in Attachment 1,
Section 2 of this Exhibit based on the following:

A. If a Resolution can be provided in a timeframe acceptable to Licensee,
Telcordia will develop and provide the Resolution; or

B. If a Resolution cannot be provided in a timeframe acceptable to
Licensee, Telcordia will develop and provide a Restoration until a Resolution
can be provided.

In either case, Licensee will be required to immediately implement any such
Restorations or Resolutions to such Licensed Software.

(ii.) Severity 2 Defects. Telcordia will initiate Defect correction procedures upon
classification of the Defect as a Severity 2 Defect and will provide Licensee with a
Resolution and, if reasonable and technically feasible, a Restoration for the Defect as
determined by Telcordia. Such Restoration or Resolution will be in the form of
procedures or modifications to the Licensed Software and shall be provided within the
time period specified in Attachment 1, Section 2 of this Exhibit. In either case, Licensee
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will be required to promptly implement any such Restorations or Resolutions to such
Licensed Software.

(iii.) Severity 3 Defects. Telcordia will address Defects classified as Severity 3
Defects as follows:

A. Telcordia will, at its option, provide a Resolution in the form of
procedures or modifications to the Licensed Software. For the purpose of this
section, the term “certain Severity 3 Defects” shall mean those Defects for
which Telcordia elects to provide a Resolution and notifies Licensee of such
availability; and/or

B. At Licensee’s request and subject to resource availability and agreement,
Telcordia may correct any unresolved Severity 3 Defects through a formal
negotiated Amendment to this Agreement.

(iv.) Defects in Documentation. If the Defect is determined to be an error in the
then current Documentation for the Licensed Software, corrections to the Documentation
will be provided in writing to Licensee as part of the Restoration and/or Resolution.

f) Following notification from Licensee, Telcordia will provide the Acknowledgment
Response, Problem Determination and Restorations and Resolutions within the time
requirements specified in Attachment 1 of this Exhibit. The priority for Defect Resolution
or Restoration will be based on the severity of the reported Problem. Severity 1 Problems
will receive top priority. In the event that a Severity 1 Problem causes Telcordia to redirect
its efforts from a lower severity Defect that could delay Telcordia’s ability to resolve such
lower severity Defect, Telcordia will notify Licensee if there will be a delay in correcting
the lower severity Defect.

g) During the one (1) year License period, Telcordia will correct Defects without any
additional charges to Licensee.

h.) Telcordia will deliver Maintenance Releases to Licensee as part of Basic
Maintenance Services. Licensed Software and Documentation associated with Resolutions
will be included as part of Maintenance Releases at no cost to Licensee during the one (1)
year License period. Development and delivery of training is not provided with
Maintenance Releases. Telcordia will consider the priorities of Telcordia’s customers in
determining the contents of each Maintenance Release based upon meeting the average
time requirements for Resolutions (see Attachment 1, Section 2.C. of this Exhibit).
Information describing the content of each Maintenance Release will be provided to
Licensee with each Maintenance Release.

EXCLUSIONS TO BASIC MAINTENANCE SERVICES

Examples of Exclusions. The following are examples of services that are not included as

part of Basic Maintenance Services:

a.) Services related to matters external to the Licensed Software, whether or not on the
Licensed Software’s designated processor.



b.) Making specification changes or performing services connected with Licensee’s
relocation of the Licensed Software.

c.) Services related to Licensee’s changes in the designated processor, hardware
configuration, or software SOE for the Licensed Software which are not compatible with
the configuration/environment established in the then-current Documentation for the
applicable Release.

d.) Problem Determination or Defect caused solely by:
(i) Failure of Licensee to provide a suitable environment as prescribed by
Telcordia for the Licensed Software including, but not limited to, the failure to provide
(or the failure of) adequate electrical power, air conditioning, or humidity control.

(ii.) The use of the Licensed Software by Licensee in a manner not in accordance
with the Documentation or operating instructions.

(iii.) Modifications, maintenance, or repair of any kind made to the Licensed
Software by any personnel other than Telcordia or its designated contractor(s) without the
prior written approval of Telcordia.
(iv.) Unauthorized use of the Licensed Software.

5.2 Requests for Demand Services. At the request of Licensee and subject to

availability, Telcordia may perform such services as described in exclusions (i) - (iv) above
through Demand Services.

SUMMARY OF MAINTENANCE SERVICES
6.1 Basic Maintenance Services. Basic Maintenance Services include:
a.) Hotline - For calls that are related to Defects.

b.) Telcordia Licensee Support - database access as available (including on-line
Maintenance activity reporting and on-line customer service bulletins).

c.) Acknowledgment Response and Problem Determination.
d.) Resolutions and Restorations of Defects as set forth in Attachment 1, Section 2
of this Exhibit.

e.) Maintenance Releases which contain Resolutions.



Attachment 1

MAINTENANCE STATEMENT OF SERVICE INTERVALS

1. ACKNOWLEDGMENT RESPONSE

Acknowledgment Response Interval during the Standard Coverage Period

Severity 1 Problems One (1) hour during the Standard Coverage Period
Severity 2 Problems Four (4) hours during the Standard Coverage Period
Severity 3 Problems Within the next business day

Demand Service Requests Within the next business day

2. PROBLEM DETERMINATION AND RESOLUTION

To the extent any Problem is not directly associated with a Defect (e.g., related to Third Party
software, hardware, computer environment inconsistent with then-current Documentation,
operational problem), any failure to perform Problem Determination, Restoration or Resolution
within the applicable Intervals will not be used in any of the averages referenced in this
Attachment.

A. Problem Determination Interval

Severity 1 Defects Twenty-four (24) hours during the Standard Coverage Period
Severity 2 Defects Ten (10) calendar days on average
Severity 3 Defects Sixty (60) calendar days on average

B. Restoration Interval

Severity | Defects Forty-eight (48) hours during the Standard Coverage Period

Severity 2 Defects Fifteen (15) calendar days on average

C. Resolution Interval

Severity 1 Defects Fifteen (15) calendar days on average

Severity 2 Defects Sixty (60) calendar days on average






