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Overview
If you were in business 15 years ago, the term “cybercrime” was just hitting the mainstream. The 
actual act of cybercrime had just started to transition from a showoff of technical skills to using 
those skills to disrupt and steal from individuals and businesses. As threats from cybercriminals 
became more pervasive, so did businesses’ attempts to minimize damage from these threats. What 
began as the IT annoyance of protecting email and web sites from spam has transformed into a 
global battle against a sophisticated fraud ecosystem that has become expert at targeting 
company financial, product, and staff information, as well as consumer banking, healthcare and 
ecommerce transactions. 

Today cybercrime is big business with statistics to prove it:

 –  Phishing attacks continue to succeed, costing $4.7 billion in losses to global businesses in 2015. 
(RSA Anti-Fraud Command Center)

 –  Mobile fraud has increased dramatically, growing 173% from 2013 to 2015. (RSA Anti-Fraud 
Command Center)

 –  Card-Not-Present fraud will account for $4 billion in fraud losses to U.S. businesses this year and 
is expected to nearly double by 2020. (Aite Group)

 –  Ransomware techniques have been perfected by criminals. A single strain of Cryptowall is 
estimated to have cost victims over $325 million in 2015. (Cyber Threat Alliance)

 –  Criminals are leveraging new platforms, such as social media, to conduct business, targeting new 
and non-traditional platforms, and waging new attacks against businesses that rely on digital 
technology including hospitals and e-commerce websites.

 –  Employee personal and payroll information is especially at risk with the growing epidemic of 
identity theft to commit tax fraud, costing over $6 billion in losses. (U.S. General Accountability 
Office)

 –  An cyber attack, on average, cost organizations $7.7 million in 2015. (Ponemon Institute)

 –  Credit cards, e-wallets, bank accounts, and other payment credentials are being sold in cybercrime 
markets every day, ranging in price from $0.50 to $500. Social media and e-commerce accounts 
are also widely popular, selling between $2 to $10 a unit. (RSA Anti-Fraud Command Center)

Add in evolving new technologies like smart devices, cloud services, and social networking sites.  
A perfect cyber storm has formed, and it is one that most fraud prevention models weren’t built 
to handle.
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Defining the “New Normal”
Fraud management is of vital importance to companies trying to protect their digital assets. The 
impact of breaches can extend far beyond the immediate financial loss into crippling long-term 
privacy, intellectual property, company reputation, and customer losses.

Customers are demanding anytime, anywhere access to products, services, and information 
through digital channels. With a proliferation of new devices, an increasingly mobile consumer and 
tighter omni-channel integration, disconnected approaches to securing a company’s assets and 
lack of visibility has created a fraud problem that is growing at an exponential pace. 

This new normal creates unprecedented challenges for organizations as they look to extend 
security to new channels while doing so without disrupting the customer experience. Extending 
the scope of security measures would appear to be a necessity, given cybercrime losses estimated 
in the billions for financial fraud, the time and expense required to fix brand damage, and the cost 
associated with downtime. Yet, organizations are always faced with the task of the security vs. 
convenience balancing act, in a time where convenience will win out most of the time. 

Intelligence Driven Fraud Prevention provides a layered security model to protect customer 
identities and assets across multiple channels while providing three essential attributes that 
enable organizations to balance risk, costs, and end user convenience. First, Intelligence Driven 
Fraud Prevention provides immediate external visibility and context into cybercrime threats across 
all online digital channels. Second, this increased visibility extends analysis capabilities so 
organizations can detect anomalies that indicate threats based on their unique risk profile and 
immediately assess which threats are most damaging. Finally, an Intelligence Driven Fraud 
Prevention strategy designates the right corrective action to mitigate the specific threat at hand.

A defining element of Intelligence Driven Fraud Prevention is the knowledge that cybercriminals 
don’t behave the same way that normal site users do; they move faster, navigate differently and 
leave more than one device trail behind. Consistently identifying and tracking the interactions that 
occur across the entire online user lifecycle – from the beginning of a web session, through login 
and transactions – creates typical behavior and device profiles specific to each organization and 
builds a reliable baseline to quickly spot advanced attacks. Intelligence Driven Fraud Prevention 
then instantly analyzes mobile and web traffic in large volumes, delivering a wealth of information 
for analysis and action against that baseline.

Beyond a single enterprise view, tracking cybercrime developments that are global, cross-industry, 
cross channel, and cross-device requires a model that can access shared cybercrime intelligence. 
Today’s leading Intelligence Driven Fraud Prevention solutions allow a broader look into threats by 
tapping into fraud profiles from a worldwide network that can share and disseminate information 
on cybercrime activities, enabling faster response times and limiting risk.

The Security Balancing Act
Fraud prevention as a top business priority is only half of the battle. Today’s users demand fast, easy 
access to accounts, products, and services in their digital channels and do not want their experience 
interrupted. Any successful Intelligence Driven Fraud Prevention strategy will balance an organization’s 
security requirements with the need for convenient user access and an exceptional user experience.

The key to achieving this balance is a layered security approach capable of distinguishing who is a 
customer and who is a criminal. Gaining broader visibility into digital channels opens up the 
opportunity for extended analysis of the behavior of humans and devices, allowing fraud patterns to 
be quickly detected so only high-risk activities are interrupted and the experience for legitimate users 
remains transparent. This provides a blueprint to align security controls with an organization’s risk 
tolerance while enabling genuine end users to easily access the services that they want. The analysis 
that powers Intelligence Driven Fraud Prevention is multi-faceted and spans user behavior, device 
fingerprints, known fraudulent entities, and threats from the dark web. 
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Risky Business: Risk-Based Authentication
An Intelligence Driven Fraud Prevention strategy encompasses the ability to see everything, across 
the entire online user lifecycle from pre-login to the transaction to post-login. Most fraud 
prevention methods rely solely on a rules-based approach, which helps determine if the activity is a 
threat, but is only effective for known bad activities and does not have the predictive capabilities to 
identify future attacks.

Fraudsters are constantly changing their approach, and customers change their online behavior, 
which limits the ability of traditional fraud strategies to detect evolving threats and their impact. 
An Intelligence Driven Fraud Prevention strategy provides a comprehensive framework to combine 
both rules- and risk-based assessments, arming enterprises with the tools they need to rapidly 
adapt risk policies and adjust fraud detection countermeasures. 

Generating a unique risk score – derived from an in-depth assessment of factors such as device 
profiling, behavior profiling, and data from diverse sources both internal and external – allows 
frictionless authentication so actions can be taken that directly align with the detected risk level. 
The ability to use policy management in a hybrid approach translates policies into decisions and 
actions to allow risk decisions to be automated. Dynamic risk scoring makes it easier to determine 
the transactions which require additional review, additional authentication or are simply denied 
due to the likelihood of fraud being too high. Risk-based authentication enables this automated 
decisioning in a transparent manner to preserve the customer experience.

Once a business gains visibility into the type and frequency of fraudulent behaviors occurring, 
Intelligence Driven Fraud Prevention delivers a comprehensive portfolio of implementation options 
targeted toward specific threats. Prevention, detection, and mitigation should be actionable, 
whether online or mobile, and regardless of the attack vector. Phishing attacks, man-in-the-middle 
malware, DDoS attacks, site scraping, password guessing, new account fraud, mobile session 
hijacking. The list of cyber threats is endless. Intelligence Driven Fraud Prevention allows the use of 
different security controls at different points in the user lifecycle.
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Figure 1:   
Intelligence-Driven 
fraud prevention 
solutions should have 
the ability to consider 
multiple users, devices, 
and threats across the 
user lifecycle.
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Stepping Up to the Step-Up Authentication Plate
The rise of mobile devices and mobile commerce along with the shift towards mobile apps and a 
movement away from web browsers are very important considerations for all service providers and 
has a direct effect on how security and authentication is provided. Intelligence Driven Fraud 
Prevention solutions must be designed to work seamlessly across a variety of users and devices 
and provide expanded choices for integration with new and existing services and technologies. 
This is particularly important in the area of step-up authentication and how to determine which 
authentication is appropriate. 

Challenge questions have given way to out-of-band via SMS and phone call. Biometrics are 
becoming more widely deployed and adopted to remove friction from account login to payment 
verification. In fact, according to Goode Intelligence, over 120 million people used biometrics on 
their mobile devices to secure their interaction with financial services providers in 2015.

If infrastructure requires support for both online and mobile transactions, fraud prevention 
solutions must recognize which device is being used and act accordingly by comparing the rules 
and risk engine tailored to either the web or mobile channel. In addition, correlating cross-channel 
activity for login and transactions allows certain activities to be flagged as high risk. For example, if 
a customer makes a transaction on their laptop and shortly after attempts a transaction from a 
mobile device in another country, the transaction would be flagged and appropriate action taken.

Linking a rules- and risk-based model for authentication with a series of technologies that supports 
protection across multiple channels helps to meet an organization’s unique needs for to secure 
access and reduce fraud without compromising user experience.

Figure 2:  
The rise of mobile 
devices and mobile 
commerce has directly 
affected how security 
and authentication 
are provided for many 
consumer transactions. 
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Conclusion
Preventing, detecting, and mitigating fraud will be a relentless and enduring challenge. An 
Intelligence Driven Fraud Prevention strategy delivers efficiencies and savings by prioritizing the 
most pressing risks, merging data sets and tools and minimizing standalone product 
implementations. Using intelligence to streamline fraud prevention efforts and manage digital 
risks frees resources to focus on high-value activities and business growth and reduces losses from 
fraud, undetected breaches, and other evolving threats. With Intelligence Driven Fraud Prevention, 
organizations can effectively address today’s fraud threats and anticipate the threats of tomorrow.

Intelligence Driven Fraud Prevention Solutions from RSA
RSA Fraud and Risk Intelligence solutions allow organizations to leverage the power of global 
collective intelligence to proactively gain visibility into the latest threats. Organizations can secure 
interactions and transactions across the entire online user lifecycle – whether on web, e-commerce 
or mobile channels – by continuously monitoring and analyzing online behavior. Dynamic and 
automated, RSA Fraud and Risk intelligence solutions also enable organizations to customize their 
deployments through policy and controls based on their risk appetite. This intelligent approach to 
fraud prevention is the key to balancing risk, cost, and convenience for end users.

RSA FraudAction™

RSA FraudAction offers a complete threat management service that provides proactive detection 
and mitigation of cyber threats such as phishing, Trojans and mobile rogue apps. Additionally, 
customers can gain insight into emerging threats with intelligence reports and data feeds that 
provide deep visibility into the cybercrime underground. The service includes:

 –  Threat Detection and Alerts: Proactively prevent fraud attempts through early attack detection 
and real-time alerts identified via a broad partner network and active scanning of tens of millions 
of URLs.

 –  Fraudulent Site Shutdown: Reduce the financial impact of cyber threats through the rapid 
shutdown of infection points, command and control sites, and drop zones worldwide.

 –  Forensics and Credential Recovery: Extensive forensic analysis provides organizations with 
additional intelligence insights including compromised personal information, email drop 
accounts, and specific IP information showing where an attack was launched.

 –  FraudAction Blocking Network: Block access to identified phishing sites and malware infection, 
drop and update points.

RSA FraudAction also offers custom cyber intelligence services for additional targeted research by 
leveraging RSA’s team of experienced threat analysts and investigators. Monitoring open-source 
and closed deep web sources, RSA analyzes intelligence picked up by our sensors and reports it in a 
swift, easily consumable fashion. With years of experience in the intelligence space, RSA’s 
researchers often directly engage with cybercriminals to uncover further information about 
specific methods of operation and reveal emerging attack tactics. 
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RSA Web Threat Detection
RSA Web Threat Detection is a fraud detection platform that helps organizations identify and 
respond on the fly to the most sophisticated and newest types of fraud occurring across web and 
mobile applications - without any disruption to legitimate users. 

Web Threat Detection leverages intelligence derived from behavioral analytics to drive a feedback 
loop that continuously improves threat detection capabilities. 

The feedback loop is driven by a Detect-Review-Respond cycle to provide total visibility into 
unusual activity that could lead to fraud or other damaging security incidents. It works as follows:

 – Detect. Web Threat Detection includes an out of the box rules library with alerts and responses 
that can be customized and expanded. Rules address high impact attacks such as password 
guessing and malware that lead to account takeover, chargebacks, and other losses. Threat scores 
for common attack types and anomalies can be used to enrich rules.

 – Review. Web Threat Detection exposes all online activity for each site user with deep visibility 
into individual web sessions, visitors and pages to improve investigation of fraudulent activity.

 – Respond. Web Threat Detection offers a rules engine which can be configured with real-time 
alerts and responses based on threat scores, elements from the clickstream and imported threat 
data. This includes RSA FraudAction intelligence feeds for compromised IPs and emails, mule 
accounts and drop addresses, and even compromised credit cards. Web Threat Detection data, 
cases, alerts and scores can be pushed to external applications including email, syslog, case 
management, analytics and authentication systems.

RSA Adaptive Authentication
Account takeover, fraudulent money transfers and other unauthorized account activity occur at the 
login and transaction points of the online user lifecycle. RSA Adaptive Authentication brings 
together information about behaviors, devices, and users to minimize fraud losses from high-risk 
transactions without compromising the customer experience.

RSA Adaptive Authentication is an advanced authentication and fraud detection platform for Web 
and mobile channels. Powered by RSA’s risk-based authentication technology, Adaptive 
Authentication leverages a dual rule- and risk-based approach and offers a dynamic risk engine 
that measures over one hundred threat indicators to identify high-risk transactions. The solution 
offers unique benefits including: 

 – Access to the eFraudNetwork global repository of threat data. The eFraudNetwork provides 
direct feeds to the risk engine so when an activity is attempted from a known fraudulent device 
or IP that appears in the repository, the risk score will be raised. Nearly 1 in 7 fraud transactions 
are identified by the eFraudNetwork at the time of the transaction.

 – Device and behavior profiling. Adaptive Authentication analyzes typical behaviors and compares 
them to the current actions of the user or device. Device-analyzed parameters include IP, geo-
location, operating system and browser version and behavior profile parameters include 
frequency, time of day, and attempted activity.

In 2015, the RSA Anti-Fraud Command Center uncovered more 

than five million actionable intelligence findings in the deep web.
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 – Translate risk policy into action. The RSA Policy Manager can adjust risk scores to target later 
review, prompt step-up authentication, or deny transactions with a high likelihood of fraud.

 – Step-up authentication for high-risk transactions. Adaptive Authentication supports a variety of 
additional authentication methods to validate a user’s identity including challenge questions, 
out-of-band authentication via SMS, phone call or email, fingerprint and eyeprint biometrics, and 
transaction signing.

RSA Adaptive Authentication for eCommerce
RSA Adaptive Authentication for eCommerce is a risk-based authentication solution that evaluates 
more than 100 fraud indicators to determine the risk level of Web and mobile transactions in real-
time. Based on the 3-D Secure protocol, Adaptive Authentication for eCommerce enables issuers 
and merchants to offer additional cardholder protection and mitigate the risk of chargeback losses 
while maintaining a consistent, secure online shopping experience for cardholders. Supported by 
the RSA eFraudNetwork, Adaptive Authentication for eCommerce boasts consistently high fraud 
detection rates of approximately 95%, which is achieved with extremely low intervention and  
false positives.


