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Introductions

« Name and organization
* Role and duties
« Secure coding background
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The Software Security Problem
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Cyber attackers are targeting applications

84% of all breaches that occur are application related
Applications

Hardware
1 Networks '
)

Intellectual
Property

Customer
Data

Business
Processes

E lil Trade
<ﬂ> ~— Secrets
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Vulnerabilities in Software

What is a software or application vulnerability?

A vulnerabillity is a hole or a weakness in the application,
which can be a design flaw or an implementation bug, that

allows an attacker to cause harm to the stakeholders of an
application.
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So How Bad Can It Be?

 m— |
Hewlett Packard
Enterprise



Vulnerabilities in Software

OWASP

—The Open Web Application Security Project is a worldwide
free and open community focused on improving the security
of application software.

—WWW.0Wasp.org

—This community routinely publishes a list of the top-10
application security vulnerabilities.

—New list published in 2013.
—Previous list was published in 2010.

—
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http://www.owasp.org/

OWASP Top 10

As of 2013, OWASP lists the following top-10 categories:
1) Injection
2) Broken Authentication and Session Management
3) Cross-Site Scripting (XSS)
4) Insecure Direct Object Reference
5) Security Misconfiguration
6) Sensitive Data Exposure
7) Missing Function Level Access Control
8) Cross Site Request Forgery (CSRF)
9) Using Components with Known Vulnerabilities
10) Unvalidated Redirects and Forwards

—
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OWASP Al - Injection Flaws

« Multiple Types of Vulnerabilities
« SQL Injection
« LDAP Injection
« XPath Injection
« XSLT Injection
« HTML Injection
« OS Command Injection
« Basic Definition: Interpreters execute unintended commands on a server

—
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OWASP Al - Injection Flaws

* SQL Injection — The Worst of the Worst
* Has been on the top of the OWASP Top 10 since the beginning
« The favorite vulnerability of Anonymous, LulzSec, and Black Hats
» Pretty easy to detect and exploit
« Easy access to your data
« Whatis it?
« Data from an untrusted source is mixed into a SQL query allowing an
attacker to change the query.

—
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Injection Attack

General Algorithm

1.  Generate dynamic string to be used by an interpreter
- Append raw data to string
- Raw data is unexpected

2. Pass string to interpreter to be executed

3. Interpreter performs some other operation as a result of unexpected data

—
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SQL Injection Attack
Conceptual Example and Flow

1. Perform a dynamic query against a SQL database such as:

Select * from USERS where name = ‘t+userName+’
2.  UsersetsuserName = x',; drop table members; --

3.  SQL database query has now changed meaning:

Select * from USERS where name = '‘x'; drop table members;,

4.  Database will now delete the members table instead of querying user table

—
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Preventing SQL Injections

Another Exploit - incorrect filtered escape character

1) SQL Statement intended to retrieve the user’s account transactions:

String query = "SELECT * FROM acct trans WHERE acct num = ‘"
request.getParameter (“AcctNum") + “'";
2) Exploit: AcctNum = V123457 or Y17 = Y17 —--

3) Result: SELECT * FROM acct_trans

WHERE acct num = V123457 or M1 = Y17 —-

—
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How Do | Fix SQL Injection?

 Input Validation — Yes
« Detect unauthorized input before processed by application
« Parameterized Queries (prepared stmt) — Even Better

« Define SQL code and then pass in each parameter to the
query later

« Parameters are placeholders for values
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Parameterized Query

String =selectStatement = "SELECT * FECHM User WHERE userlId = 7 ";

FPreparedStatement prepStmt = con.prepareStatement (selectStatement) !
prepStmt .. 2etString (1, userId);

EezultSet r= = prepStmt.executeluery ()

NOT

String strUserName = regquest.getParameter ("Txt UserName");
PreparedStatement prepStmt = con.prepareStatement ("SELECT # FROM user WHEBRE userlId = '"4ztrUserNamet'"™):

—
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Injection Attack Costly Example

Heartland Payment Systems — Jan, 2009 E?ﬁ !:'ggft'g';‘g

The Highest Standards | The Most Trusted Transactions

S® SQL Injection

Jan. 2009
94M records stolen
$130M +

HR
MAC Il

(cmd_proc
Enabled)

Payment
Processing
MAC |
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One Vulnerability To Rule Them All

Heartland Payment Systems

— The method used to compromise Heartland’s network was ultimately determined to be SQL injection.
Code written eight years ago for a web form allowed access to Heartland’s corporate network. This
code had a vulnerability that (1) was not identified through annual internal and external audits of
Heartland’s systems or through continuous internal system-monitoring procedures, and (2) provided a
means to extend the compromise from the corporate network to the separate payment processing
network. Although the vulnerability existed for several years, SQL injection didn’t occur until late
2007 .... the intruders spent almost six months and many hours hiding their activities while attempting
to access the processing network, bypassing different anti-virus packages used by Heartland. After
accessing the corporate network, the fraudsters installed sniffer software that was able to capture
payment card data, including card numbers, card expiration dates, and, in some cases, cardholder
names as the data moved within Heartland’s processing system.

Heartland Payment Systems: Lessons Learned from a Data Breach
Julia S. Cheney, January 2010
Federal Reserve Bank of Philadelphia

—
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SQL Injection Responsible for Major Losses

As reported earlier, LulzSec and Anonymous use a hacking technigue called SQL injection (SQLi) to breach
systems. Thursday Imperva pointed to a recent report (PDF) stating that, since July, web applications are
attacked by using SQL injection an average of 71 times per hour. Even more, specific applications were
occasionally undertaggressive attacks and at their peak, were attacked 800 to 1300 times per hour.

"SQL injection is the most pernicious vulnerability in human computer history," Imperva said in a blog earlier this
week. "From 2005 through today, SQL injection has been responsible for 83-percent of successful hacking-
related data breaches. Using data from Privacyrights.org, we checked the data breaches from 2005 to today.
There were 312,437,487 data records lost due to hacking with about 262 million records from various breaches
including TIMax, RockYou and Heartland, all of which were SQL injection attacks."

Tom’s Hardware citing Imperva blog
http://www.tomshardware.com/news/LulzSec-Anonymous-SQL-Injection-SQLi-Imperva,13513.html
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Exercise 1: Start the Fortify Demo

Environment Setup

— Start the Fortify Demo Server
— There’s a “Launch the Riches Demo App” Shortcut on your desktop

—**|t should already be started. You Should see some Command Prompt Windows.

—
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Demo

Open Internet Explorer and browse to htip://localhost:8080/riches (there should also be a shortcut)

Click the Locations Button at the top.
There is SQL Injection in this form. See if you can find it!
Valid Zip Codes (94404, 10005, 94123)

—
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http://localhost:8080/riches

OWASP A3 - Cross Site Scripting (XSS)

» The Most Prevalent Vulnerability on the OWASP Top 10
« Was at the top until the ranking methodology changed
» Very easy to detect and exploit
 What is it?
* Your application is used as a platform to attack your users.
» Allows an attacker to insert malicious code into the user’s session
» Used to deface web sites, hijack sessions, steal credentials, and
install malware

—
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OWASP A3 - Cross Site Scripting (XSS)

* Reflected XSS
* Requires a user to execute an action that contains the attack
payload. (Such as clicking a link in a phishing email)
« The attack only affects the user that executes the action
* Persistent XSS
« Attack payload is injected into a data store, such as a database.
« The attack affects every user that uses the application.
* The most impactful variant of XSS

—
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Preventing XSS — Input/Output Validation

» Blacklisting — Developing a naughty list of characters/tags
« Nearly impossible to write black lists that cover all attack vectors
« Many ways to obfuscate attack payloads
« Using case, null characters, and flaws in browser rendering
» Using alternate tags, such as IMG, IFRAME, links, body, etc
» Using alternate encodings and languages
* Check out:
https://www.owasp.org/index.php/XSS_Filter Evasion_Cheat S
heet
« Whitelisting — Using regular expressions
+ [A-Za-z0-9]{5,25} — Possible regex for a username

—
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https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet

Preventing XSS — Output Encoding

« Encoding — Making Malicious Code Unexecutable
» <script> becomes &lt;script&gt;
« HTML Encoding for all data rendered in plain HTML
» Special care should be taken for data inserted into JavaScript and as
tag attributes
« Many Standard Encoding Libraries are not sufficient
» Use the AntiXSS Library from Microsoft for .NET (now included in
4.5)
« OWASP Enterprise Security APl (ESAPI)

—
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Cross Site Scripting Famous Example
PayPal, circa 2004 - 2006

- Steal credit card numbers
1.  Users access URL on genuine PayPal site

2. Page maodified via XSS attack to silently redirect
user to external server

3. Fake PayPal Member log-in page
4.  User supplies login credentials to fake site Paypal

- Exploitable for two years VERIFIED

—
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Exercise 2

Click the submit button on the login form.

Open Internet Explorer and browse to hitp://localhost:8080/riches (there should also be a shortcut)

There is Cross Site Scripting in the login page. See it?
Valid Login (eddie/eddie)

—
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The Solution
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Software Security Assurance (SSA & SDLC)

Securltv
Integratlon
O
M
Application Monitoring
) ) —
A 30x more costly to secure in Production 30X
Security Gate
—
b Secure SDLC 15X
@) 10X
© —
5X
1X
[ |
Requirements Coding Integration/ Component System Production
Testing Testing
Source: NIST
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HPE Fortify Solutions
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Security solutions backed by HPE Security Research

Ecosystem 2ERO NAY

Partner INITIATIVE

Actionable Security Intelligence

- SANS, CERT, NIST, OSVDB, software & reputation vendors
- 3000+ Researchers
» 2000+ Customers sharing data

HPE Security Research

- Largest commercial IT security research group
- Continuously finds more vulnerabilities than the rest of the

market combined (75% of publicly reported critical vulnerabilities)

« Frost & Sullivan winner for vulnerability research last three years

1

—

DVLabs ESS
FSRG  [Lass”]

—
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- Collaborative effort of market leading teams: DV Labs, ArcSight,

Fortify, HPE Labs, Application Security Center

+ Collect network and security data from around the globe



Software Security Assurance (SSA & SDLC)

Security
I
| |
M‘
. Operate
- Staging

‘ J

I l |

Development | .
Fortify Static Suite Testing / Operations

Visibility &
Defense
Application Defender

Fortify Dynamic Suite
Web Inspect (WI)

Weblnspect Enterprise (WIE)

Continuous Web Monitoring (CM) o ]
On-demand Web Scans Application View

Software Security Center (SSC) TippingPoint

Static Code Analyzer (SCA)

Audit Workbench (AWB)
IDE Plugin

Software Security Center
(SSQ)

Fortify On Demand (FOD) / Vendor Management 'é FedRAMP Application Defender

—
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HPE Fortify SCA
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HPE Fortify Static Code Analyzer (SCA)

Securing your application code in development
Features:

= Automate static application security testing to
identify security vulnerabilities in application
source code during development

» Pinpoint the root cause of vulnerabilities with
line of code details and remediation guidance

= Prioritize all application vulnerabilities by
severity and importance

= Supports 22 languages, 880 vulnerability
categories, 806,000 APIs

Benefits:

* Reduces the cost of identifying and fixing
vulnerabilities

Problem it solves:

Identifies all risks in the source code for « Reduces risk that a vulnerability will slip by and
applications in development cause a problem later
—
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HPE Fortify SCA Process Flow

Translation Analysis
Source Code Fortify
Intermediate
to Model to List of
Fortity Possible
Intermediate Vulnerabilities
Model

—
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HPE Fortify SCA Process Flow

Translation Phase
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HPE Fortify SCA Process Flow

—All Languages

— Source code needs to be in a buildable state
— C, C++, Objective C

— compiler is required to run SCA translator

— C#, VB.Net
— solutions must be compiled to create pdb files

—Java, JavaScript, SQL, PHP, ColdFusion, XML, . ..
— translated directly by the SCA translator

—
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HPE Fortify SCA Process Flow

Translation

Source Code
to
HPE Fortify
Intermediate
Model

—
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HPE Fortify SCA Process Flow

Analysis Phase
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Secure Coding Rules — From HPE Fortify

—HPE Fortify Rules cover commonly use API

— Library that comes with the programming language
— Common 3rd party and extension library for the language

—Developed by HPE Fortify Security Research Group
— New rule update every quarter
—Traditionally End of February, May, August, and November
— Distributed as encrypted files

—HPE Fortify’s intellectual property

—

Hewlett Packard
Enterprise



HPE Fortify SCA Analyzers

Data FlOW  non-trusted input can potentially control application operation.

Control FlOW * Detects potentially dangerous execution sequences

* Detects potentially dangerous flaws in the structure or definition of a
program

Structural

Semantic * Looks for unsafe function calls based on their signature

* Uses XPath queries and name-value matching to identify issues in
application’s configuration files

Configuration

Buffer * buffer analyzer detect access to buffer beyond its boundaries

Content * Searches for security issues and policy violations in HTML
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Static Application Security Testing

Accurately identify root cause and remediate underlying security flaw

KABAP/BSP \

ActionScript/MXML (Flex)
ASP.NET, User Input
VB.NET, / \
C# (.NET)

CIC++
Classic ASP (with VBScript) JSP

COBOL

ColdFusion CFML JSP XML

HTML p

Java (including Android) ‘ T

JavaScript/AJAX =

JSP 5 SQL \J a.va. “.‘
\ y

Objective-C

PHP
PL/SQL \\ ____/ Java
Python \ \! / \

T-SQL SCA Frontend SCA Analysis
Ruby
Visual Basic
VBScript
XML

\ / \SQL Injection /

Source Code Results

>,

) ) T-SQL
Normalized Representation

RulePacks

—
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HPE Fortify SCA Process Flow

Translation

Source Code
to
HPE Fortify
Intermediate
Model

—
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HPE Fortify
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and
Remediation



HPE Fortify SCA Process Flow
Audit Phase
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Eclipse, IBNM RAD ‘
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Workbench

Center
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Audit Phase = HPE Fortify Utilities + You

— HPE Fortify Utilities

— Audit Workbench (AWB)
— An HPE Fortify Graphical User Interface (GUI) utility
— Rich features to review results from HPE Fortify SCA analysis
— Secure Coding Plug-ins
— Very similar functionalities to AWB
— Eclipse, Visual Studio
— Software Security Center (SSC)
— Contains a collaboration module with similar functionalities to AWB
—Has a rich reporting interface and stores all findings in the DB

—You
— Verify and remediate issues found by HPE Fortify SCA

—
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HPE Fortify Software Security Center
Management, tracking and remediation of enterprise software risk

ot Winsd S o od |

o = Specify, communicate and track security
activities performed on projects

» Role-based, process-driven management of
software security program

= Flexible repository and exporting platform for
security status, trending and compliance

» Provides a clear, accurate picture of software
risk across the enterprise

» Lowers cost of resolving vulnerabilities

+ |dentify areas of improvement for accelerated
reduction of risk and costs

Provides visibility into security activities within

development
—
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Static Software Scanning Process

T B Check in Code Scan Fix
}d T

Scheduled Check-out, e V/>

Build and Scan Code & &—Fa—

Repository _7 Developers .
— Developer Fixes
Build / Scan — .=~ fpr file Bug / Security
Static Code Analysis | = e s di
SCA) =l Finding
Upload Scan
Results P Repeat as
=
| =) Necessary Tracking
s Submit
Fortify SSC

@) Findings to Bug
=
Auditor\> Tracker

. Auditor /Securit
Reviews Results y
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Fortify SCA Suite

Fortify SCA

Audit WorkBench (AWB)

Secure Coding Plug-ins

Software Security Center

—
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Static source code analysis.

Visual interface for analysis of software
vulnerabilities.

Integrated vulnerability detection into
Integrated Development Environments
(IDEs).

Management for multiple audit projects
from a single centralized console.



How to run a Scan
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Fortify scanning

Multiple ways to scan a project

IDE Plug-ins

Build integration (Ant, maven, make, Jenkins,...)

Command Line
AWB
Scan Wizard

—
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Using the SCA Command Line
Interface

Enterprise



SCA Command Line Interface

— Command Line Interface Help
sourceanalyzer -h

— Java Command Line Syntax
sourceanalyzer -b <build id> -cp <classpath> <file list>

— .NET Command Line Syntax
sourceanalyzer -vsversion 9.0 -b MyBuild -libdirs
ProjOne/Lib; ProjTwo/Lib ProjOne/bin/Debug ProjTwo/bin/Debug
— C/C++ Command Line Syntax
sourceanalyzer -b <build id> <compiler> [<compiler options>]

—
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Exercise 3;: Command-Line Scan

cd
C:\Users\Snowdesc\Desktop\Trainer Materials\riches wealth src

CLEAN

sourceanalyzer -b riches-class —-clean

TRANSLATE

sourceanalyzer -b riches-class -sgl-language PL/SQL -source
1.6 -cp ./WEB-INF/lib/*.jar;./lib/*.jar ./**/*java ./**/*jsp
/X /*sgl L/ Fx/FAxml L /**/*9s L /**/*html

SCAN

sourceanalyzer -b riches-class -source 1.6 -Xmx3200M -64 -
scan —f richesresults. fpr

—
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Using the Eclipse Plugin
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HPE Fortify SCA — Eclipse IDE Plug-in

& Java - C\Users\nematolNAppDatatLocal'Fertify\Eclipse. Plugin-4 20u

=@ =

File Edit Source Refactor Search  Proj

Quekaceess || | @) e

Navigate Xl
B~ N Fr -0 Q- H e e
[/
% Package Explorer 5% = B | 1] LocationServicejava £ Project Summary 52 = £ SCA Analysis Results 32

B % 7 | Summary| Certification]| Runtime Analysis Build Information | Analysis Information

4 [ Riches
4 [ java
4 [ comfortify.samples.riches
1 4J] AccountDetails,java

Project Location: Ci\Appsiriches\richesdd fpr Scanned:

richesd44 Total Issues: 376

Project Version:

161 files, 2,510 LOC (Executable)

] AccountSummary.java Scan Date: Nov 23, 2015 Total LOC: 4314
1] AdminSupport.java Warnings: 15 occurred during scan Certification: Results Certification Valid

1] Check.java

1J] DeleteMessage java

1) FindLocations.java

3] Messagesjava

1] PayBill java

1J] PerformChangePass.java
1) PerformCheckjava

M| PerformRegistration java
1J] PerformTransferjava
1) Transferjava

1) ViewMessage java

com fortify.samples.riches.database

All Issues by Folder

Medium (7)
Critical {56)
High (71)

com fortify.samples.riches.model
com fortify.samples.riches.oper

'3

'3

3

3

'3

P

3

'3

'3

3

3

'3

P
&8
3 com fertify.samples.riches.legacy.n
=3
k=S
[ com fortify.samples.riches.restful

3
P
P
3
3
» M com.fortify.samples.riches.webserv

1> {5 resources
hibemnate properties

Low (242)

[¥] strutsaxml
1> m Referenced Libraries
£ buildxml

=7

Filter Set: | Security Auditor\ = | [7] My Issues

Critical (56) Suppressed (0)

» (2] Command Injection - [0/ 1]

» [ Cross-Site Seripting: DOM - [0 / 4]

1> (] Cross-Site Scripting: Persistent - [0/ 4]
» (0] Cross-Site Scripting: Reflected - [0 /8]
» (21 Dangerous File Inclusion - [0 / 2]

» (] Open Redirect - [0 /1]

» (27 Path Manipulation - [0/ 2]

» (2] Privacy Vielation - [0/ 15]

» [ SQL Injection - [0 /4]

> (7 SQLInjection: Hibernate - [0 /13]

» (2] XML Extemal Entity Injection - [0 / 2]

Aduancsd.

Riches_scan.fpr £ Analysis Evidence | Correlated Issues | Diagram | History | Issue Details | Issue Summary ) Pentest Details [ Recommendations 53 | Weblnspect Agent Details = A
1 WebGoat
< . *

—
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HPE Forti

fy SCA — Eclipse IDE Plug-in

fle Edit Source Refactor Navigate Search Project Run HP Fortify Window Help
i i IRIETIP e = O QR-EEEE S o

Quick Access | 55 |[@N)E
[# Package Explorer 52 =|3 [ LocationSenicejava 52

= 0

- 0

a4 [ Riches
4 java

> 5 comfortify.samples.riches

> i comdfortify.samples.riches.databast

ResultSet 3= prepStmt.executeQuer

String queryStr = "SELECT * FROM location WHERE zip = '" +
statement = conn.prepareStatement(queryStr);

. 5 comfortify.samples.riches.legacy.n ResultSet rs = statement.executeQuery();
. Hi comfortify.samples.riches.model while (rs.next())
> [ comfortify.samples.riches.oper locations.add(new Lecation(rs.getString("address”), rs.getString("city”), rs.getString("state”), rs.getString("zip"), rs.getString(atm”), rs.getString("branch®]
» 58 comdfortify.samples.riches.restful 3
. 58 comdfortify.samples.riches.websery ¥
- H2 resources ey eaeemen - =T =
hibemate.properties safeclosestatemen) & Scanning
safeCloseConnectil
|x] struts.sml 1
> mh Referenced Libraries @ Fortify SCA
ﬂ build.xml return locations;
T3 WebGoat - |
}
public static List findatq| [T]Ahways runin background
{
Connection conn=null;
v [Runin Background| [ Cancel | [ Details >>
Arraylist locations =
try{
conn = ConnFactory.getInstance().getConnection();
String queryStr = "SELECT FROM location WHERE branch = "Yes' AND state = + state + AND city = + city + AND address = + address + H -
. . . locats branch = "yes: ; s a4 T
L »
F Analysis Bvidence = Correlated lssues = Diagrsm F History F IssueDetails = lssue Summary F Pentest Detsils | = Recommendations 57 F Weblnspect Agent Detsils =8
< [ ] 3

|
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Fortify SCA — Eclipse IDE Plug-in

ava - Riches/java/c tiches/model
Java - Riches/java/com/fortify/samples/riches/model/L

icejava - Eclipse

= @ =2

File Edit Refactor Search

O i

[ Package Explorer 52

Source Navigate Project

N F- P

[SR-Y I

4 2 Riches

4 B jova

4 B comfortify.samples.riches

7] AccountDetailsjava
AccountSummary java
AdminSupport.java
Checkjava
DeleteMessage java
FindLocations.java

Messagesjava
PayBilljava
PerformChangePass java
PerformCheckjava
PerformRegistration.jova
PerformTransferjava

T ST SRSST I ST ST TS

Trensferjava
> 1) ViewMessagejava

i comfortify.samples riches.databasc

H comiortify.samplesricheslegacy.n  B139=
H# comfortify.samples.riches.model

H comfortify.samples.riches.oper ez
i comfortify.samples.richesrestful 1,145
i comfortify.samplesricheswebsery | 142

> A resources 145
hibernate properties 11‘5
|X] struts.eml 148

> B Referenced Libraries
54 build.xml
9] Riches_scan.fpr
1 WebGoat

Run

}

HP Fortify Window Help
NIEE-RF R - c I i N iR SRR I

= B [ LocationServicejava 2 | F Project Summary

=1 -
= 8

ResultSet 5= prepStmt.executeQuery();™/

String queryStr = "SELECT * FROM location WHERE zip = ' + zip +
statement = conn.prepareStatement(queryStr);

ResultSet rs = statement.executeQuery();

while (rs.next())

locations.add(new Location(rs.getstring(“address”), rs.getstring("city”), rs.getString("state”), rs.getString("zip"), rs.s

}

Finally{
safeClosestatement(statement);
safeCloseConnection(conn);

}

return locations;

m

public static List findatmByaddress(String address, String city, String state) throws Exception

{

Cennectien conn=null;
Statement statement = null;
Arraylist locations = new Arraylist();

try{
conn = ConnFactory.getInstance().getConnection();

String queryStr = "SELECT * FROM leocation WHERE branch = 'Yes' AND state = '" + state + "' AND city = "" + city + "' AND addre ~

i ] v

nt Details

Pentest Details ) Recommendations &2

Diagram ) Hister ue Details & Summer

Noted: you should make sure all libraries
are included, and source codes are

—

Hewlett Packara
Enterprise

Quick Access | &5 | B iE

F SCA Analysis Results &3 T =0

- @
| Filter Set: | Security Auditor\ | [[] My Issues

W critical | High | [ Medium | Lo
Critical (56) Suppressed (0)

» (] Command Injection - [0/1]
» [ Cross-Site Scripting: DOM - [0/ 4]

b ] Cross-Site Scripting: Persistent - [0 /4]
» (] Cross-Site Scripting: Reflected - [0 /8]
» (] Dangerous File Inclusion - [0 / 2]

» [ Open Redirect - [0 /1]

> (] Path Manipulation - [0 / 2]

» [ Privacy Violation - [0 /15]

> (0] SQL Injection - [0 /4]

» (] SQL Injection: Hibernate - [0/ 13]

> (O] XML External Entity Injection - [0/ 2]

pﬁ

compliable before you scan.



HPE Fortify SCA — Eclipse IDE Plug-in

Package
Explorer

— ‘
Hewlett Packarc
Enterprise

Source Code

Summary and details

Analysis
Result

Analysis
Trace




Exercise 4. Eclipse IDE Plugin Scan

—In Package Explorer =2 Open Project Riches

—HP Fortify = Analyze Project

2 Java - Eclipse

—Start Scan
SP=t-

f% Package Explorer 52

4 ':3 Riches
> o java
» B, Referenced Libraries
42 buildxml
@ Riches_scan.fpr
[0 WebGoat

—

Hewlett Packard
Enterprise

NiF

ile Edit Source Refactor Navigate Search Project Run [ HP Fortify | Window Help

SR KB

= 0 _m LocationSen

=
-

F An%}ﬁe Project
Ef Advinced Scan...

Show Project Summary
Audit Guide

Project Configuraticn
Extract Source Code..,
Generate Legacy Report ...

Cenfigure Bugtracker...

Configure Upload...
Upload Audit Project

Refresh Permissions




Remediate/Rescan

 m— |
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Enterprise
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33

Exercise 5: Remediate SQLI and Rescan

s s

R e TP TSR —

- B
—  Filter Set: | Security Auditor View = [T Wy Issues
.Criticalr.High| T Medium | Etow]| ... | | Al

try{
conn = ConnFactory.getInstance().getConnection();
/*this is the FIX for the SQL INJECTION for LCOATIONJAVA.118
* String selectStatement = "SELECT * FROM location WHERE zip = ?";
* PreparedStatement prepStmt = con.prepareStatement(selectStatement);
* prepStatement. setString(l, zip)s
* ResultSet ps= prepStmt.executeQuery();*/
String queryst +
statement = connp
Resultset rs =
while (rs.next())
locations.add(new Location(rs.getString("address"), rs.getString("citv"), rs.getString("state”), rs.get
} =
1
finally{
safeCloseStatement (statement);
safeCloseConnection(conn);
}
return locations;
}
T e 1
—
Hewlett Packard

Enterprise

Critical (35) Suppressed (0)

[+ [ Path Manipulation - [0 /2]
&> [ Privacy Vielation - [0/ 14]
4 [ SQLInjection - [0 /4]
Wl WEB-INF/sre/java/com/fortify/samples/riches/model/Locat
[l WEB-INF/src/java/com/fortify/samples/riches/model/Locat
[+ 27 SQL Injection: Hibernate - [0 / 13]
[ £ ¥ML External Entity Injection - [0/ 2]

4 m b

yoll Advanced...



Exercise 5: Remediate SQLI and Rescan

Ty T

36
7
33

s cun g

try{
conn = ConnFactory.getInstance().getConnection();

/*this is the FIX for the SQL INJECTION for LCOATIONJAVA.11@
* String selectStatement = "SELECT * FROM location WHERE zip = ?";
PreparedStatement prepStmt = con.prepareStatement(selectStatement);

prepStatement.setString(l, zip);

ResultSet rs= prepStmt.executeQuery();*/

String queryst
statement = connp
ResultSet rs =
while (rs.next())

+

locations.add(new Location(rs.getString("address"), rs.getString("citv"), rs.getString("state”), rs.get

}

1

finally{
safeCloseStatement (statement);
safeCloseConnection(conn);

}

return locations;

String queryStr = "SELECT * FROM location WHERE zi
7// String queryStr = "SELECT * FROM location WHERE zip = 1";_

—

Hewlett Packard
Enterprise

R e TP TSR —

Filter Set: | Security Auditor View

[] My Issues

B Critical r. High | ] Medium | Etow]| ... | | Al

Critical (35) Suppressed (0)

[+ [ Path Manipulation - [0 /2]
&> [ Privacy Vielation - [0/ 14]
4 [ SQLInjection - [0 /4]
Wl WEB-INF/sre/java/com/fortify/samples/riches/model/Locat
[l WEB-INF/src/java/com/fortify/samples/riches/model/Locat
[+ 27 SQL Injection: Hibernate - [0 / 13]
[ £ ¥ML External Entity Injection - [0/ 2]

p="+2zip +"";

Advanced...



Exercise 6: Remediate SQLI and Rescan

—SCA Analysis Result—> Find SQL Injection

—Expand SQL Injection > Choose LocationService.Java:121

—Determine if the SQLI is exploitable or not

F SCA Analysis Results &% = = O I LocationServicejava 2 Project Sur
_Ma ke Change t O the COde Filter Set: [SecurityAuditorView '] [T My Issues tl‘y{cunn = ConnFactory.getIn:
@8 critical | L) High | [ Medium | ) Low | .. | | & Al

f*this is the FIX for the

_Re SCan Critical (35) Suppressed (0) ]

» [ Path Manipulation - [0/ 2]
> [ Privacy Violation - [0 /14]
4 [ SQL Injection - [0 /4]

String sel

Preparedste

prepStaten

sultSet
wl LocationService.java:121 (SQL Injection) Resultse

a i LocationServicejava:l50 (Shared Sink) - [0 /3]
i from FindLocations.java:56 (SQL Injection) String queryStr = "SELECT

wl from FindLocations.java:66 (SQL Injection)
wi from FindLocations.java:76 (S5QL Injection)
> [ SQL Injection: Hibernate - [0 /13]
s [ XML External Entity Injection - [0/ 2]

statement = conn.preparest
ResultSet rs = statement.e
while (rs.next())

{

locations.add(new Loc

3

finally{
safeCloseStatement (staten
safeCloseConnection(conn)

}

return locations;

4 | 1 r
— ol
Hewlett Packard
Enterprise

Advanced.




Exercise 6: Remediate SQLI and Rescan

—SCA Analysis Result—> Find SQL Injection
—Expand SQL Injection > Choose LocationService.Java:121

—Determine if the SQLI is exploitable or not

F SCA Analysis Results &% = = O I LocationServicejava 2 Project Summary
_Ma ke Change to the COde Filter Set: [SecurityAuditorView v] DMyIssues igg tw{cunn = ConnFactory.getIns

W8 Critical | L) High | L Medium | L Low | - | | = Al

—Rescan Critical (35) Suppressed (0)

» [ Path Manipulation - [0/ 2]
> [ Privacy Violation - [0 /14]
4 (771 5QL Injection - [0 /4]

String queryStr = "SELECT * FROM location WHERE zip = ?";
//String queryStr = "SELECT * FROM location WHERE zip ="' + zip +""; S s

ResultSet rs = statement.e

// String queryStr = "SELECT * FROM location WHERE zip = 1"; while (rs.next()

{
statement = conn.prepareStatement(queryStr); y oenriens.eddinaetac

statement.setString(1, zip); Finallyg

safeCloseStatement (staten
safeCloseConnection(conn)

}

return locations;

189 f*this is the FIX for the
111 * String sel

113 * Preparedste

115 * prepStaten

ResultSet

| i r |
— ol
Hewlett Packard
Enterprise

Advanced...
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Exercise 7: Scanning With Audit Workbench

‘_"-(f Audit Workbench
Fie Edit Options Help

=10l x|

(=] 1P Fortify

- Start New Project

Scan Java Project...
Advanced Scan... (

rOpen Project

@ Recent Projects:

\WebGoat5-201304 0% Audited  Apr 2, 2014
WebGoat5-2014Q1 0% Audited  Apr 2, 2014
WebGoat5.0 0% Audited  Apr 2, 2014
Open Project...
Open Colaborative Audit

iﬁ Colaborative Projects:

Sign in to list projects

Signln ...
—

Hewlett Packard

Enterprise




Exercise 7. Scanning With Audit WorkBench

—

Hewlett Packard
Enterprise

Browse For Folder

Select the root directory of your project.

+ M Computer
Eﬁﬂ Network
= . Trainer_Materials

|, apache-ant-1.9.2

Lr Favorites

, modified_riches_wealth_src
=RRNN riches_wealth_src

ronfin

Folder: I riches_wealth_src

Make Mew Faolder | (04

Caricel




Exercise 7. Scanning With Audit Workbench

[§ Commandline Builder |

File types that are supported by Fortify SCA are shown in the directory tree below. More than
one root directory may be specified. Directories that indude dass files are denoted in blue and will
be induded in the dasspath during translation. Al jar files will also be induded unless explicitly
marked as exduded. Please make sure to exdude any subdirectories that only indude test source
code and make sure to indude all JSP files and dasspath entries.

B riches_wealth_src
- |=| application.xml
- |=| build.xml
B config

- =] context,xml

|»

Add Directory... |

create_db.sgl
create_db_mysgl.sgl
-7 o8

-{27 dist

F-] etc

{27 ima

----- f@ JavaCalculator.jar

7] 3
}@ Isplibs _ Remave |
-4 lib

H-{] login LI Classpath Directarsy: |

<€

[ B e W e

Java wersion:

Build ID: I riches_wealth_src
Output file:

| C:\Users'\snowdesc\AppData'Local Fortify \VAWEB-4. 40Yriches_wealth_srcrich Browse |

[~ Enable Quick Scan mode

< Bach I Mext = I Scan I Cancel I

—

Hewlett Packard
Enterprise



Exercise 7. Scanning With Audit Workbench

g Commandline Builder
stages of Fortify SCA Analysis:
v Enable dean

| b “riches_wealth_src™ -clean

¥ Enable translation

\stax-api-1.0-2.jar;C: \Wsers\snowdesc\Desktop \Trainer_Materials\riches_wealth_src\WEB- ;I
INFYibYjackson-core-asl-1. 1. 1.jar;C: \Users\snowdesc\Desktop Trainer_Materials
Yriches_wealth_src\WEB-INFYib\grizzly-serviet-webserver-1.9. 184.jar;C: \Wsers\snowdesc
\DesktopYTrainer_Materials\riches_wealth_src\JavaCalculator.jar;C:\Jsers\enowdesc
\DesktopYTrainer_MaterialsVriches_wealth_src\WEB-INFYib\asm-3. 1.jar;C: \Jsers\snowdesc
\DesktoptTrainer_Materials\riches_wealth_srcWEB-INFYib\struts2-core-2.0. 11.jar;C:
‘Wsers\snowdesc\DesktopTrainer_Materials'riches_wealth_srcljsplibs\tomcats. 0\common
Vib\commons-el. jar;C: \Users'snowdesc\DesktopTrainer_Materials yriches_wealth_srclib
‘commons-dbcp-1. 2. 1.jar; C:\Wsers\snowdesc\Desktop {Trainer_Materials'riches_wealth_src
\WYEB-IMNFVibYocalizer . jar™

“-source”

-5

"Cr\Users\snowdesc\Desktop\Trainer_Materialsyriches_wealth_src™ ﬁ

¥ Enable scan

o
“riches_wealth_src”
"machine-outp

ut”
"Xmx2700M" (
"format”

o
~F

C: \Users'snowdesc\appData’Local fFortify \AWEB-4. 40Yriches_wealth_src
Yriches_wealth_src. fpr”

"-scan”

Configure Rulepacks. .. |

Configure Memory... |

< Back | Mext = I Scan

Cancel I
—

Hewlett Packard
Enterprise




Exercise 7: Scanning With Audit Workbench

—

Hewlett Packard
Enterprise

Commandiine Builder

X

How concerned about security are you?

@ Show me allissues that may have security implications.

¢ Show me likely problems.

" Show me only remotely exploitable issues.

I am concemed about attacks that can onginate from remote and local
attackers. This program might be influenced by dafa sources that have not
been verfied for data integrty.

Are you concerned about code quality in addition to security?

@ show me all code quality issues.

¢ Show me quality issues that may result in program instability.

" No, Idon't want to see code quality issues.

I am concemed abouf issues that may impact stability or make the code base
mare difficult to maintain.

Is this a J2EE Web application?

® Yes

" No

Does this program run with escalated privileges (i.e. administrator
account, root user, account with access to sensitive data, etc.)?

® Yes
" No

Tesct: = Run 5can Cancel




Exercise 7: Scanning With Audit Workbench

f{? Audit Workbench

' Fle Edit Options Halp

=1l x|

rStart

rOper

§

& —

~ HP Fortify

H MUuViIs FrVINnvVsiIIuwil

Progress Information

@ Fortify Static Code Analyzer...

Generating intermediate files -Threadwatcher.java

eI ZU T T U AU AP 2, ZUT
WebGoat5.0 0% Audited  Apr 2, 2014
Open Project...
rOpen Colaborative Audit
iﬁ Collaborative Projects:
Sign in to list projects
Signin...

—

Hewlett Packard
Enterprise




Audit Workbench Scan Exercise

—Start Audit Workbench
—Select “Advanced Scan...”

—Navigate to
C:\Users\SnowDesc\Desktop\Trainer Materials\riches wealth src

—Click OK

—Specify Java Version 1.6

—Click Next >

—Add ”-Xmx2700M” to translation and scan command line options
—Click Next > then click Scan

—

Hewlett Packard
Enterprise



Configuring AWB

 m— |
Hewlett Packard
Enterprise



Configuration — Options

po3

&7 Audit Workbench
Fle Edit | Options Help

I
»

Show View
HP Fortify
H AUuUWIL FYVINnvVGIiIwi
Start New Project
Scan Java Project...
ﬁ Visual Studio Buid Integration...
Advanced Scan...
rOpen Project
Recent Projects:
eb0919 0 % Audited Sep 19, 2013 =~
wg-js 0 % Audited  Sep 19, 2013
WebGoat5.0-0919 0 % Audited Sep 19, 2013
WebGoat5.0-0917 0 % Audited Sep 17, 2013
eb 0 % Audited Sep 17, 2013 -
e . P A am s OIE” Pro]'ect___
rOpen Collaborative Audit
iﬁ Collaborative Projects:
L _ Sian in to list oroiects SinnTn
—
Hewlett Packard

Enterprise




Server Configuration — where to ...

F Options... | == |
Server Configuration
Server Configuration | Security Content Update Configuration
Security Comtamt Ao mcee el = o - — - ——
Interface Preferences
Server URL: s
Audit Feztures Configuration e [ = R D o
Proxy Server: Port:

Where to DOWNLOAD rulepack

Software Security Center Configuration
Server URL: http://localhost:B180/ssc

| Andit Workhench Lnarade Confinnratinn |

update-site/installers

Where to.UPLOAD scan results

P SRR P

Where to get SCA updates

Using HP Fortify Static Code Analyzey 6.40.0089! ng VM 1.8.0_45)

Hq
Enterprise




Server Configuration — details

Server Configuration

™ Update Security Content from Software Security Center

i}
Interface Preferences

Server URL: I https: ffupdate. fortify.com

Audit Features Configuration

Proxy Server: |

[~ Perform Security Content Update Automatically
Security Content Update Frequency (Days) | 15

Fort: |

~Software Security Center Configuration \\

Serwver URL: I http://192. 168.6.48:8080 fssc

Proxy Server: |

Fort: i <

r~ Audit Workbench Upgrade Configuration

Server URL: I http: jlocalhost: 8180 ssc/update-site finstallers

[T Chedk for upgrades at startup

CheckNowl

Using Fortify Static Code Analyzer 6.21.0007

[ 1

Defaults

Cancel

—

Hewlett Packard
Enterprise

If you have an SSC
Instance then
rulepacks can be
downloaded from it.

Can automatically
check for rulepack
updates.




Typical Configuration — download rulepack

Corporate Network Internet
SSC
from
update.fortify.com
From
SSC
instance

=
=
(@)

=
=
(@)

Desktop Desktop




Typical Configuration — upload scan results

Corporate Network
SSC

Upload scan
results to SSC
instance

=
o

=
=
(@)

Desktop Desktop




Security Content Management

F Options...

P

Server Configuration
Security Content Management|
Interface Preferences

Audit Features Configuration

Installed Fortify Security Content

Fortify Secure Coding Rules, Core Preview, ABAP

HPE Security Fortify Secure Coding Rules, Core, NET

HPE Security Fortify Secure Coding Rules, Core, ABAP

HPE Security Fortify Secure Coding Rules, Core, ActionSeript 3.0
HPE Security Fortify Secure Coding Rules, Core, Android

HPE Security Fortify Secure Coding Rules, Core, Annotations
HPE Security Fortify Secure Coding Rules, Core, C/C++

HPE Security Fortify Secure Coding Rules, Care, COBOL

HPE Security Fortify Secure Coding Rules, Care, Classic ASP, VBScript, and VB6
HPE Security Fortify Secure Coding Rules, Core, ColdFusion
HPE Security Fortify Secure Coding Rules, Core, Java

HPE Security Fortify Secure Coding Rules, Core, JavaScript

HPE Security Fortify Secure Coding Rules, Core, Objective-C
HPE Security Fortify Secure Coding Rules, Core, PHP

uTr Seruirity Enrkifus Carira Cading Bulee Care Dithan
4

m

Installed Custom Security Content

< n

MName: Fortify Secure Coding Rules, Core Preview, ABAP
Version:  2014.4.0.0008

1ID: 5249BACE-3D49-4937-BFFF-48BA414E14DD

SKU: RUL13187

Provides coverage of security relevant core language APIs for ABAP

Using HP Fortify Static Code Analyzer 5.40.0089 {using JVM 1.8.0_45)

Show External Categoried

- Update Security Content|

Import Security Content

—

Hewlett Packard
Enterprise

Security
Content Version

Click to
manually check

for new security
content

Click to import
security content
(custom rules




Interface Preferences

x|
Interface Preferences

Control Issue

Server Configuration Issue Rendering Preferences
Seplpheaniaablignagement [ Show Suppressed Issues D = I
Interface Preferences I show Removed © & ISp ay
AudiT Fegm e wonnguration

[~ Show Hidden Issues

v Collapse Issues
V¥ Use Short File Mames

Tweak Issue
[ e Sum mary

[~ Show Only My Issues

/ -
Issue Summary Preferences DISpIay
v Show Abstract in Issue Summary
[V Show Comments in Issue Summar

Project Summary Preferences
™ show 'All' Folder in Issue Summary Graph

I Roht sty ' e Merge

[ Display name in folder tabs

e conmens o o e comments with
R | analysis tag

Using Fortify Static Code Analyzer 6.21.0007 QK Cancel |

—

Hewlett Packard
Enterprise



Audit Features Configuration

x|
Audit Features Configuration .
Server Configuration ~Project Load Mode Overrlde defau It
IS:rCnnnagement v Override default filter set on load with:  |Security Auditor View > | FI Iter Set
< .-'a.u-iif Features I::-:-ruﬁgui":éﬁ-:-n 3 ) )
= - r Quick Audit Preference (Ctrl+5hift+4, 1; ...)

Attribute to use for qui

zudtacion [oobe: T Set attribute to
B use for quick
¢ [h] Listissues in columns ¢ [v] Listissues in rows ¢ Format manually

Result example:

audit feature
Attribute1,Value1-1,Value1-2,

Attribute2, Value2-1, Value2-2,

[ Indude immutable attributes N
™ Indude mutable attributes

Configure how
[ Indude custom tags

issues are
copied

Using Fortify Static Code Analyzer 6.21.0007

OK Cancel |
—
Hewlett Packard
Enterprise




Memory Considerations

—SCA is a java application

Can be set using the —Xmx command line option
-Xmx10800M
-Xmx8G

—You can set the maximum java heap space via environment variable
SCA VM OPTS=-Xmx4G -used for SCA
AWB VM OPTS=-Xmx2G -used for Audit Workbench

—Value should not be greater that two thirds of total system memory

—

Hewlett Packard
Enterprise



Working with the Results
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Working with the results

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench - | O il
Fle Edit Tools Options Help

rsummary | Audit Guide | Scan | Reports AUDIT WORKBENCH W

L bt
tr.addElement(new TD("Salary™)); ﬂ A -
t.addElement(tr); :
tr = new TR();
tr.addElement(new TD(rs.getString(“userid”))); =
tr.addElement(new TD(rs.getString(“password”)));
tr.addElement(new TD(rs.getString(’ ‘551")) (¥ -
tr. addELem t5 qlaty))); —8 |
-~ Source Code +
Issues ec.addElement(t); I
¥ 2
¥ +
catch (Exception ex) H
{ i
ac.addFlement{new PRF(ex._petMessace( 1)) : e &
J il
S E
&
o
&
o
- G
o
= .-, . &
Analysis Issue Auditing +
y :
- A
Evidence :
2 -

LI prine



Working with the results . . .

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench - | O il
Fle Edit Tools Options Help

rsummary | Audit Guide | Scan | Reports AUDIT WORKBENCH W

Issues

4

Functions

er.addFlement( PRF(ex.setMessarel

-
-

-

j
]
ja
ja
j
]
]

Evidence

LI prine



Issues Panel

/4
Filter Set: | Security Auditor View v | [ My Issues
W

AN
&-{] Command Injection - [0 / 3]
m-(] Cross-Site Scripting: Persistent - [0 / 38]
(] Cross-Site Scripting: Reflected - [0 / 69]
5] Open Redirect - [0 / 5]
--i:| Password Management: Hardcoded Password - [0 / 20
#-(] Path Manipulation - [0 / 5]
=] Privacy Violation - [0 / 75]
--{:| Race Condition: Singleton Member Fie
-] SQL Injection - [0 / 43]
m-(] XML Entity Expansion Injection - [0 / 1]
-] XML External Entity Injection - [0 / 1]
m-{] XPath Injection - [0 / 1]

Group By: ICatEsgDr"g.-'

Ip'i'

Advanced...

Hewlett Packard
Enterprise

My Issues: Filter issues to only display issues
assigned to current user.

Filter Set: Current Filter being used to display
Issues.

Folders: One tab for each folder. The default
folders are one for each Fortify Priority and one
for all issues.

Critical, High, Medium, Low, ALL

Group By: How the issues are grouped together.
The default grouping is by Category.

Group Counts: This shows how many issues
have been audited and how many total issues

for the group. 0/5 means a total of 5 issues with
O (zero) issues audited.




Issues Panel

Folder Dialog Shortcut: Clicking the ... will open
the dialog to edit folders.

Folder Name: Name of the currently selected

~] folder.

#-(] Cross-Site Scripting: Persistent - [0 / 38] -] -
&-(*] Cross-Site Scripting: Reflected - [0 / 69] Group Icon: A folder graphic is used as the group
#-(1 Open Redirect - [0 / 5] icon. This should not be confused with the
"DHWMP/M‘W AN UEN N Folders that are represented by the tabs.
={3 anipulation - [0/ 5]

----- ul LommandInjection.java: 172 (Path Manipulation) =
e T e s s e M Il |SSUE Icon: Represents the auditing that has
! ‘wl LessonTracker.java:238 (Shared Sink) - [0 /2] been done for the issue.

-l PathBasedAccessControl.java: 136 (Path Manipula
-] Privacy Violation - [0/ 75] .
(1 Race Condition: Sngleton Member Fe - [0/ 1] Search: Used to search issues. Advanced
i i)l searching capabilities are available.

Filter Set: |Security Auditor View j

Group By: ICategﬁr'-_.-'

=k Advanced...

| SS—

Hewlett Packard
Enterprise



Issues Panel — analysis tag icons

Bad Practice g

SUSpICIOUS g

Reliability Issue

Exploitable §P 4

-] Path Manipulation - [5/ 5]
 CommandInjection.java: 172 (Path Manipulation)

\*@ CommandInjection.java: 183 (Path Manipulation)
é---a LessonTracker.java:238 (Shared Sink) - [2 / 2]

Nv’ from ParameterParser.java:576 (Path Manipulation)

-4k from ParameterParser.java:627 (Path Manipulation)
@ PathBasedAccessControl.java: 136 (Path Manipulation)
Poor Error Handling: Empty Catch Block - [0 / 32]
- Course.java:377 (Poor Error Handiing: Empty Catch Block)
o~ DefaultLessonAction.java: 145 (Poor Error Handling: Empty Catch Block)

=

Not Audited

Previously Audited

—

Hewlett Packard
Enterprise

“*ml DefaultLessonAction.java:178 (Poor Error Handiing: Empty Catch Block)



Issue Grouping

Analyzer

=] Configuration - [0 / 15]
{*] content - [0 [ 42]

{] Control flow - [0 / 53]
{1 Data flow - [0/ 372]
{1 Semantic - [0 [ 244]
&7 Structural - [0 [ 424]

RTA Protected

&1 Not Protected - [0 / 32]
=] Protected - [0/ 226]

Create Custom
Grouping

—
Hewlett Pa

Enterprise

Filter Set: |Security Auditor View [~ My Issues
262 .B U, .’B — .!!!’

[ |

Group By: ICategory

Category
Analysis
Analysis Type
Anafyzer
Analyzer-Category
Cat-Source
Category Analyzer
Correlated

Ucorrelation Grou p
. CWE

File Name

% Rac{FISMA

L Fortify Priority Order

Kingdom

B‘_}'ﬂ_ Manual

New Issue

F Analysis [NIST SP 800-53 Rev.4
OWASP-2013->Category

OWASP Top 10 2004

OWASP Top 10 2007

OWASP Top 10 2010

OWASP Top 10 2013

Package

PCI 1.1

PCI 1.2

PCI2.0

PCI 3.0

\ Priority by Category
RTA Protected

SANS Top 25 2009

SANS Top 25 2010

SANS Top 25 2011

Sink

Source

STIG-Category

STIG-Priority

STIG 3

STIG 3.4

STIG 3.5

STIG 3.6

STIG 3.7

Taint Flag

WASC 24 + 2

— |

38] -
69]

Password - [0/ 2

th Manipulation
th Mariplla
Sink) - [0/ 2]
6 (Path Manipula

ed-[0/1] o
] ¢

| Advanced...

[ |Ed...

File Name

-] AbstractLesson.java - [0/ 32]
{1 AccessControlMatrix.java - [0 / 2]
{1 BackDoors.java - [0 / 10]

{C] BasicAuthentication.java - [0/ 7]
{1 Blindsglinjection.java - [0 / 8]

{1 BufferOverflow.java - [0/ 1]

{_1 Category.java - [0/ 2]
--D Challenge2Screen.java - [0 / 23]

@] APP3510 CAT I, APP3570 CATI- [0/ 3]
-] APP3510 CAT I, APP3580 CATI- [0/ 108]
-] APP3510 CAT I, APP3600 CAT IL- [0/ 5]
®-C1 APP3630.1 CATII- [0/ 1]

(] APP3810 CATI-[0/ 1]



Issue Grouping - custom

W358 (86| 17[[1799| M 1150

Group By:

Category hd

E-Z] Cod
-] Cod

B3 Con

-] Coo

#(] Dea
=] Dea
(] Dea
4]

—|category

(1 Crogrisma

{71 CrogFortify Priority Order
(-] CrodKingdom

(] Crog Manual

Edit Custom Groupings...

Custom Group Name:

Grouping Types:

Create New...

Category Anafyzer
RTA Protected

<none=

Analysis

Analysis Type
Analyzer
Category Analyzer
Correlated
Correlation Group
CWE

File Name

New Issue

NIST SP 800-53 Rev.4
OWASP Top 10 2004

OWASP Top 10 2007

OWASP Top 10 2010

[

OWASP Top 10 2013

2] -
formation

155 Compar
ring Com|

m Commits
pssions Den

Over S5L
27]
[0/ 38]
ion - [0/ 1]
0/70]
false - [0/
true - [0/

/2] _ILI
»

=
Advanced...

Package

PCI 1.1

PCI 1.2

PCI 2.0

Priority by Category
RTA Protected
SANS Top 25 2009
SANS Top 25 2010
SANS Top 25 2011
Sink

Source

STIG3

STIG 3.4

STIG 3.5

Taint Flag

WASC 24 + 2

—

Hewlett Packard
Enterprise

by Catego

Prior]

Cancel |

Grouping Order:

Grouping Types:

P ontext d

Grouping Types:

Grouping Order:

.253|I:|86|I:|7|I:|799|i115l]|

Group By: |STIG - File Name j

Analy:

d

- STIG 3.5
File Name
roup

4

Edit Custom Groupings... il
Custom Group Name: |STIG - Fle Name hd

Grouping Types:

Grouping Order:

®

Ton 10 'u'LI
Cox

Cancel

®-{_] APP3210.1 CAT II, APP3340 CATI- [0/ 75]
-] APP3210.1 CAT II, APP3340 CAT I, APP3350 C
-] APP3510 CATI-[0/1]

-] APP3510 CAT [, APP3540.1 CAT I, APP3540.3 1
-] APP3510 CAT L, APP3570 CATI- [0/ 3]

-] APP3510 CAT I, APP3580 CATI- [0/ 108]
-] APP3510 CAT L, APP3600 CATI - [0/ 5]

{Z1 CommandInjection.java - [0/ 2]

{C1 LessonTracker.java - [0/ 2]

-] PathBasedAccessControljava - [0/ 1]

H-_] APP3630.1 CATI - [0/ 1]

#-{] APP3810 CATI- [0/ 1]




£ CMApps\y <none>

File Edit oo

Analysis

Exercise 8: Issue Grouping

Create a 2-level grouping
FISMA

NIST 800-53

/ . Edit Custom Groupings... J

Custom Group Name: |Category Analyzer j
. |category Analyzer
EOTTE L TESR RTA Protected

Analysis
Analysis Type
CWE

_4iPriority by Categor\,-r

Correlated

Hewlett Packard
Enterprise

k’r;

o analysis Type
5™ Analyzer
Category Anslyzer
Correlated
Correlation Group
3

File Name

FISMA
Fitter Set: | ForifyPriorty Order
Kingdom
-

New lssue
NIST SP 800-53 Revd
Group by: OWASP Momemu
OWASP Top
» (2 Cor OWASP Top I mur
£ Cro QWASP Top 102010
OWASP Top 102013
© 1 € package
b 1 Cro pci1l
» (7 DanPCIL2

b patt P(lil
v 0 Priv priority by Category
b (C1 SQLRTA Protected
[ SQLSANS Top 252009
1 £ XMISANS Top 252010
SANS Top 25 2011
Sink
Source
STIG 31
STIG 34
STIG 25
- STIG26
p STIG 37
G329
F Analysis Taint Flag

WASC 200
WASC24 + 2
Edit...

Ii

Custom Group Name: [Cleate New...

F  Edit Custom Groupings... ‘ P |
)

Grouping Types: Grouping Order:

- Category

H Analyzer

c| |[F Enter Value... ‘ B9

F
Fi Enter the name for the new custom grouping...
Fi | FISMA MIST

Is|
K ok [ cancd
Y
NISTSP RS Rev T
Mew Issue

5D Mobile 2014

5P Top 10 2004

5P Top 10 2007

5P Top102010 _

CN Taw 10 W12

ok |[ cancel

| Reports

[ My Tssues

sed (0)

IE
:

-10/4]
-[0/8]

=

13]
0/2

Advanced.

&=-0

F Edit Custom Groupings...

Custom Group Name:

FISMA NIST

Grouping Types:

Grouping Order:

egory
related

relation Glcui

File Name

Fortify Priority Order
[ssue State
Kingdom

Manual

NIST 5P 800-53 Revd
I ue

SP Mobile 2014

€N Tow 10 3007

SP Top 10 2004

3.y

I

ok || cancel




Working with the results . . .

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench - | O il
Fle Edit Tools Options Help

rsummary | Audit Guide | Scan | Reports AUDIT WORKBENCH W

Issues

4

Functions

er.addFlement( PRF(ex.setMessarel

-
-

-

j
]
ja
ja
j
]
]

Evidence

LI prine



Working with the results . ..

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench
Fle Edit Tools Options Help

=10l x|

rsummarv | Audit Guide | Scan | Reports

auDIT woRRSeMen W

Security Audts

Analysis
Evidence

LI prine

.a

. Source

v

o

Include

Top

unc

package «

vel functi

iang

ernal APL
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Analysis Evidence Panel

Analysis Evidence

-#() EightBall java:4 - main(0) J« . .
e LN I Trace of analysis evidence used

s EYiE Savasiio pe e DS =] in identifying the issue.

--:= EightBall.java:8 - Assignment to flename .
[ %0 Bgnhteal.java:12 - FieReader(0) From source to sink.

A

Rulg ID:
OB1%EVB7-B74B-47F9-B383-DAY 39797 D0O0OC

Icons are meaningful and documented

Lel>

In the “About the Analysis Evidence
Panel” section of the
Audit Workbench User Guide.

—

Hewlett Packard
Enterprise



Analysis Evidence Panel

Icon Description

.= Data are assigned to a field or variable

€ Information is read from a source external to the code (html form, url, and so on)
@ Data are assigned to a globally scoped field or variable

£ Comparison is made

)

Function call receives tainted data

)

Function call returns tainted data

Icon Description

o Tainted data is returned from a function
& A pointer is created

=ta A pointer is dereferenced

o, Scope of a variable ends

~~ Execution jumps

)

Passthrough, tainted data passes from one parameter to another in a function call

Branch in the code's execution

A

A branch is not taken in the code’s execution

e

Generic

ool

A runtime source, sink, or validation step

e An alias is created for a memory location
&0 Data are read from a variable
&0 Data are read from a global variable
—
Hewlett Packard

Enterprise




Issues Panel

The issue title is the last node

In the analysis trace (sink)

Analysis Evidence Panel

Hewlett Packard
Enterprise

s -~ from EightBal.java:4 (Path Manipulation)

| :----2{} EightBall JavaB parseInt(0 : return)

‘

Group By: ICategor*,»'

{1 J2EE Bad Practices: Leftover Debug Code - [0/ 1]
{1 Path Manipulation - [0/ 2

=§ai EightBalljava: 12 (Shared Sink) - [0/ 2

...l from EightBall.java:4 (Path Manipulation)
"1 Poor Logging Practice: Use of a System Output St
1 Unchecked Return Value - [0 / 1]
"1 Unreleased Resource: Streams - [0/ 1]

Kl | i

=E Advanced...

Analysis Evidence

----- ~#() EightBall java:4 - main(0)
--:= EightBall.java:6 - Assignment to flename

ignment to flename
) EightBall.java: 12 - FleReader(0)

Rule ID: =~
=1

NR15F7R7-R74AR-47FA-R3R3-NAT 39797 M0




Issues Panel

Sub-group title is the first line

of the Analysis Evidence

Analysis Evidence Panel

Hewlett Packard
Enterprise

0 3 a 47

Group By: ICategory j

("1 J2EE Bad Practices: Leftover Debug Code - [0/ 1]
Fj Path Mampulanon [0/ 2]

| from ElghtE-aI .java:4 (Path Manipulation)
1 Poor Logging Practice: Use of a System Output St
1 Unchecked Return Value - [0 / 1]

1 Unreleased Resource: Streams - [0/ 1]

Kl | il

=g Advanced...

Analysis Evidence

EightBal.java:4 - main(0)
--:= EightBall.java:6 - Assignment to filename
~#() EightBall. java:8 - parselnt(0 : return)
--:= EightBall.java:8 - Assignment to filename
-=() EightBall.java: 12 - FleReader(0)

Rule ID:
NR15F7R7-R74R-47F0-R3RA-NATIQ7A7NNOC

=1
=




Issues Panel

Different sources

Two Issues

Analysis Evidence Panel

Hewlett Packard
Enterprise

B 256 88 r 799 1150

Critical (256)

Group By: ICategory j

=] Path Manipulation - [0 / 5] :|
[

__—»u from ParameterParser.java:576 (Path Manipulation)

M.l from ParameterParser.java:627 (Path Manipulation)

"l PathBasedAccessControl.java:136 (Path Manipulation) ;l

[P Advanced...

Analysis Evidence

= SummaryReportCardScreen.java:87 - Assignment to selectedUser :[
() SummaryReportCardScreen.java:89 - makeReportCard(1)

--=() ReportCardScreen.java:249 - makelLessonRow(1)

() ReportCardScreen.java: 165 - getLessonTracker(1)

-=() UserTracker.java:188 - load(1)

#-2() LessonTracker.java:233 - getTrackerFile(1 = return)

= LessonTracker.java:233 - Assignment to fileName
LessonTracker.java:238 - FleInputStream(0)




Issues Panel
W

Group By: ICategory ﬂ
)IIE---.J UEateProﬁe.java:BéID EShared Snk! -0/ 12 I ;l

wi from UpdateProfile.java: 131 (SQL Injection)

- from UpdateProfile.java: 132 (SQL Injection)

d from UpdateProfile.java: 133 (SQL Injection)
from UpdateProfile.java: 134 (SQL Injection) ||

from UpdateProfile.java: 135 (SQL Injection)
One source -l from UpdateProfile.java: 136 (SQL Injection) LI
|2 Advanced...

Analysis Evidence

Multiple paths ,
B  Update ] 131 - getParameter(return) -
-:= UpdateProfile.java: 131 - Assignment to firstName
=-2() UpdateProfile.java: 153 - Employee(1 : this.firstName)
o -:= UpdateProfie.java: 153 - Assignment to employee
One ISSU€e -« UpdateProfile.java: 158 - Return employee
-&() UpdateProfile.java: 80 - parseEmployeeProfie(return.firstName) | |
-:= UpdateProfile.java: 80 - Assignment to employee
() UpdateProfile.java: 101 - createEmployeeProfile(2.firstName) LI

Analysis Evidence Pane|" == memimsmes

Hewlett Packard
Enterprise




Working with the results . ..

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench
Fle Edit Tools Options Help

=10l x|

rsummarv | Audit Guide | Scan | Reports

auDIT woRRSeMen W

Security Audts

Analysis
Evidence

LI prine
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v

o

Include
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Working with the results . . .

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench
Fle Edit Tools Options Help

=10l x|

rsummarv | Audit Guide | Scan | Reports

auDIT woRRSeMen W

Security Audts

BackDoors.j

BackDoors.java:
BackDoor:

Ea;k]:;r: Ha_Aﬂ'aIySiS |
Evidence

LI prine

.a

. Source

Issue Auditing

More Information

v

o

Include

Top

-UncC

package «

vel functi

iang

ernal APL

tions



Issue Auditing Panel - Summary

Short description of

Set the analysis tag List of saved the selected issue
Details| Recommendati n5| Hi5t0w| Diagram |'|':&ér'5'|“"ﬂ"k—l_‘

Issue: Abstractlesson.java:920 (Crods-Site Scripting: Reflected) a ¥

Cross-Site Scripting: Reflected (Input

User: I + Validation and Representation, Data
P flow)
Analysis: | The method
makeRequestDump_DELETEME() in

Mot an Issue Abstractl esson.java sends unvalidated
Reliability !ssue data to a web browser on line 920, which
Bad Practice can result in the browser execufing
Suspicious j
Explroitable lick to append comment (Ctrl+Enter to save) L malcious code.
— = More Information...
Recommendations...
A

Enter comments . . .

Suppress the issudl Submit to bugt&g%ng syste s 0 s

nterprise




Issue Auditing Panel - Details

Code specific abstract of

selected issue.

Summary Detaiks Recommendations | History | Diagram | Fiters

bstract: il

The method handleRequest() in AbstractLesson.java sends unvalidated data to a web browser on line 1086, which can result in the browser
executing malicious code.

|[Explanation:
ICross-site scripting (XSS) vulnerabilities occur when:

1. Data enters a web application through an untrusted source. In the case of Reflected XSS, the untrusted source is typically a web request, while in
the case of Persisted (also known as Stored) XSS it is typically a database or other back-end datastore. Ll
|

Detailed description of

the selected issue.

—

Hewlett Packard
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Issue Auditing Panel - Recommendations

Suggestions and examples of how to

secure the vulnerability or remedy the bad
[Scmmary | Detaie | Recommendatons] fistory | Dagram |~~~

[Recommendations:

An XML parser should be configured securely so that it does not allow document type definition (DTD) custom entities as part of an :|
lincoming XML document.

To avoid XML Entity Expansion injection the "secure-processing” property should be set for an XML factory, parser or reader:

factory.setFeature("http://javax.xml.XMLConstants/feature/secure-processing”, true);

IIn JAXP 1.3 and earlier versions, when the secure processing feature is on, default limitations are set for DOM and SAX parsers. These
limits are:

-
]
—

Hewlett Packard
Enterprise



Issue Auditing Panel - Recommendations

Scroll down to see mappings and

external research references.

Summary Detailsl Recommendationsl‘ History | Diagram

[7] APP60OS0 CAT 11, Standards Mapping - Security Technical Implementation Guide Version 3.5 - (STIG 3.5) ;|
[8] CWE ID 776, Standards Mapping - Common Weakness Enumeration - (CWE)

[9] Denial of Service, Standards Mapping - Web Application Security Consortium 24 + 2 - (WASC 24 + 2)

[10] Requirement 6.5.9, Standards Mapping - Payment Card Industry Data Security Standard Version 1.1 - (PCI 1.1)

[11] SC-5 Denial of Service Protection, Standards Mapping - NIST Spedial Publication 800-53 Revision 4 - (NIST SP 800-53 Rev.4) J

[12] Testing for XML Injection (OWASP-DV-008), OWASP,
https://www.owasp.org/index.php/Testing for XML Injection (OWASP-DV-008) LI

—

Hewlett Packard
Enterprise



Issue Auditing Panel - History

Activities such as changing the analysis

tag and suppressing an issue are logged.
Summaryl Detail5| Recommendationmiagram | Filter5| |

hampine (2013-09-22 5:39 PM): Changed Analysis to 'Exploitable’

Summa etails | Recommendations | History | Diagram | Filters | |

Issue: from EightBal.java:4 (Path Manipulation) A ¥
Path Manipulation (Input Validation and
j ichampine (2013-09-22 5:39 PM): Added comment: Representation, Data flow)

MNeed to validate file path input.

F———r—. Attackers can control the fiesystem path

i argument to FileReader() at EightBall.java
ine 12, which allows them to access or
modify otherwise protected files.

Click to append comment (Ctrl+Enter to save) G
x More Information...

il il Recommendations...

Hewlett Packard Comment history.

Enterprise




Issue Auditing Panel - Diagram

@" ParameterParser.jawva:592 - getParametervalues{return)
:= ParameterParser.java:592 - Assignment ko values

@ ParameterParser.java:603 - Return walues[0]

@ﬂ ParamekterP 1574 - gekl arameter(return)
@ ParameterParser.java:S74 - Return

4'[]' Challengezscreen.java:S77 - aetRawParameteri{return)

= Challengezscreen.java:577 - Assignment to protacal

Red lines in the diagram

are the flow of tainted data

‘ummary ’\Details | Reco}wandationNistory | Diagram m\n@etaﬂ\s]\
S
\ E){ecm}q?ﬁ((}ﬂmmand}y&ctmn) \ )
\| Chaner}gezScreen getNetstB}Qesults \| [ ParameterParset getrsyParatnater | [ ParameterParser.getRawParameter
X AN R

Standard UML

call graph of the
Analysis

C &) getr awParameter(return) \ 77 _F \( >
|

() petRawParameter(return)

() getPar faluesireturn) 592

:= Assighment to values 592

1 Return values[0] 603
- X
« Return 5?D E
< X z
G: Assignment to protocaol 5?_{) E
G: Assignment to crd 53@ E
Cﬁ() execSimpledd) 520} ;

—
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Working with the results . . .

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench
Fle Edit Tools Options Help

=10l x|

rsummarv | Audit Guide | Scan | Reports

auDIT woRRSeMen W

Security Audts

BackDoors.j

BackDoors.java:
BackDoor:

Ea;k]:;r: Ha_Aﬂ'aIySiS |
Evidence

LI prine

.a

Issue Auditing

More Information

package «

¥ Include

& Top
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Working with the results

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench ;IE' il
Fle Edit Tools Options Help

rsummary | Audit Guide | Scan | Reports AUDIT WORKBENCH W

Security Auditor View ¥ My Issues | & b ks
tr.addElement(new TD("Salary™)); ﬂ Al -
t.addElement(tr);
tr = new TR(); package «
tr.addElement(new TD(rs.getString(“userid”))); 3l e o = o
tr.addElement(new TD{rs.getString( password”))); B
tr.addElement(new TD\ rs.getString(’ ‘551"))) i [+ Top-leve! functi -
tr.addElem, tS S oy ))); ¥ f
-~ Source Code +
ec.addElement(t); 0
h +
¥ +
catch (Exception ex) H
{ i
ac.addFlement{new PRF(ex._petMessace( 1)) : e &
1] | 4 + ang
- Functions
G
o
&
o
- G
o
- n) ", o
eackDoors ava Ana|y5|s Issue Auditing :
o
Evidence *
o
-

LI prine



Source Code Panel

Clicking an issue syncs the

source code panel to the file
and line number of the sink.

Filter Set: |Secun‘ty Auditor View j [~ My Issues

B 258
Group By: ICategory J

=] Cross-Site Scripting: Reflected - [0/ 70] = |
#-u AbstractlLesson.java:872 (Shared Sink) -
----- al AbatractLesson java'920 (Croas-Srte Scri

----- u BackDoors._]ava.ZBS (Croas -Site Scripting
----- wl BasicAuthentication.java: 143 (Cross-Site
----- il Basicauthentication.java: 145 (Cross-Site
----- ui BlindSglnjection.java:83 (Cross-Site Scrif
----- ' Encoding.java:359 (Cross-Site Scripting:
----- ! Encoding.java: 369 (Cross-Site Scripting:
----- ! Encoding.java: 793 (Cross-Site Scn'pljri_:lll
3

AbstractLesson.java &2

i Cracadina daseme F0A fch ol Cimly o f
< I
|2 ¥ Advanced
—
Hewlett Packard

Enterprise

[
* Description of the Method

&

* @param s

= Description of the Parameter
*/
public veoid handleRequest({lebSession s)
1

// call createContent first so messages will go somewhere

Form form = new Form{getFormAction(), Form.POST).setName("form")
.setEncType("");

form.addElement (createContent(s));

setContent(form);
3 i




Source Code Panel

Filter Set: ISecun‘ty Auditor View j Il MyIssuesI AbstractLesson.java ThreadSafetyProblem.java = I

Clicking on a

W 258 86 7 799 1150 ;g ;onnection = DatabaseUtilities.makeConnection(s); -~
i trace node syncs
) 31 ec.addElement(new StringElement("Enter user name: "));
Group By: IcateQOW ﬂ 82 ec.addElement(new Input({Input.TEXT, USER_NAME, "")); the source COde
2] Cross-Site Scripting: Refiected - [0/ 70] d 83 cur.lr‘t.antgaert =_s.getPa:szer(? .getRawParameter (USER_NAME, “"); )
& AbstractLesson.java:872 (Shared Sink) -_| g4 originailiser = currentiser; panel to nOde S
----- ! AbstractlLesson.java:920 (Cross-Site Scri . .
L 6 // Store the user name
----- 1l Abstractlesson.java:1086 (Cross-Site Sc 7 String userl = new String(currentUser); flle and Ilne
----- il BackDoors.java:235 (Cross-Site Scripting 38
----- @l BasicAuthentication.java: 143 (Cross-Site 29 Element b = ECSFactory.makeButton("Submit™); n u m ber.
----- wl BasicAuthentication.java: 145 (Cross-Site 90 ec.addElement(b);
----- @/ Blindsqglinjection.java:83 (Cross-Site Sjill 91 ec.addElement(new P());
- s === T D 92
« | > 93 if (!"".equals(currentUser))
v ¥ Advanced.. f @ 94
95 Thread.sleep(1560);
Analysis Evidence 96 -
4 Multinle Paths: 10f3 » I h »

#() ParameterParser.java:608 - getRawParamet
# ParameterParser.java:608 - Return
«() ThreadSafetyProblem.java: 83 - getRawPara

O e ooy ool | wsee:| E Reflected (Input Validation
ThreadSafetyProblem.java: 84 - Assignment and Representation, Data

2() ThreadsafetyProblem.java: 107 - aclclElleni;_I Analysis: I v| flow)
»

...l ThreadSafetvPrahlem iava131 - Return er —
p r N

- More Information...
Assignment to this.originalUser ® 4 gc;:(;jappend comment (Ctrk+Enter | 4 Recommendations.
| | x

Summary Detail5| Recommendations| History| Diagram

Issue: AbstractLesson.java: 1086 (Cross-Site Scripting: Reflectet & ¥

Cross-5ite Scripting:

Enterprise



Source Code Panel

Project Summary

AUDIT WORKBENCH

O Project Summary 2

Summar L i
Filter Set: Generate Report...
Calculate Hotspot Ranking
W 256
cal Merge Audit Projects... -
Configure Upload...
Group By Upload Audit Project
E"{ﬂ_;-‘ aa Configure Source Path... k) - [0 Zﬂ
Extract Source Code... &)n [0/
Select Bugtracker... ptng:
; e 5cripting
Disconnect Bugtracker... )
Project Configuration... )
OV TZ I TCrUSS I ipting: Pers =
< | | 3
=y Advanced...

Analysis Evidence

-4() AbstractLesson.java:900 - getReader(return)
=-2() AbstractLesson.java:900 - readFromFile(0 : returm)
-2() AbstractLesson.java:900 - StringElement(0 : this)

-:= Abstractlesson.java:900 - Assignment to el

Summary] Certification | Runtime Analysi5| Build Information | Anatysis Information

Build ID:  |WebGoal5.0
Scan Date: Sep 16, 2013
Warnings:

Scanned: 188 files, 9,564 LOC (Executable)

Total Issues: 1,150

None Results Certification Vaid

Certification:

All issues by Folder

Medium (7)
High (88)
Critical (256)

Summary | Details | Recommendations | History | Diagram ‘ Filters |
~#() AbstractLesson.java:910 - addElement(0 : this)

--%{) AbstractLesson.java:920 - addElement(0)

Issue: AbstractlLesson.java:920 (Cross-Site Scripting: Reflected) - v

User: I j

Cross-Site Scripting: Reflected (Input
Validation and Representation, Data

flow)
Rule ID: DBDBBFC6-DE26-4FCS-8347-D4803282BF5D = | - More Information...
Taint Flags: NO_NEW_LINE, WEB, XSS = ‘ % | & | ‘ |Cl|ck o append comment (Ctri+Enter to save) G Recommendations.
Enterprise




Source Code Panel - Project Summary

O Project Summary &3

Summary | Certification | Runtime Anahrsis| Build Information | Analysis Information |

Build ID:  |WebGoat5.0
Scan Date: Sep 16, 2013
Warnings: None

Scanned: 188 files, 9,564 LOC (Executable)
Total Issues: 1,150

Certiﬂcatio@s Certification @

High (88)

All issues by Folder

If someone tries to tamper
with the FPR file directly,

result certification will
Critical (256) become invalid

—

Hewlett Packard
Enterprise



Source Code Panel - Project Summary

O Project Summary 2

Summary | Certification | Runtime Anarys‘ Buid Information Dnarysis ]nf-::-rmatk:-n|

Build ID: lwebGoats.0 Build Label: <No Bui

Executable LOC: SCA doesn’t
count blank lines and
comments

Total LOC: SCA doesn’t include

HTML, XML and properties files

Files\HP_Fortify\HP_Fortify_SCA_and_Apps_4.00

C:\Program Fles\HP_Fortify\HP_Fortify_SCA_and
e # sourcean
Files\HP_Fortify\HP_Fortify_SCA_and_aApps_4.00\5d qavanee aeneron v

C:\Program

Files: 188 Source Last Modified Date: 2ug 9, 2|

Executable LOC: 9,564 Total LOC: 32,613

T T
JavaSourceforg/owasp/webgoat/HammerHead.java 124 Lines 15.1 KB  Aug 9, 2013 4:03:54 PM
JavaSourceforg/owasp/webgoat/LessonSource.java S50 Lnes 5.7 KB Aug 9, 2013 4:03:54 PM
JavaSourceforg/owasp/webgoat/lessons/Abstractlesson.java 199 Lines 27.1KB  Aug 9, 2013 4:03:54 PM
JavaSourceforg/owasp/webgoat/lessons/AccessControlMatrix.java 66 Lines 7.4 KB Aug 9, 2013 4:03:54 PM
JavaSourceforg/owasp/webgoat/lessons/BackDoors.java 111 Lines 8.8 KB Aug 9, 2013 4:03:54 PM
JavaSourceforg/owasp/webgoat/lessons/BasicAuthentication.java 104 Lines 10.3KB  Aug9, 2013 4:03:54 PM

Cprogram The list of all scanned files. Same as
alyzer -b build_id -show-




Source Code Panel - Project Summary

C1 Project Summary |

Summary | Certificakion | Funtime Analysis | Build Information Analysis InForrnation )

Time only for

SCA Engine Yersion: 4.0.0.015= Username: fwt=
Platform: wWiindows <P Code Scanned in @ analySIS phase
Machine Hame: DZwBa 1 ( )
Rulepacks | Properties | Commandline .ﬁ.rgument‘ |Warnings | ’
[101&] Encountered errors while parsing some jsps in: CWorkspaceiportalportletsisample-dao-partlet .war. Please - |

consult the Troubleshooting section of the User Manual, —]
[1015] Encountered errors while parsing some jsps in: ZOMWorkspaceportalyportletshsample-jsp-portlet . war . Please

consult the Troubleshookting section of the User Manual,

[10158] Encounkered errors while parsing some jsps in; ZWorkspaceportaliyportletsisample-dao-portlet.war, Please

consult the Troubleshooking section of the User Manual,

[1015] Encounkered errors while parsing some jsps ing ZOWorkspaceportaliportletshsample-jsp-portlet war . Please

consult the Troubleshookting section of the User Manual,

[120Z] Unable to resalve swmbaol "ConnectionPoal' at

i 'l,WDrks|:|ace'l,pnrtal'l,pn:nrtlets'l,sample dano- pDrHEt warierror, jspid1 200

BE Missing libraries (.jar, .dll), parsing errors,
Should always review build warnings

Same information from running the following command
sourceanalyzer -b build id -show-build-warnings

—
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Working with the results

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench ;IE' il
Fle Edit Tools Options Help

rsummary | Audit Guide | Scan | Reports AUDIT WORKBENCH W

Security Auditor View ¥ My Issues | & b ks
tr.addElement(new TD("Salary™)); ﬂ Al -
t.addElement(tr);
tr = new TR(); package «
tr.addElement(new TD(rs.getString(“userid”))); 3l e o = o
tr.addElement(new TD{rs.getString( password”))); B
tr.addElement(new TD\ rs.getString(’ ‘551"))) i [+ Top-leve! functi -
tr.addElem, tS S oy ))); ¥ f
-~ Source Code +
ec.addElement(t); 0
h +
¥ +
catch (Exception ex) H
{ i
ac.addFlement{new PRF(ex._petMessace( 1)) : e &
1] | 4 + ang
- Functions
G
o
&
o
- G
o
- n) ", o
eackDoors ava Ana|y5|s Issue Auditing :
o
Evidence *
o
-

LI prine



Working with the results . ..

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench ;IE' il
Fle Edit Tools Options Help

rsummary | Audit Guide | Scan | Reports AUDIT WORKBENCH W

Security Audts

.a

BackL

~ Analysis Issue Auditing +
Evidence +

LI prine



Functions Panel

Lists all functions that were [ i Show all functions or only

declared or called in the . those not covered by rules.
source code scanned.

e = Group by package, class or
Package B8 it just list functions.

-3 org.owasp.webgoat
| 5 ® HammerHead

- ® doGet(HtipServietRequest*, Ht Include external API’'s used in

s doPost(HttpServietRequest*, H

& dumpSession(HttpSesson®) the source code scanned.

1 = formatHttpDate(Date*)
Function Name A+ getcategores)
/ a get\ViewPage(\WebSession*)
Not Covered by /" = Hammertiead()
/ - B init)) | |
= © log(HttpServietRequest®, String
/ = makeScreen(WebSession*)

Search packages, classes
P S e and functions

Covered by Rules

- B writeScreen(Screen®, HttpServl
Covered by and |8 sy i

Matching Rules Search: |




Working with the results

f{f WebGoat5.0 - JavaSource/org/owasp/webgoat/lessons/BackDoors.java - Audit Workbench - | O il
Fle Edit Tools Options Help

rsummary | Audit Guide | Scan | Reports AUDIT WORKBENCH W

L bt
tr.addElement(new TD("Salary™)); ﬂ A -
t.addElement(tr); :
tr = new TR();
tr.addElement(new TD(rs.getString(“userid”))); =
tr.addElement(new TD(rs.getString(“password”)));
tr.addElement(new TD(rs.getString(’ ‘551")) (¥ -
tr. addELem t5 qlaty))); —8 |
-~ Source Code +
Issues ec.addElement(t); I
¥ 2
¥ +
catch (Exception ex) H
{ i
ac.addFlement{new PRF(ex._petMessace( 1)) : e &
J il
S E
&
o
&
o
- G
o
= .-, . &
Analysis Issue Auditing +
y :
- A
Evidence :
2 -

LI prine



Other Features
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Suppression

A way to hide an issue from view and consider it audited.
What might be suppressed?

— Issues that you are certain will not be of concern.

— Issues that you plan to never fix.

— Issues that are warnings concerning code quality or correctness (lower priority).

—
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Suppression

Three ways to suppress

Suppress the Right click Right click

currently on an issue

on a group of issues

Summary | Details | Recommendations | History | [ m = 799M| m m @799 w
Issue: Exec.java:111 (Dead Code: Expression is Awi Low (default) (799) | Low (default) (799) |
T I j Group By: I(:atagor\,-r j Group By: I(:atagor\,-r j
Analysis: I ﬂ i -] Cross-Site Request Forgery - [0 / 27] ;l -] Cross-Site Request Forgery - [0/ 27] ;l

: B {1 Dead Code: Expression is A.Mrays false - [D f 3] =0
: Exec.java:111 (De> T2 g Ahwaws f : — is Always fal
-l Execjava:156 (RIS : Exec.java: 1 Generate Fiter... is Always fal
@l Exec.java:202 ( /s fa -l Execjava:z

+-] Dead Code: Expre! Generate T
1-C] Dead Code: Unuse Audit Guide Fifters...
2o | e
i is rd
() J2EE Bad Practices.en Y, 5 tiS ISSue here:

+-(_] J2EE Bad Practices: Leftover Debug Code [D /4]

Audit Guide Fitters... s Always fal
+-(] Dead Code: =10 o

+-_] Dead Code: Unused Method - [0/ 2]

+-_] Denial of Service - [0/ 7]

+-_] Hidden Field - [0 / 15]

+-_] J2EE Bad Practices: getConnection() - [0/ 5]
+-_] J2EE Bad Practices: Leftover Debug Code - [0 [ 4]

-l

@ e

Hewlett Packard
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Suppression

How to view suppressed issues

Fle Edit Tools ‘ Options  Help

Show Removed Issues
Show Hidden Issues
[ ] 253| (] 35| v Show Category of Issue

Al (32 of 1150 s moR
v Use Short Flenames

Filter Set: |Securit

zhmmaw | Au Showon% My Issues
—

Group By: ICateg Show View -
#C1ACCess COT - gpion...

--D Cross-5ite sorpormgreemeoeo—To T o

Toggles showing
suppressed issues

Enterprise

!5ummaw | Au

Fle Edit Tools | Options Help

Show Suppressed Issues

Show Onby My Issues

Show Removed Issues

Show Hidden Issues

W 258 | (186 v Show Category of Issue
v Collapse Issues

m v Use Short Flenames

Group By: I?bag

Filter Set: |Securit

-

Show View

-] Cross-Site

Interface Preferences

Server Configuration
Security Content Managel Show Suppressed Issues
Interface Preferences 4

I [~ show Removed Issues
[~ show Hidden Issues
[¥ Colapse Issues

Interface will display

suppressed issues by default

when <et



Suppression

Viewing suppressed issues _ _
Total suppressed issues in current folder

v
All (1150) Suppressed (1)
Group By: ICategory j

m-(] Cross-Site Scripting: Reflected - [0 / 70]
=] Dead Code: Expression is Aways false - [0 / 3]

----- ul Execjava:111 (Dead Code: Expression is Always false)
The Icon for Suppressed 2 ul Exec.java:202 (Dead Code: Expression is Always false)
issue --D Dead Code: Expression is Always true - [0/ 1]

#{] Dead Code: Unused Method - [0/ 2]

-] Denial of Service - [0 / 7]

--{:| Denial of Service: Parse Double - [0 / 1]

—
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Suppression

Unsuppress an issue

While viewing
suppressed issues, right
click on a suppressed
ISsue.

—

Hewlett Packard
Enterprise

All (1150) Suppressed (1)

Group By: ICategory j

(] Cross-Site Scripting: Reflected - [0 / 70]
El {j Dead Code Expressnon is Ah'ways false - [D f 3]

: = l::-:E{:]ava Z0Z (Dead |
--1:| Dead Code: Expression i
-] Dead Code: Unused Mett
-] Denial of Service - [0 / 7]
--{:l Denial of Service: Parse L File Bug...
(2] File Disclosure: J2EE - [0 1]

Generate Filter...
Audit Guide Filters...




Exercise 9: Audit and Suppress

— Add a comment to all issues related to:

— Suppress all Dead Code

—
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Software Security Center
Overview

| — |
Hewlett Packard
Enterprise



HPE Fortify Software Security Center
Management, tracking and remediation of enterprise software risk

bt Voot 53 S bpcis o i e, b

Detailed Advice

= Specify, communicate and track security
activities performed on projects

» Role-based, process-driven management of
software security program

o = Flexible repository and exporting platform for
5 o] s security status, trending and compliance

» Provides a clear, accurate picture of software
risk across the enterprise

» Lowers cost of resolving vulnerabilities

+ |dentify areas of improvement for accelerated
reduction of risk and costs

Provides visibility into security activities within

development
—
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HPE Security Fortify Software Security Center
Vulnerability detail

[ [ETE——

Line of code
vulnerability detail

Vulnerabilities e—¢ "

identified
in the scan

—

Hewlett Packard
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Application8 Version5.8 SQL Injection (input Validation & Reprsentation, Data Flow)

o ¢

b bt

-

G e
G e
G we

S

Detailed Advice

mnum Metadata

The program can potentially fail to release a socket.

In this case, there are program paths on which the socket
allocated in Backup.jsp at line 2 is not released

Resource leaks have at least two common causes:
Error conditions and other exceptional circumstances.

Confusion over which part of the program Is responsible for
releasing the resource.

Most unreteased resource issues result in general software
refiability problems, but if an attacker can intentionally trigger a
resource eak, the attacker might be able to launch a denial of
service attack by depleting the resource pool

Example 1: The following method never closes the socket it
opens. In 3 busy environment, this can result in the JVM using up
all of its sockets.

o—=oe Remediation
explanation and
advice




Fortify Solutions

Fortify SCA

==

WeblInspect

Vel =

Fortify Runtime

Actual

Attacks -
- - -
<+~ - -

] D

—

Hewlett Packard
Enterprise

Rules Management

Source Code Static Analysis Via Dynamic Testing In Real-Time Protection - - -
Mgt System Build Integration | QA Or Production ) Of Running Application ) Hackers
N o h ae - g D
Remediation - = Application
IDE Plug-ins Normalization Lifecycle
(Eclipse, Visual (Scoring, Guidance)
Studio, etc.) —
® G — gl —
" Correlate ‘.. Correlation Defects, Metrics
Target (Static, Dynamic, Runtime) And KPIs Used
Vulnerabilities To Measure Risk
Developers With Common Development, Project
(onshore or offshore) Guidance and and Management
SCOfing Threat |nte|||gence L Stakeholders )




SSC Functional Areas

—SSC Administration
—User Access
— System Configuration
—Issue Template (Project Template)

—Application (Project) Administration
— Application Management
— Attributes Assignment

—Program Management
—Audit Page (Collaboration Module)
—Reporting

—

Hewlett Packard
Enterprise

Templates

Metrics & Tracking

LDAP

Roles

Configuration

ance  CAS

CloudScar
Core

Email

BIRT Repo

S Attributes

Custom Tags

Issue

Reports

131



Exercise 10:

Software Security Center Walk Through

Click on “Launch the Fortify SSC Server”
Open a web browser

Navigate to http://localhost:8180/ssc

Login information is in student_logins.txt on your Desktop. Log in as admin.

a k 0D PRE

Password is HPpass2016!

—

Hewlett Packard
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http://localhost:8180/ssc

SSC Interface
Administration

/' () HP Fortify Software Secur X

€ - C |[} 127.0.0.1:8180/ssc/html/ssc/index jsp#!/dashboard/Chart

= Applications MM Reports £x Administration

|5 HP FOI’tify Dashboard Q search
n Risk Management

Top Risk Makers Viewas hart v | | View - 0 v Todo List

D aS h b O a rd Groupby  Select attribute Aggregateby  Select attribute v Filterby Select attributes

Reviewed [ ] pending Review No pending unread alerts

Show all alert notifications

A Alerts

v Sresults by Application Version Activity Feed

System
Metrics Calculation No Updates, 9 hours ago
RWI1.0

Bill Payment Processor 1.1

WebGoat.NETv5
System
Metrics Calculation No Updates, 9 hours ago
Logistics 2.5 Logistics 2.5
Logistics 1.3 System
Metrics Calculation No Updates, 9 hours
Logistics 1.3

RWI.0
System
Metrics Calculation No Updates, 9 hours
Bill Payment Processor 1.1

System
Metrics Calculation Started, 9 hours ago
Logistics 2.5

—

Hewlett Packard
Enterprise

+ New Application

Task
List

Activity
List



Exercise 11

Create a New Project

Click on “Launch the Fortify SSC Server”
Open a web browser

Navigate to http://localhost:8180/ssc

w0 Dn

Login information is in student_logins.txt on
your Desktop. Log in as admin.

Password is HPpass2016!
Click Application
7. Click New Application

—

Hewlett Packard
Enterprise

New Application

Name: Riches2
Version: v9
Development Phase: New


http://localhost:8180/ssc

Create A New Application

—

Hewlett Packard
Enterprise

Application

/' () HP Fortify Software Securr X '\ ) HP Fortify Software Securi X | () HP Fortify Software Secur. X | G tiger team - Google Searc! X

L € | [ localhost:8180/ssc/html/ssc/index.jsp#!/version

E HP Fortify Dashboard Q Tiger Team ports XX Administration @ Help g / Ap pI I Catlon
+ New Application ’

Applications

ch Apps and Versions Find
Application Version Description Created
Bill Payment Processor 11 Bill payment processing and support interfaces. 02/23/2009
Logistics 1.3 E-commerce web store front with basic shopping card, credit card payment processing and support interface. 05/20/2009
Logistics 25 Major updates te backend processing and credit card validation. 04/14/2009
RWI 1.0 Riches Wealth International. 11/23/2009
WebGoat.NET V5 02/01/2016

100




Exercise 12

Upload FPR

1. Launch AWB

2. Click Tool
a. Click Configure Upload

3. Click Upload Audit Project
4. Enter SSC Login Credentials

—

Hewlett Packard
Enterprise

Login

SSC URL: http://localhost:8180/ssc
Username: admin

Password: HPpass2016!
Application: Riches2, V9



http://localhost:8180/ssc

Upload FPR

— You need to setup Server Conﬂguratlon 9 Upload FPR Conflguratlon before you can upload FPR
=13

File Edit | Tools Options Help

'{, *jmoney-master - C:\Users\champine\Documents\Garage\Apa=

E Project Summary -
ST Audi Guide...

{, Chuuse Prn]ecl and Version Mappng for

Choose project version:

_lofx|

AUDIT WORKBENCH

—
Filter Set:

Generate Report...
Calculate Hotspot Ranking

Merge Audit Projects.

Configure Source Path...

Extract Source Code...
(C1Ins  Select Bugtracker...
={3Un Disconnect Bugtracker... 1

="t Project Configuration... m
a e urce: Streams)

er Injection - [0/ 2]

(18] Advanced...

Blog-Aggregator
BLOGCFM

) l SSC URL:
We

[ http://192.168.1.107:8180/st

Username: | champine

Password: | eessessessscecee
Cancel
E ok | cancel | eers |

x|

Functions

Recomme!

1. Never rely on fina

Analysis Evidence

[+ Extended Trace

# Currency.java:54 - in refers to an allocated resource

#() Currency.java:55 - new InputStreamReader(in)

@ CurrencCy.java:55 - in refers to an allocated resource

- #{) Currency.java:55 - buffer = new BufferedReader(new jav
# Currency.java:55 - buffer refers to an allocated resource
L@ Currency.ja' 5 - buffer refers to an allocated resource
\ A Currency.java:Ss - java.io.JOException thrown

:= Currency.java:54 - in = getResourceAsStream(..) -

low on memory, there is no guarantee that an object's

pronounced as the load on the system increases.

fexecuting the fina

) method wil hang.

) to redaim resources. In order for an object's final
[to be invoked, the garbage collector must determine that the object is eligible for
lgarbage collection. Because the garbage collector is not required to run unless the WM is

fan expedient fashion. When the garbage collector finally does run, it may cause a large
Inumber of resources to be reclaimed in a short period of time, which can lead to "bursty™
performance and lower overall system throughput. This effect becomes more

Finally, if it is possible for a resource reclamation operation to hang (f it requires
jcommunicating over a network to a database, for example), then the thread that is

() method j

ethod will be invoked in

E
=3

Show: Al b
Group by: W
[* Include external API

- Top-level functions
# java.beans
-

Legend...

1 java.text
- '

- java.uti.zip
1 javax.swing

1 javax.swing.event
-# javax.swing.tree
name.gyger.jmoney.dto

1 name.gyger.jmoney.model

1 name.gyger.jmoney.service

-8 name.gyger.jmoney.web.controler
t# name.gyger.jmoney.web.uti

1 net.sf.jmoney

#-# net.sf.jmoney.model

Search:

—

Hewlett Packard
Enterprise

Click Tools then

Upload Audit Project.

Enter SSC user and

password.

Select the appropriate
project and version



Reporting
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Data Visualization e

MIST SP 800-53 Rev.4 groups Total
Access Control (AC) 52 FAIL
Dashboards and Reports T Lo
ration Management (CM) L] PASS
Bill Payment Processor 1.1 tion and Authentication (1) 0 PASS
Assessment and Authorization (CA) o PASS
11% bl and Communications Protection (SC) 8l FAIL
and Information Integrity (SI) 28 FAIL
i rency (TR} 0 PASS
Issues by NIST SP 800-53 Rev.4 Categories
E HP Fortify Applications Q
Application Risk Management P |
FI ]
Top Risk Makers View B34 of BS0 97%
o ¥ || ety © Seecawrie v || M Reviewed Findimgs Rewiewed
3= T 71f731483332&52888g2¢:¢e5
GIObaI daShboaI‘d *—o Reviewed © Pending Review Ao g8 3 ii 38535=% 188833 co00u aaaék
(= Hiow | Eimedium | ign | ECriical

highlights risk across
software portfolio

¥ Sresults by Application Version

Citicat (45) > Top$Performers

4
v Tedelist

~ Activity Feed

A Merts

v Version Progress

v Activity Faed for RWI 1.0

Vulnerability status e—¢ |~ " )
by application N

—
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Reporting Features

—

I AWB/Plugins ssC

BIRT Reporting X X
Simple Layout Configuration X X
HTML X X

Synchronous X

Portfolio Reports X

Dashboards X

Hewlett Packard

Enterprise

140



Report Type

Templates

ISSUE REPORTS
Developer Workbook

— CWE/SANS Top 25
— DISA STIG S—
— Developer Workbook
— FISMA Compliance: FIPS-200

— OWASP Mobile Top 10

S5A APPLICATION REPORTS.

CWE/SANS Top 25 Parameters

Report Name* Options®

9 Generate Report

BIRT Report
Report Template

[(CWE/SANS Top 25

CWE/SANS Top 25 Version | 2011 CWE/SANS Top 25

Specify the version of CWE/SANS classification

— OWASP Top 10
— PCI DSS Compliance Application Security Requirements

—

Hewlett Packard
Enterprise

[] Key Terminology
I Include the 'Description of Key Terminology' section

[] About HP ESP
I | Include the 'About HP Enterprise Security Products’ section

[] Detailed Report
Provide detailed descriptions of reported issues

[T] Categories By Fortify Priority
Use Fortify Priority instead of folder names to categorize issues

b Issue Filter Settings

Format: PDF -

Location: C\Share\WebGoat.MET-12212015-A-Full CWESANST

Generate ] ’

Cancel ]

141



Layout

— Default Report Layout
— Title Page
— Table Of Contents
Executive Summary

Project Description
Issue Breakdown

Issue Detail/Summary

—

Hewlett Packard
Enterprise

HP Fortify Audit Workbench

NIST SP 800-53 Rev.4

WebGoat.Net01192015-FULL

Compliance Pass m

FORTIFY"




Exercise 12

Generate AWB Reports Features

1. Launch AWB —New BIRT Reporting Engine
2. Click Reports — Simple Layout Configuration
3. Generate BIRT Report - Security Auditor View — Saves as DOC,HTML, PDF
4. Click Reports — Synchronous

5. Generate BIRT Report — Quick View

6. Click Reports

7. Click Tools->Generate Legacy Report

—

Hewlett Packard
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AWB Reports: Generation
Reports

—

Hewlett Packard
Enterprise

£ CADEMOAPPS\dot_nef\Web¥oat NET\WebGosat Net01192015-FULLfpr

o | O )

File Edit Tools Options

P ——
rml AudliGu(l Scan | )

PET—— (CTRT|FY

Filter Set:

12181294 466

Critical (43) Suppressed (2)

» [ <nones - [0/2]
& (1] SC-28 Protection of Information at Rest (P1) - [0 /1]
» [ $-10 Information Input Validation (P1) - [3 /40]

rex Advanced...

F Analysis Evidence &7 G =8

Security Auditor View [ Mylszues B Project Summary 52

= B  F Functions 3 =5
Summary| Certification | Runtime Analysis| Build Information | Analysis Information show: (Al -]
B e —[—

I0: WebGost Net01192015-FULL Scanned: 309 files, 4,517 LOC (Executable] Include APE

Scan Date: Jan 19, 2016

Total Issues:

Warnings: None Certificatio

dification Valid

All Issues by Folder

Medium (8)

Critical (41)

= F Recommendations 3¢

External

nternal [[] Superclasses

b Top-level functions =
» B _ASP

b ASP

> {3 DotNetGoat

b & logdnet

© H MySqlData.MySqiClient

b i OWASP.WebGoatNET

¢ H} OWASP.WebGoat NET.App_Code

b i OWASP.WebGost NET.App_Code.DB

¢ H} OWASP.WebGoat NET.App_Code.Ltil

b i OWASP.WebGost NET.Content

¢ H} OWASPWebGoat NET.resources. Master Pages
b i OWASP.WebGoat NET WebGoatCoins t
» 3 System

b System.Collections

©» 3 System.Collections.Generic

b & System.Collections.Generic.Dictionary@2
3

b

3

b

3

b

3

b

3

b

3

b

3

b

3

5 System.Collections.Specialized
£ System.ComponentModel

i System.Data

£ System.Data.Common

i System.Data 5QLite

£ System.Diagnostics

£ System.Drawing L
£ System.Globalization

£ System10

£ System.Reflection

5 System.Runtime, CompilerServices
£ System.Runtime InteropServices
i System.Runtime.Serialization

£ System.Security

3 System.Security.AccessContrel

Search:




Exercise 13

Generate SSC Reports

Click on “Launch the Fortify SSC Server”
Open a web browser
Navigate to http://localhost:8180/ssc

w0 Dn

Login information is in student_logins.txt on
your Desktop. Log in as admin.

Password is HPpass2016!
Click Reports
7. Click New Report

—

Hewlett Packard
Enterprise

Features

— New BIRT Reporting Engine

— BIRT Customizations

— Simple Layout Configuration

— Saves as XLS,HTML, PDF

— Asynchronous

— Dashboard Portfolio and Application Reports


http://localhost:8180/ssc

Generate SSC Reports
e New

—

/— Report

iarions MM Reports £X Jdministration @ Help Av

Q search
Report Name Find

/ 4D HP Fortify Software Secur: x ' ) HP Fortify Software Securi X | () HP Fortify Software Secur. X { G tiger team - Google Searc. X 7' te pg l gs I

€ | [ localhost:8180/ssc/html/ssc/index jsp#!/reports/

«

Dashboard
Filterby None w

|FF) HP Fortify

v Issue Reports
ReportName Type Date ~ Created By Status Notes Versions
> SWE CWE/SANS Top 25 02/04/2016 2:38:40PM  User, Defau Processing Complete WebGoat.NET v5
ReportName Type Date ~ Created By Status Notes Versions
> e Issue Trending 02/04/2016 3:30:32PM  User, Default Processing Complete Bill Payment Processor 1.1

146

180/ssc/htmlfssc/inde
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Q&A?
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HPE Weblnspect
Hands on Worksh




Agenda - Dynamic

« Overview of scanning workflow

« Scan Riches application

« Authentication

« Scanning policies

* Reviewing scan results

* Reporting

« Overview of Weblnspect Enterprise

—
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The Solution
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HPE Fortify helps you protect your applications

2

Application
assessment

Assess

Find security
vulnerabilities in any type
of software

—

Hewlett Packard
Enterprise

In-house
Outsourced
Commercial
Open source

Software
security assurance

Assure

Fix security flaws in source
code before it ships

—

=
X6

Application
protection

Protect

Fortify applications against
attack in production



Software Security Assurance (SSA & SDLC)

Security
[ |
Integration
@) t
m
_ _ Application Monitoring
A 30x more costly to secure in Production —
30X
Security Gate
—
& Secure SDLC 15X
@) 10X
© —
5X
1X
[ |
Requirements Coding Integration/ Component System Production
Testing Testing
Source: NIST

Hewlett Packard
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Software Security Assurance (SSA & SDLC)

Security
|
| |
Integration
‘ J
I l J
Development |
Fortify Static Suite Testing / Operations
Static Code Analyzer (SCA) Fortify Dynamic Suite Visibility &
; Weblnspect (WI) Defense
Audit Workbench (AWB) . .
Weblnspect Enterprise (WIE) Fortify Runtime
IDE Plugin Continuous Web Monitoring (CM) Protection Logging

On-demand Web Scans Application View

Software Security Center
Software Security Center (SSC) TippingPoint

(SSC)

FedRAMP Fortify On Demand (FOD) / Vendor Management Application Defender

—
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Weblnspect Dynamic Analysis
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HPE Weblinspect

Dynamics analysis — find critical security issues in running applications

— Features:

* Quickly identify risk in existing applications

« Automate dynamic application security testing of any
technology, from development through production

« Validate vulnerabilities in running applications, prioritizing
the most critical issues for root-cause analysis

—
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Included In Every WeblInspect License

SmartCard / CAC Authentication

FISMA / 800-53 Compliance Reporting

Scan Web Applications, SOAP and RESTful Services, URL Rewriting

Scan Mobile Web sites, plus Mobile Native Scan

Advanced Crawler with Javascript execution

Integration into ArcSight, Tipping Point, WAFs, Software Security Center, Weblnspect Enterprise
Hybrid scanning with the WebInspect Agent

Tools for manual Testing and Penetration including automatic SQL Injection

Weblnspect API plus BURP Integration

SmartUpdate automatic frequent security content updates from the largest dedicated Software Security Research
group.
OFFLINE activations and updates

—
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HPE Fortify Hybrid Analysis
Weblnspect Agent

— Provides gray-box testing capability
— Fix faster: Provide line of code details/ Stack Trace
— Find more: Enables deeper, more thorough penetration testing

— Complements static analysis

— Provides outside-in perspective

— Validates findings

— Focuses developer attention on exploitable vulnerabilities

— Enables correlation between static and dynamic analyses

— Follow exploit all the way to the line of code

— Out of the box integration — no additional customization required

—
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Run a WI Scan
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High Level Workflow

Scan Scan Wizard and
Configuration Profiler

Monitoring the

Analysis and

*Scan Wizard
*Scan Profiler

*Web Form Values
*Policy Selection
*Policy Inputs
*Scan Settings
*Macros

—
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live scan Review Reporting

*Scan Dashboard <Scan *Executive
*Traffic Monitor Recommendations *FISMA/STIG
*Status Line *Session Details,
*Scan Log Site Search
*Sequential View  «Vulnerability

Review

*Manual

Verification



Exercise 1
Scan Riches — Guided Unauthenticated Scan

— Select your Template

— Verify http:127.0.0.1:8080/riches/

— Restrict it to this directory and its subs
— Explore each pane

— Keep Defaults

— Use Riches Optimization

— Enhance Coverage If you wish.

— There are no False Positives to import.
— Turn on Traffic Monitor.

— Save as scan template for later use

— Start Scan

—
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Predefined Templates

(2

Create a Standard Web Site Scan

Default scan settings are designed to focus more on
coverage then performance. Larger sites could take

Recent Templates

tomato_cart

Standard ! b
Scan days to crawl with these settings. katie
¢ Create a Quick Web Site Scan Riches_Demo
ca A scan that focuses on breadth and performance
Quick rather than digging deep. Especially good for very
Scan large sites. Default
(:8 Create a Thorough Web Site Scan Factory Default
Thorough scan settings are designed to perform an
Thorough exhaustive crawl of your site. It is recommended )
Scan that you split your site up into parts and only scan From File ...
smaller chunks of your site with these settings. Not
recommended for large sites.
Recent Scans
Scan Now

@

Here is a summary of the scan that you are about to start.
Scan Name: Site:

URL: http://127.0.0.1:8080/riches/
Uses Authentication: Login Macro

Policy: Criticals and Highs

Client: Firefox

| @ start scan




While This Scan is Running

— Notice that vulnerabilities are reported even while still crawling e
— Review the growing Site Tree 5 ammomiacnl & o oot
— Pause, review Sequence View, Search View, and Step Mode %E} Coreers.acen Check Al E
— Explore the Context Menu in the Site Tree 107 FndLocations.actiy " A
VI j_security_check Generate Session Report
%D -Iis ) Export Site Tree
:E ;:;';s [ CopyUrL N i
H H [F5 resources B view In Browser
— Traffic Monitor e . |
« . ” ]D Security.action Add Hq
- Add the column “Location” and move up D) Stontomstomsact L i .
rf es N ’. = E
riches Remove Location
— Explore HTTP Packets B

— Explore Host Info

Script Indudes

I

[

sis wAllowed Hosts

Review Vulnerability
Mark As False Positive
Send To

Crawl

Attachments

Tools

Filter by Current Session

el

o]

We can leave this scan running, and open a completed scan in a new tab

You can have 2 scans running at a time

—
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Policies and Other Important
Settings

Enterprise



Policy Manager Walkthrough

— A Policy is a collection of tests in the SecureBase to be executed.

— Several Default policies exist — they cannot be modified but can be inherited

— You can select and deselect at any level.
— Checks require corresponding Engine

— Custom Checks — create custom checks in different engines.

— Default policy is “Standard”

—
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=-[E] @) Standard

=-[m]iEg

Audit Engines

- [+]IEE Audit Options

(e Adaptive Agents

ga Arbitrary Remote File Include
pg Comment Checks

g Cookie Injection

g —ross Sike Scripting

ga Directory Enurneration
pp File Extension

e File Prefix

g Fixed Checks

g FlashStaticAnalysis

pp Header Injection

e Eeyword Search

g Enown Yulnerabilities
y Local File Include

g Logic Checks

g Postdata Injection

el Postdata Sequence
..; Query Injection

3]
3]
-
2]
2]
[

D@ General Application Testing
D@ General Texk Searching
=]l Third-Party web Applications
I:I@ Web FrameworksfLanguages

[ web Servers

b [H] I web Site Discovery

—[JIER Custom Checks




Exercise 2
How to Create a Policy

— Click Create and The Policy Manager tool opens.
— Select New from the File menu (or click the New Policy icon).

— Select the policy on which you will model a new one from:
— SQL Injection Policy - Select Command Injection - SQL Injection - Site Database Disclosure and SQLI

— Save
— Under Custom > My Policy

— When you configure your settings, pick your new My Policy for scan

—
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Exercise 2 Continued

— Do a New Ciritical and Highs Policy
— Default Settings - Policy - Create - File > New - Criticals and Highs Policy
— Search for and deselect all checks mapped to CWE 521
— Search View - Criteria - Vulnerability ID = CWE ID Contains 521

— Deselect All
— Save the new Custom Policy MYCWEPOLICY

—
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How to Create a Policy

= B =
File Edit View Tools Help
N+ 5 [ |2 Standard View (2] Search View
Threat Classes ~ | Name: SQL Injection

=-[E]{g) 5L Injection

0-[8]IER Authentication The SQL Injection policy performs a security assessment of your web application for SQL Injection vulnerabiliies, =«
- njection is an a nique tha s advantage of non-validated input vulnerabilities to pass arbitrary

|:| Authorization S5QL Injection i ttack techni that takes advanta f lidated input vul bilities to bitr:

D Client-side Attadks SQL queries andjor commands through the web application for execution by a backend database.

" =]

|:| Command Execution

[5](E) Information Disclosure

[H]IER Logical Attacks

Description:

Properties:
Auto Update

teady
—
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How to Create a Policy

File  Edit

| &

t:ripﬁon

View Tools

Help

N 5 [ ||s% Standard View | (2] Search View

Attack Groups

-

=&
=

|

=[] 5QL Injection

Audit Engines

General Application Testi
General Text Searching
Third-Party Web Applicai
Web Frameworks/Langu:

Web Site Discovery

i@ Custom Agents
[igR custom Checks

Name: SQL Injection
Description:

The SQL Injection policy performs a secy
SQL Injection is an attack technique tha
5QL queries and/or commands through {

Properties:
Auto Update

fie Custom folder contains
plicies and any custom polic
fer.

Wizard

(2] =

Attack Type

(@ Directory Enumeration

() File Bxtension Addition

Select a type of attack to create.

Description

Directory enumeration will check the
website structure for common folders
that might exist that were found during

(T File Extension Replacement the crawl. =
() Keyword Search
() Parameter Injection
Simple Attack
~) Site Search
< Back [ MNext = ] [ Cancel

—
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WebForm Values

— Tag values as “manual input” prompting you for real time values

— Values can be global or per URL

— Modify some values and save your file

—

Directly enter values or record them.

Captchas

One-Time Pins

Disposable values
— Mutiple Values based on Field Width

Hewlett Packard

Enterprise

1] Untitled - Web Form Editor

— - -

File Edit View Help

AN ] 7 | Record

Name Type Value Length Smart Cred. Match Type Allow Hidden Submission  Form
Global
ccess User Defined 19118031 g Hone Contains_ False:
ccess UserDefined 3344 4 MNone Contains  False
ccess UserDefined 532623 [ None Contains  Fakse
ddress  UserDefined 1707 Interdimensional Strest 0 None Contsns  False
ge User Defined 1974 0 None Contains  Fakse
rescode  UserDefined 770 0 None Contsns  False
irth_year User Defined 1963 0 None Contains  Fakse
ardnum  UserDefined  4011460031307842 16 None Contsins  False

User Defined  4011460031307842 0 None Exact Fakse

ity User Defined  Atianta 0 None Contsins  False
ompany  User Defined  Widget+Express 0 None Contains  Fakse
edit User Defined  4011460031307842 o None Contains False
iay User Defined 26 0 None Contains  Fakse
efalt User Defined 12345 o None Contains False
mil User Defined  John.Doe@somewhere.com 0 Mone Contains ~ False
mployer  User Defined  Widget+Express i} None Contains False
xp User Defined  12/2007 7 MNone Contsins  False
p User Defined  12/07 5 None Contains  False
xpiration  User Defined  12/07 5 MNone Contsins  False
wpiration User Defined  12/2007 7 None Contains ~ Fakse
fax UserDefined  404-525-0392 0 MNone Contsins  False
rst User Defined  Peter 0 None Contains ~ Fakse
idden1  User Defined Jack Frost 0 MNone Contsins  False
idden2  UserDefined Jack X Frost 0 None Contains  True
nta User Defined  Twinkieberry 0 Mone Contsins  False
intq User Defined  +dogs-name 0 None Contains  Fakse
ast User Defined  Gibbons 0 None Contsns  False
login User Defined ~ foo 0 None Contains  Fakse
idde  User Defined X 0 None Contsns  False
onth  UserDefined & 0 None Contains  Fakse
other  UserDefined Teresa 0 None Contsins  False
ame User Defined  Jason 0 None Exact Fakse
ass User Defined  foo 0 None Contsins  False
ass2 User Defined ~ foo 0 None Contains  Fakse
assword  User Defined  foo o None Contains False




Settings

— Method: Auto Fill Web Forms — select our Web Form Values

Default Settings =]
. . - i Scan Mode
—_ General' Enable TraﬁIC Mor"tor ‘f::::::ttmgs ) Crawl Only @ Crawl & Audit © Audit Only Mznual
Conerdl Crawl and Audit Mode
. . . . . . . Content Analyzers @ Simultaneously (Crawl and zudit at same time to maximize scan speed)
— General: Limit Maximum Web Form Submission To: 10 SR e e
Requestor

Test each engine type per session (engine driven)
Session Storage

— General: Perform redundant page detection T e

Allowed Hosts

Navigation
HTTP Parsing
i . [¥] Auto fill web forms during crawl  (default) === [T |
0 Custom Parameters
— Content Analyzers: Review Javascript Fite [ Pt for S B b s e G e
Cookies/Headers Only prompt for tagged inputs

Proxy B .
- P roxy Authentication [C] Use Web Service design ik a)

File Not Found

Policy

— Authentication

£l Crawl Settings

Link Parsing

M - Session Exclusions
— File Not Found Settings
£l Audit Settings

Session Exclusions
Attack Exclusions
Attack Expressions
Vulnerability Filtering
Smart Scan

—
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Settings

— Change the following Settings:

— Method: Auto Fill Web Forms — select our Web Form Values o

SessionExclusions

¥ Attack Exclusions

— General: Enable Traffic Monitor B —

Vulnerability Filtering

Smart Scan Audit Inputs Editar...

— General: Limit Maximum Web Form Submission To: 10
— General: Perform redundant page detection

— Authentication: Select your Login Macro

— Policy: Specify your Custom Policy

— Save the Settings — you now have your entire configuration stored in a reusable format.

—
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Authentication
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Exercise 3
Riches Login Macro

— Go To Tools and open Login Macro Recorder

— Follow the Yellow-Bar Prompts to create a login to the Riches bank site using Eddie / Eddie as user/Pass

— Go ahead and test your Macro

Click Record, navigate to your site and then log in | Record |

r .
Mew Tab b 4 +

rch or enter address

Searcl t
s ___________________________________________}
—
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Auditing Results
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While This Scan is Running

— Notice that vulnerabilities are reported even while still crawling

— Review the growing Site Tree
— Pause, review Sequence View, Search View, and Step Mode
— Explore the Context Menu in the Site Tree

— Traffic Monitor

— Explore HTTP Packets

— Explore Host Info

Add the column “Location” and move up

I

sis wAllowed Hosts

[

o T SO0 9
(Post) from=3711037018&tn=37 110370 1ARamMaUNt =fPe
.. [ ][ Transfer.actior Expand Children
[0 CareerDetails.actig Collapse Children
%D Careers.action Check All E
B3 == . q
¥ FindLocations.actid e
VI i_security_check Generate Session Report
P
%D b Export Site Tree
= login
S pages [F copyURL s 5
[F5 resources @ View In Browser |;
]D rwi-1.swf Links .
]D Security.action Add Hq
]D ShowlLocations. act] o
riches Edit Vulnerabilities 0
riches Remove Location 1
Script Indudes ]

Review Vulnerability
Mark As False Positive
Send To

Crawl

Attachments

Tools

Filter by Current Session

el

o]

We can leave this scan running, and open a completed scan in a new tab

You can have 2 scans running at a time

—
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Review a Completed Scan

— Review the Site Tree

Vulnerability Pane:

Sort and group by Duplicates, Severity
Select column “CWE ID”

Review packets for a vulnerability
Change severity for a vulnerability
Add notes to a vulnerability

Review Steps

Retest a single vulnerability / All Vulnerabilities/Repeat Scan

— Add your own manual finding (Edit Vulnerabilities)

—
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Ittp:/f127.0.0. 1:8080/riches img/favicon.ico?pa
tp:/f127.0.0. 1:8080/riches/

Ittp:/(127.0.0. 1:8080/richesFindLocations. actia
Ittp: //127.0.0. 1:8080/riches fimg /btn_search_wh
Ittp:/(127.0.0. 1:8080friches/cssfrwi-2.css?pa_ci
[ttp:/f127.0.0. 1:3080/riches img/header.gif
Ittp://127.0.0. 1:8080/richesimg/al_ehl_house_¢
Ittp: /fwww, w3, 0rg /TR fxhitml /D7D /xhtml 1-trans

'I_ Review Vulnerability
=2
1< 2 Group by Field
ils.d v Group by Box

is.2 Columns 4
ils.2
il 2 Save as Default View

<3 Reset Default View

2it

| S Y-

Severity
Check
Check ID
Path
Method

Vuln Param

LR L SN

Parameters
Manual
Location
CWEID

v Kingdom

v Application
Published Status
Pending Status

pri
tepn
lepr

lepr

lQuery)sd_c... Input Validation and Repr

{Query)sd_c... Input Validation and Repr:

|Query)sd_c... Input Validation and Repr:




Exercise 4
Validate a finding

— Look at request, response, vulnerability description and stack trace
— Retest the vulnerability

— Look at one finding

— Select “Edit Vulnerability” and change severity for one

— Add your own information to the reporting.

— Find one false positive and mark it as such

—
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Edit a Vulnerability

— Right Click a Vulnerability in the Site Tree
— Select “Edit Vulnerability”

— Change the Severity

— Add your own information to the reporting.
— This is all saved to the scan file

— Flows upstream with scan:
— Reports,
— FPR’s into Software Security Center,
— Scan uploads into Weblnspect Enterprise

—
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Edit Vulnerabilities

Check Name Check Type  Severity Probability Add Existing
Cross-Site Scripting  Vulnerability  Critical — Low Add Custom

Check Name: Cross-Site Scripting

Check Type: [\i'L.l\nerability-I '] Severity: [erbml - '] Probabil\ty:__Low hd
y]’ Implication T Execution Fix Relf::eu;ium b ’

<drc_fortify [><hp-mg src="xss.rgc” /> <br /><drc_xssrf I|’>%—£abwliﬁes were verified as executng -
code on the web application. Cross-Site Scripting occurs when 'S b pages display user input, such as
login information, that is not properly validated, alowing an attacker to embed malicious scripts into the generated page and
then execute the script on the machine of any user that views the site, In this instance, the web application was vulnerable

to an automatic payload, meaning the user simply has to visit a page to make the malicious scripts execute. If successful,
Cross-5ite Scripting vulnerabiliies can be exploited to manipulate or steal cookies, create requests that can be mistaken for
those of a valid user, compromise confidential information, or execute malicious code on end user systems.

Recommendations include implementing secure programming techniques that ensure proper filtration of user-supplied data,

and encoding all user supplied data to prevent inserted scripts being sent to end users in a format that can be executed.




While This Scan is Running

— Notice that vulnerabilities are reported even while still crawling

— Review the growing Site Tree
— Pause, review Sequence View, Search View, and Step Mode
— Explore the Context Menu in the Site Tree

We can leave this scan running, and open a completed scan in a new
You can have 2 scans running at a time

—
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tab

I

[

sis wAllowed Hosts

S =0 ) = = =
AEEIEY (Post) from=3711037018Rtn=37110370 18Ramount =RPe

.. [ ][ Transfer.actior Expand Children

[0 CareerDetails.actig Collapse Children

%D Careers.action Check All E
[ css . q

¥ FindLocations.actid e

V03 i_security_check Generate Session Report

%D b Export Site Tree
= login

S pages [F copyURL s 5

[F5 resources @ View In Browser |;

]D rwi-1.swf Links .

]D Security.action Add Hq

]D ShowlLocations. act] o
riches Edit Vulnerabilities 0
riches Remove Location 1
Script Indudes ]

Review Vulnerability
Mark As False Positive
Send To

Crawl

Attachments

Tools

Filter by Current Session

el

o]




Review a Completed Scan

— Review the Site Tree

Vulnerability Pane:

Select column “CWE ID”

Review packets for a vulnerability
Change severity for a vulnerability
Add notes to a vulnerability

Review Steps

— Retest a single vulnerability / All Vulnerabilities/Repeat Scan

— Add your own manual finding (Edit Vulnerabilities)

—
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Ittp:/f127.0.0. 1:8080/riches img/favicon.ico?pa
tp:/f127.0.0. 1:8080/riches/

Ittp:/(127.0.0. 1:8080/richesFindLocations. actia
Ittp: //127.0.0. 1:8080/riches fimg /btn_search_wh
Ittp:/(127.0.0. 1:8080friches/cssfrwi-2.css?pa_ci

[ttp:/f127.0.0. 1:3080/riches img/header.gif

Ittp://127.0.0. 1:8080/richesimg/al_ehl_house_¢
Ittp: /fwww, w3, 0rg /TR fxhitml /D7D /xhtml 1-trans

il=.2
il.2
ils.2
l=.2
ils.2
ils.2

il.2

2it

Review Vulnerability
Group by Field
Group by Box

Columns

Save as Default View

Reset Default View
o

| S Y-

3

Severity
Check
Check ID
Path
Method

Vuln Param

LR L SN

Parameters
Manual
Location
CWEID

v Kingdom

v Application
Published Status
Pending Status

JCiM|
Mg

=

1

-
=
lepr:

lepr

lepr

lQuery)sd_c... Input Validation and Repr

{Query)sd_c... Input Validation and Repr:

|Query)sd_c... Input Validation and Repr:




Reports and Data Export
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Exercise 5
Generate a Report

— Use your existing scan

— Select Executive Summary, Compliance and Vulnerability

— For Compliance: Select DoD Application Security And Development STIG V3 R9 or FISMA.
— For Executive Summary: No change

— For Vulnerability: Clear ALL Severities except Critical.

—
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Exercise 6
Export Data

S  Export * | = Scan..
Can B CloseTab Scan Details...
—  exports to proprietary binary .scan format Bt AlteFd SELIEE TR ST T
—  saves entire scan and be re-loaded into Weblnspect +1- /i@ admin Protection Rules to HP TippingPoint...
J iEg backup Protection Rules to Web Application Firewall...

Scan Detalils

—  Exports selectable sections or full scan
— XML based - can be used for integration (STIG Viewer)

Scan to Software Security Center

Saves results in FPR format for uploading into Software Security Center to be managed alongside static scans

—
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Fortify and SSC Demo

Enterprise



Upload Results to SSC from Wi

mxT
ﬁ”
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Weblnspect Enterprise
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HPE WeblInspect Enterprise
Extending effective application security testing across the entire enterprise

— Problem it solves:

—Manages large-scale, distributed security testing
programs across thousands of applications

¥ | ok | Dikoy | Bk | Lk

ot Wt B bt R et F s 0t B e e Ve
0l 11 1 et

— Features:

—Monitor critical metrics, progress and trends across
large-scale application security testing programs

—Provide an ongoing enterprise-wide view of production
and pre-production application security assurance

— Control your application security program through role-
based scanning and reporting administration

— Benefits:

—Eliminate inefficient and inconsistent assessment and
vulnerability management processes

—Increase visibility and control of security testing efforts
and reporting

—Prove compliance with regulations, standards and
policies

—
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WIE Architecture

Flexible modeling for Web App Continuous Monitoring, Centralized Vulnerability Management, and COE

Sensors 8
=

Security gets vertically

scalable continuous M

scanning of their internet - _

sites . E CoE Customers get to kick off and
manage their own scans without

relying on security availability

Software

WI E Security
/ Center )

Weblnspect |} 3 q g,
| 7/ m
Testers get
centralized

vulnerability

management &

—
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WebInspect Enterprise Web App Monitoring

— Continuous Web Application Monitoring

—Schedule automated scans

» Schedule regular, repeatable
assessments of your applications

» Schedule scans during ‘quiet’ periods

» Adjustable policy controls scan depth
and breadth

—Compare Results over Time
* Highlight new issues and threats
* Track application risk improvements

—Notifications for management
» Scan or Update completions or errors
» System trouble

—

Hewlett Packard
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— On-Demand Scanning

—Request automated scans

» Scan applications as requested by
development in testing and UAT env.

* Provides developers and IA with
access to dynamic scan results before
C&A

» Allows teams to track security posture
across milestones and sprints




Weblinspect Enterprise For Continuous Monitoring

oooo oooo oooo

Enterprise Sensors

Deployable Scanning Engines allows
scalable, constant validation of
operating sites

JEDRTIEY

Project Versions

<< NS Import Project Version & Remove Project Version{s)

’ 3l Projects K3 |Page10f 1 | SelectedOof 2

;q Scan Web Site

Bill Payment Processor (1) r
(RN r
Logistics (2)

= 1301
S/ New Scan Schedule 25 (1)

Project Version 4
3 Scan Web Service ¥ agency.ol

¥ extranet.agency.mi

{f HP FOltlfy Logout
R

Issues

EdE Audit Status

12.00% 4 records found

-l

1
Weblnspect

IV&V and ST&E teams can continue using
Weblnspect on a stand-alone basis while
still leveraging the centralized artifact and
vulnerability management

electiter and

£ 8.00% T
El
S 4.00%

“e. . ... .| FastestRoad to “Fixed”

Developers get direct
access to all scan results
for quickest path to
remediation

—
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Browser-Based Scanning

Easily share testing capabilities
with development groups without
having to provision and manage
software

Central Reports and Dash

Full reporting, KPl and
management metrics available
across all applications.




Weblnspect Enterprise: Centralized Scan Results

FDRTIFY Welcome WIN-G4SKNBEGO1E\admin

An HP Company g, Log Off | Options | Resources | Help | About

5 Add » 5 Import # Delete “H* Move % Publish & Change Scan State v

Ul %) Scans [l | Page 10f 1 | Selected 0of 12 E
bCt (1) r Hame Scan URL Status Project Version Policy Sensor Creator
= | ™ CM - wWww Main Site - 2013-01 http:/ /zero.webappsecurity.com/  Faled extranet.agency.mi Standard | Any
™ | ¥ site: http:/ fzero.webappsecu http:/ /zero.webappsecurity.com/  Pending extranet.agency.mi Standard | Any WIN-GASKNBEGO1E
T ¥ List-ariven: http: f fzero.webappsecurity.com/ Pending extranet.agency.mil Quick Any WIN-GASKNBEGO1E
" |~ M- WWW Main Site - 2012-12 http:/ /zero.webappsecurity.com/  Pending extranet.agency.mi Standard | Any
™ | ¥ [site: nttp:/ fzero.webappsecu http:/ fzero. PScan\nsualuabon—Sll::htllz:f/ltro.webﬂllui:curil’v.com/'Windowslnt:rn:( Explorer
=3 Al <
" | ™ - WWW Main Site - 2012-11 http://zero.webappsecuri] B cersteneeror | (3 47| Gsens 2 Scan Visuaizaton - Site: ht.
™ | ¥ November scan - extranet.age http:/ /zero.webappsecur] @+ RepeatScan A Scan Again (M Retest Vulnerabilities [ Export Sean @ Publish Scanto SSC ] Mew Report [5f Compare
[~ ¥ Copy of Site: http://zero.web http:/ fzero.webappsecur] Site I ~ Scan Info essio P Response P ero e 0 ank/a
- http://zero.webappsecurity.com *
C www. Agency. Mil http:/ /zero.webappsecuri ® 7 | | ©Dpashboard var footerlinks = {
™ | Site: hittps Fzero.webappsecu http: fzerowebappsecur] 4 r’_‘l e Ea::a[hman.u "duwzlaidﬁweiﬁniee(tilj;k"i i abiolute: true:hﬁige:/;https:{/r:ow::lliad.hp?n\?rtupdate.(cm/wehln;pect/" 1
% False Positives ontact_hp_link" : { absolute: true, page: ps://support. fortify.com” },
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Building Customer Success

—Cleared Professional Services

- 1-Week Quick Starts

— Long Term Staff Aug

—Multi-Day, Instructor Led On-Site Training Available

—On/Off Site Workshops, Brown Bags and Tech Sessions and Brown Bags
(Free)

—Onsite short term PreSales consultation (Free)
—Customer Care Meetings (Free)
—On/Off Site User Group Meetings (Free)
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